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Abstract

Reverseexecution provides a programmer with the abilit y to return a program to
a previous state in its execution history. The abilit y to executea program in reverse
is advantageous for shortening software development time. Conventional techniques
for reverseexecution rely on saving a state into a record before the state is destroyed.
State saving intro ducesboth memory and time overheadsduring forward execution.

Our proposedmethod intro ducesa reverseexecution methodology at the assembly
instruction level with low memory and time overheads. The methodology generates
from a program a reverse program by which a destroyed state is almost always re-
generatedrather than being restored from a record. This signi�cantly reducesstate
saving.

The methodology has been implemented on a PowerPC processorwith a custom
made debugger. As compared to previous work all of which heavily use state saving
techniques, the experimental results show 2.5X to 400X memory overhead reduction
for the tested benchmarks. Furthermore, the results with the samebenchmarks show
an averageof 4.1X to 5.7X reduction in execution time overhead.
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1 In tro duction
As human beingsare quite prone to making mistakes, it is very di�cult for a programmer
to write an error-free program without going through a debuggingcycle. For this reason,
debuggingis an important and inevitable part of software development.

Locating bugsby just looking at sourcecode is quite di�cult. Consequently, a run-time
interaction with the program is very useful for debugging.Unfortunately, many of the bugs
in programsdo not causeerrors immediately, but instead the bugs show their e�ects much
later in program execution. For this reason,even the most careful programmer equipped
with a state-of-the-art debuggermight well missthe �rst occurrenceof a bug and thus might
have to restart the program. Furthermore, for di�cult to �nd bugs, this processmight
have to be repeated multiple times. Even worse, for intermittent bugs due to rare timing
behaviors, the bug might not reappear right away when the program is restarted.

Reverseexecution provides the programmer with the abilit y to return to a particular
previous state in program execution. By reverseexecution, program re-executionscan be
localizedaround a bug in a program. When the programmermissesa bug location by over-
executinga program, he/she can roll back to a point wherethe processorstate is known to
be correct and then re-executefrom that point on without having to restart the program.
This eliminates the requirement to re-executeunnecessaryparts of the program every time
a bug location is missed,thus potentially reducing the overall debuggingtime signi�cantly.

In this report, a novel reverseexecutionmethodology in software is described. The de-
scribed methodology is unique in the sensethat it providesreverseexecutionat the assembly
instruction-level granularit y and yet still has reasonablememory and time overheadswhen
the program is being executed. Note that in the rest of this report, the word \instruction "
refers to an assemblyinstruction.

In Section2, the main challengesof reverseexecutionare explainedand the motivation
behind this report is stated. In Section3, related work is presented. In Sections4 and 5, the
approach of this report is introduced. The experimental results are presented in Section6.
Finally, Section7 concludesthe report.

2 Background and Motiv ation
An executionof a program T on a processorP can be represented by a transition amonga
seriesof processorstatesS = (S0; S1; S2; :::). From this representation, instruction-level
reverseexecutionof a program can be de�ned as follows:

De�nition 2.1 Instruction-level ReverseExecution: Reverseexecutionof a programT runningon
a processor P canbe de�ned astaking P from its current state Si to a previousstate Sj (0 � j < i )
by executinga set of instructionswhich reversesthe e�ect of instructionsin T. The closestachievable
distancebetweenSi and Sj without any forward executiondeterminesthe granularity of reverseexecu-
tion. If state Sj is allowed to be as early as one instruction before state Si , then the reverseexecution
is saidto be instruction-levelreverseexecution.2

The simplest approach for obtaining a previously attained state is saving that state
beforeit is destroyed. However, saving a state during executionof a program introducestwo
overheads:memory and time. A solution to reducememory and time overheadswould be
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to decreasethe frequencyof state saving during program execution. However, this prevents
an immediate return (i.e., a return without any forward execution) to an arbitrary point in
executionhistory wherestate is not saved. Therefore,in applying state saving, there usually
existsa tradeo� betweenthe closestpreviousstate that canbe restoredwithout any forward
executionand memory/time overheadsdue to state saving.

Performanceand memoryconstraints or lack of compiler support usually forcesassembly
languageprogrammingof somesoftware components such assmall scaleembeddedapplica-
tions, �rm ware for consumerelectronics,DSP libraries and operating systemmodulessuch
asschedulers,high performanceI/O routines or devicedrivers. For instance,the majorit y of
boot code for the computersystemof the Path�nder Spacecraftwaswritten in assembly lan-
guagebecauseit wascritical for the computer to boot up very quickly in caseof a failure [26].
Therefore,during debuggingof such software components, programmershave to be involved
in instruction-level program execution. Furthermore, in implementing a languageconstruct
such as a pointer to an integer, sometimesthe compiler generatesassembly di�erent from
what the programmerexpected. Thesereasonsare why most of the debuggertools for soft-
warecontain assembly-level executionviews. Thus, reverseexecutionat the instruction-level
granularit y turns out to be very helpful whendebuggingthesesorts of software components.

During debuggingof programswritten either in a high-level or in a low-level programming
language,programmerstypically usea single-steppingfacility to locate bugs. It is not an
uncommoncircumstancethat programmersmissa bug location by executingjust onemore
step over the next statement or instruction in the program. In such a case,instruction-level
reverseexecutionprovides an extremely fast backup capability.

However, due to the tradeo� betweenmemory/time overheadsand the closestprevious
state that can be restored, providing instruction-level state recovery by state saving can
translate into very high memory and time overheadsduring executionof a program. There-
fore, our goal is to achieve reverseexecutionat the native instruction level with low memory
and time overheads,which will open the way for addition of a missing feature, instruction-
level reverseexecution,to state-of-the-art debuggers.

3 Related Work

Reverseexecutionhas beenresearched in several contexts. In this section,we will mention
previouswork accordingto di�erent application areasof reverseexecutionand alsoaccording
to di�erent techniquesapplied.

Zelkowitz provides a state restoration capability by inserting trace statements into the
programming language[30]. Each trace statement includesan option which indicateseither
a condition or a label. Program state is captured starting from a trace statement until the
condition indicated by the trace statement is satis�ed or until the label indicated by the
trace statement is reached. However, the programmerhas to anticipate which parts of the
program he or shemight have to re-executeand then hasto insert trace statements in those
program parts beforehand.

Agrawal et al. provide a statement-level state restoration capability of a program written
in a high-level programming language[2]. They statically associate with each assignment
statement a set of variables,calleda change-set,which is modi�ed by that statement. Then,
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during the execution,the associated variablesin the change-setare recorded(saved to mem-
ory) for rollback. However, obviously, although this approach provides a statement-level
state restoration capability, it might causelarge memory and time overheadsduring pro-
gram execution,especially with programsthat modify the state frequently.

Reverseexecution is also applied in so-calledreplay techniques for e�cien t debugging
of nondeterministic sequential or parallel programs using either hardware [4, 25] or soft-
ware [11, 20, 23, 24]. In a replay technique, �rst, the state of a program is saved at a coarser
granularit y during executionof the program and then the program state at a �ner granular-
it y is reconstructedby replaying the program using previously saved runtime information.
In hardware approaches,state saving is handledby hardware with in
exibilit y and high cost
but with little or no performanceoverhead. On the other hand, in software approaches,
state saving is handled by software with 
exibilit y and low cost but with high performance
overhead. A typical drawback of these replay techniques is that since the recordedtrace
keepsonly partial information about program state, executioncan be restarted only at the
beginningof a time interval in executionhistory but not at an arbitrary program point.

Reverseexecution �nds its application in a limited sensein the area of debuggingopti-
mized code as well [1, 17, 29]. Hennessyintroducesthe term \currency" of a variable. A
variable is current at a program point if the value of the variable at that program point
is the sameas the variable's expected value which is deducedfrom the sourcecode. Since
code optimizations such ascode motion and deadvariable elimination may move or remove
assignments to variablesin the object code, the value of a variable at a certain point in the
optimized code may not be equal to the value of the variable at the corresponding point in
the unoptimized code, which causesthe variable to be \noncurrent" at that program point.
In such a case,the current value of the variable hasto be recoveredto provide the userwith
a consistent view of the program being debugged.This recovery operation is wherereverse
executioncomesinto play. A typical recovery technique in this �eld is to reevaluate noncur-
rent variablesusingappropriate de�nitions of thosevariablesin the program. However, since
the main focus in this area has beenon the determination of whether a variable is current
or not at a program point rather than on the recovery of a noncurrent variable, the recovery
techniquesapplied in this area are generally very restrictive and ine�ectiv e. For instance,
Wismuller reports that only 2-5% of all encountered noncurrent variablescan be recovered
in his benchmarks [29].

Floyd makesuseof reverseexecutionor backtracking approach in the areaof nondeter-
ministic algorithms [13]. A nondeterministic algorithm is an algorithm which may comeup
with di�erent solutions to a problem at each run of the algorithm. However, the solution is
not reached by a random processbut by intelligently and incrementally constructing a right
path which leadsto a success.In Floyd's approach, whenever a nondeterministic algorithm
enters a path leading to a dead end, the algorithm state at the most recent point where a
decisionis madeis restoredand alternative solutionsare sought from that point on. In this
way, all possiblesolutionsout of a nondeterministicalgorithm can be obtained, which essen-
tially converts a nondeterministic algorithm into a deterministic one. This technique turns
out to be very useful for theorem proving in arti�cial intelligence as well. Floyd achieves
state restoration by de�ning a reverseoperation for each operation in a nondeterministic al-
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gorithm. However, exceptfor constructive operationssuch as\x = x + 1," reverseoperations
are realizedby applying state saving.

Reverseexecution is also usedin computer scienceeducation wherestudents can easily
navigate back and forth through well-known algorithms to understandthe behavior of such
algorithms. For this purpose, the common technique applied is program animation [6, 9].
Program animation constructsa virtual machine with a reversibleset of instructions. Since
theseinstructions are reversible, the program can be run backwards. However, in program
animation, a program is usually interpreted, which slows down the animation considerably,
andmakesit impossibleto executethe programusingnativemachine instructions, not evenin
the forward direction. Moreover, sincereversibleinstructions areusually constructedasstack
operations,a signi�cant amount of stack memory may be required in program animation.

Two other application areasof reverseexecutionare optimistic or speculative computa-
tion [14, 15, 18] and fault tolerance[8, 19]. A computation is optimistic if incorrect compu-
tation is allowed during execution. In parallel executions,tasks usually have to block due
to synchronization requirements on shareddata. In optimistic parallel executions,blocking
of the taskson shareddata is prevented and the tasksare allowed to executeindependently,
which potentially improves the execution performancebut at the sametime allows incor-
rect computation. Then, errors causedby possibleincorrect computations are recovered by
rolling back the computation of erroneoustasks to a point in time where state is known
to be correct. Similarly, reverseexecution for fault tolerance is performed by rolling back
in casesoftware errors occur, which is usually seenin placessuch as databasetransaction
systems[5, 16].

Rolling back computationsor transactionsis usually achieved by periodic or incremental
state saving. In periodic state saving [12], the wholeprocessorstate is recordedperiodically
at certain checkpoints during simulation. Then, a previous state at a checkpoint can be
recoveredby restoring that state from the record. However, in this method, a previousstate
at an arbitrary point that is not a checkpoint cannotbe immediately recovered,which results
in a coarsergranularit y reverseexecution. If the checkpointing interval is reducedto provide a
�ner granularit y reverseexecution,memoryand time overheadsof state saving are increased.
Moreover, recordingthe wholeprocessorstate at each checkpoint causesredundancybecause
someportion of the processorstate may be kept unchangedthroughout several checkpoints.
In incremental state saving [28], instead of recording the whole processorstate, only the
modi�ed parts of a state are recorded. However, in programs where the modi�ed state
spaceis large, memory and time overheadsof incremental state saving might again exceed
a�ordable limits.

Carotherset al. introduceanother approach for optimistic parallel simulations [7]. This
approach is sourcetransformation. In sourcetransformation, the sourcecode (e.g., in C)
is transformed to a reversible sourcecode version excluding destructive statements such as
direct assignments. For destructive statements, state saving is applied. Consequently, the
execution time and memory requirement of the transformed code are increased. Source
transformation does not provide reverseexecution at the instruction-level granularit y, but
instead at the sourcecode granularit y.
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In the next section, we will give an overview of how we achieve an instruction-level
reverseexecutionof a program under consideration. Then, the details of our approach will
be explainedin Section5.

4 Overview of our Approac h
Our approach is mainly based on regenerating a previously destroyed state rather than
restoring the state from a record. When state regenerationis not possible,however, we
recover a destroyedstate by state saving. Therefore,our solution is a hybrid solution between
state regenerationand state saving. In this section, we will explain how we achieve state
regeneration.We will alsodescribe our state saving method in Section4.3.

Suppose that an execution of a program T on a processorP causesP to attain the
seriesof states S = (S0; S1; S2; :::) where the distance between two consecutive states
is one instruction. Now, assumethat we can generateanother program RT, the reverseof
T, such that when a speci�c portion of RT is executedin place of T when P is at a state
Si = (PCi ; M i ; Ri ), the state of P can be brought to a previous state Sj = (PCj ; M j ; Rj )
(0 � j < i ). In other words,RT recoversa previouslydestroyed state. Then, the execution
of T can be reversedby executingRT in placeof T. However, practically, it might be hard
to implement such a program RT. This is due to the following reasons:

(1) Typically, processorsinclude auxiliary hardware usually not accessibleby the instruc-
tions directly. The processorsusually manipulate this kind of hardware implicitly .
Therefore,it is typically hard to recover indirectly modi�ed state in this kind of hard-
ware. As an example, consider the over
ow register of a processor. The over
ow
register is written indirectly by an operation such as \ c = a + b" if an over
ow occurs
during such an operation. However, many processorsdo not specify an instruction
to directly write to the over
ow register which makes it hard to recover the over
ow
register.

(2) Generally, writing a value to the program counter either by a branch instruction or by
direct modi�cation causesan immediatejump to the location designatedby the written
value. Therefore,assoon asRT wereto recover the program counter, the executionof
RT would immediately be broken. This suggeststhat the program counter should be
recovered only at the end of the executionof a speci�c portion of RT and just before
the user switchesback to forward execution. However, since it is not known a priori
what program part the user will reverseexecute(i.e., which portion of RT the user
will run), it is impractical to recover the program counter inside RT.

(3) If an instruction modi�es a memory location, the instruction encoding only tells us the
modi�ed addressbut not the physical location actually being modi�ed in the memory
hierarchy (i.e., L1 cache, L2 cache or main memory). Without the knowledgeof the
physical location actually being modi�ed, it is typically hard to recover the exact
physical memory state.

Therefore, let us de�ne a processorstate S0 = (M 0,R0) which excludesthe program
counter (PC) value and which includes only directly modi�ed memory (M 0) and directly
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modi�ed register (R0) values (i.e., M 0 and R0 only include the memory locations and reg-
isters that appear as operands of the instructions of T). Moreover, let us de�ne M 0 to
interchangeably represent either processorcache or main memory, whichever is used for
keepinga program value at a certain time.

Given our de�nition of state S0, we now introduce an instruction-level reverseprogram
as follows:

De�nition 4.1 Instruction-level ReverseProgram: Supposethat a processor P attains the series
of statesS0 = (S0

0; S0
1; S0

2; :::) during its executionof a programT wherebetweena state S0
i 2 S0

and the precedingstate S0
i � 1 2 S0, there existsonly one instruction that directly modi�es a memory or

a registervalue. Now, supposethat another program RT existssuch that when a speci�c portion of
RT is executedin placeof T whenP is at a state S0

i = (M 0
i ; R0

i ), the state of P can be brought to a
previousstate S0

j = (M 0
j ; R0

j ) (0 � j < i ). If RT containsan executableportion for changingthe state
of P from any state S0

i 2 S0 to any other previousstate S0
j 2 S0 (j < i ) for any possiblestate sequence

S0 during executionof T, then RT is calledthe instruction-levelreverseprogramof T. 2

Assuming that we can generatean instruction-level reverseprogram RT of T, we can
recover all memory and register values that are directly modi�ed by T for every possible
execution of T. However, since the program counter value carries important debugging
information, we still have to provide a meansfor restoring the program counter value. We
solve this problem by leaving the recovery of the program counter value to the debugger
tool. The debuggertool associates the addressof each instruction in T with the beginning
addressof the corresponding portion in RT which reversesthe e�ect of that instruction. In
this way, when a part of T is reverseexecutedby executing the corresponding portion in
RT, the debuggertool restoresthe value of the program counter by using the connection
betweenthe addressesin T and RT. Similarly, we handlethe recovery of indirectly modi�ed
memory/register valueswhich have an e�ect on T's state by the help of the debuggertool.
For more information about recovering indirectly modi�ed memory/register values, please
refer to the Appendix.

In order to be able to generatean instruction-level reverseprogram RT for a program
T running on a processorP, we should �rst relate the states in a particular sequenceS0

attained by P to the instructions in T.

De�nition 4.2 The Relation of a State Sequence to an Instruction Sequence: The state sequence
S0 = (S0

0; S0
1; S0

2; :::S0
n ) during an executionof a programT on a processor P canbe associatedwith

a set of instructionsin T which completesin a sequenceI = (� 1; � 2; ::: � n ) where� i 2 I changes
the state of P from S0

i � 1 2 S0 to S0
i 2 S0. Note that sincea state S0

i 2 S0 includesneither the program
countervaluenor indirectly modi�ed memory and registervalues,the sequenceI doesnot contain any
branch instructions(which modify the program counter value) or the instructions that only indirectly
modify memory or registervalues.2

Now, we will de�ne another term, reverseinstruction group, as follows:

De�nition 4.3 ReverseInstruction Group (RIG): Supposethat onecouldgeneratea groupof one
or more instructions denotedby RI Gi for an instruction � i 2 I such that if RI Gi is executedwith
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P being at state S0
i 2 S0, the state of P can be brought back to state S0

i � 1 2 S0. In other words,
RI Gi can undo the e�ect of � i on P's state. We state that RI Gi is a groupconsistingof oneor more
instructionsbecausemultiple instructionsmay be neededto reversethe e�ect of � i . 2

Then, the e�ect of the completesequenceI in De�nition 4.2canbe reversedby executing
the corresponding RIGs in an order opposite to the completion order of I , that is, by gener-
ating a sequencesuch as I RI G = (RI Gn ; RI Gn� 1; :::; RI G1) wherea reverseinstruction
group RI Gi 2 I RI G reversesthe e�ect of � i 2 I (1 � i � n).

Therefore, in this report, we introduce a static algorithm, the reversecode generation
(RCG) algorithm, which generatesa RIG for each instruction (excluding the branch in-
structions and the instructions that only indirectly modify memory and register values) in
a program T and combines the generatedRIGs to make theseRIGs complete in an order
opposite to the completion order of the instructions in T. Sincethe instruction sequenceI
that may result from an execution of T may vary accordingto dynamic control 
o w of T,
the RCG algorithm combinesthe RIGs by binding the RIG sequenceto be executedduring
reverseexecutionto the dynamic control 
o w information of T.

Sinceinter-procedural control 
o w information is hard to capture statically (e.g., due to
indirect function calls), the RCG algorithm is mainly intra-procedural. That is, the RCG
algorithm combines the RIGs to generatethe reverseversionsof the procedures/functions
in a program rather than to generatethe instruction-level reverseprogram directly. Then,
the RCG algorithm combinesthe reverseversionsof the procedures/functionsby a gluecode
which may employ state saving (seeSection4.9).

Note, however, that a perfect separation of a procedure/function F from other proce-
dures/functions within a program may not always be possiblebecausethere may be calls
to other procedures/functionswithin the body of F . Therefore, in such a case,the RCG
algorithm �rst divides F into sub-procedures/sub-functionsat the assembly level which are
separatedfrom each other accordingto calls to other procedures/functionswithin F . Then,
each sub-procedure/sub-function is treated as if it were a standaloneprocedure/function.
We call thesesub-procedures/sub-functionsprogram partitions.

Listing 1 shows the pseudocode illustrating the main function of the RCG algorithm.
The RCG algorithm �rst calls a function, Init RCG(), which generatesprogram partitions
from a program and preparesother necessarydata structures (line 1 of Listing 1). Then,
the RCG algorithm enters a main loop (line 2) where it analyzeseach program partition
assembly instruction by assembly instruction in the order the instructions are placedby the
compiler (lexical order). After an instruction is read,the RCG algorithm executesa function,
Find CF() , which gradually obtains the intra-partitional control 
o w information while the
program is being scanned(line 6). Then, if the instruction that has been read directly
modi�es a memory or a register value, the RCG algorithm checks whether the instruction
is inside a loop. If the instruction is not inside a loop, the RCG algorithm directly calls a
function namedGen RIG() (line 11). Gen RIG() is responsiblefor the generationof a RIG
for the instruction under consideration.On the other hand, if the instruction is insidea loop,
the RIG generationfor the instruction may require special handling which is performedby
Loop Gen() function called at line 9. Loop Gen() which will be explained in Section4.7.1
basicallycallsGen RIG() ; however, Gen RIG() may not generatea completeRIG in a single
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Listing 1 The main function of the RCG algorithm
Input : A program T
Output : An instruction-level reverseprogram RT for T
begin

1 Init RCG()
2 for all program partition Fi 2 T do
3 cur instr = addressof the �rst instruction of Fi

4 while there are unread instructions in Fi do
5 � = Read instruction(cur instr) /*read the instruction pointed to by cur instr*/
6 Find CF()
7 if � directly modi�es a memory location or a register then
8 if � is in a loop L then
9 RI G� = Loop Gen(� , iteration(L))

10 else
11 RI G� = Gen RIG( � )
12 end if
13 if RI G� is complete then
14 Combine RIGs(RI G� )
15 end if
16 end if
17 if (� is in a loop L) ^ (end of L is reached) then
18 if (L requires another traversal) then
19 cur instr = addressof the �rst instruction of L
20 else
21 cur instr = addressof the next instruction in Fi

22 end if
23 else
24 cur instr = addressof the next instruction in Fi

25 end if
26 end while
27 Combine Partitions()
28 end for
end

traversal of the loop in which the instruction resides. Therefore, Loop Gen() ensuresthe
completionof a RIG for the instruction under considerationby requestingmultiple traversals
over the loop body (seeSection 4.7.1). Finally, if a complete RIG is generated,another
function, CombineRIGs() , combinesthe generatedRIG with the previouslygeneratedRIGs.
(line 14). At the endof the main loop, whenthe reverseversionof the programpartition that
is currently being analyzedis completed, the RCG algorithm connectsthe reverseversion
of the current program partition to the reverseversionsof the previously analyzedprogram
partitions by calling a function namedCombinePartitions() (line 27).

In the following sections, we will describe the functions that are called by the main
function of the RCG algorithm.
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4.1 Init RCG() : Building the initial data structures of the RCG
algorithm

Since the RCG algorithm operates on each program partition separately, the �rst thing
to do is to determine the program partitions from the instructions of the program under
consideration.

The RCG algorithm determinesthe program partitions in a program by constructing
a partitioned control 
ow graph, PCF G=( N ,E,start ,exit ), for each program partition in
the program. N is the set of nodes, E is the set of edgesrepresenting the 
o w of control
between the nodes, and start and exit are the unique entry and exit nodes of a PCFG,
respectively. Each node in a PCFG represents a basic block (BB). A basic block is a single
entry, single exit block of a maximal number of consecutive instructions. Since a PCFG
construction is performed over assembly instructions, a BB in a PCFG may have at most
two outgoing edges,one for the target path and the other for the fall-through path of a
conditional branch instruction ending that BB (i.e., we assumethat a multi-way branch
in a high-level programming construct, such as a C \switch" statement, is expressedby a
combination of two-way branchesat the assembly level).

Listing 2 Init RCG(): Building the initial data structures of the RCG algorithm
Input : A program T
Output : The PCFGs for the program partitions in T and the CG for T
begin

1 i = 0
2 rep eat
3 PCF Gi = � /*initialize PCF Gi to be empty*/
4 PCF Gi += start block
5 Label Edges(start block)
6 rep eat
7 � = Read the next instruction()
8 if end of current BB is reached then
9 Add current BB to PCF Gi

10 Label Edges(current BB)
11 end if
12 un til (� = \call") or (� = \return")
13 PCF Gi += exit block
14 Grow CG()
15 i = i+1
16 un til end of the program is reached
end

Listing 2 shows the pseudocode for the function Init RCG(). Init RCG() builds a PCFG
for each program partition in the program under considerationby reading the instructions
of the program in a loop (lines 6 to 12 of Listing 2). Init RCG() starts the construction
of PCF Gi by inserting a start block at the beginning of PCF Gi (line 4) and by calling a
function Label edges() which labels the outgoing forward edgeof the start block (line 5).
Edge-labeling, which will be explainedin Section5.1, is performedto assistin the determi-
nation of intr a-partitional control 
o w information and the generationof the RIGs. Then, in
the loop, Init RCG() addsBBs to PCF Gi until a \call" instruction (i.e., an instruction that
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is used to call a procedure/function) or a \return" instruction (i.e., an instruction that is
usedto return from a procedure/function call) is encountered in the programbeinganalyzed.
After a new BB is added to PCF Gi , Init RCG() calls Label edges() to label the outgoing
forward edgesof the newly added BB (line 10). When Init RCG() encounters a \call" or
a \return" instruction in the program being analyzed,Init RCG() endsthe construction of
PCF Gi by adding an exit block to the end of PCF Gi (line 13). The instruction just after
the call or the return instruction, on the other hand, starts a newprogrampartition and thus
a new PCFG. After a PCFG is constructed, Init RCG() calls Grow CG() which gradually
constructs another directed graph, a call graph (CG), for the program under consideration
(line 14). The CG is used for obtaining the inter-partitional control 
o w information and
will be explainedin Section4.9.

4.2 Find CF() : Finding the in tra-partitional control 
o w infor-
mation

In this section,wegivean overviewof the function Find CF() (calledfrom line 6 of Listing 1),
namely, we will outline how the RCG algorithm obtains the control 
o w information of a
program partition under consideration.

As explainedin Section4.1, each node in the PCFG of a program partition designatesa
BB. The important property of a BB is that the instructions within a BB always complete
in lexical order. In other words, the completion order of the instructions within the BBs is
not dependent on any condition. This lack of dependenceautomatically �xes the ordering of
the corresponding RIGs in the reversecode. Therefore,the PCFG construction reducesthe
neededintra-partitional control 
o w information to the information of control 
o w among
the BBs of a program partition only.

A con
uence point of edgesencountered in the PCFG of a program partition is the
only point wherea decisionhasto be madeabout the control 
o w during reverseexecution.
Therefore,the only information requiredabout the control 
o w betweenthe BBs of a program
partition is the information which revealsunder which condition a con
uencepoint (or a join
point) in a PCFG is dynamically reachedalonga particular incomingedgeto that con
uence
point.

The incoming edgealong which a con
uence point is dynamically reached is decidedby
the control 
o w predicatesthat are associated with each incoming edgeto that con
uence
point. Let us illustrate this with the following example.

Example 4.1 Considerthe function f oo shown in Figure1(a) that is written in the C programming
language.The assemblylisting (for the PowerPC 860) and the PCFG of f oo are shown in Figure1(b)
and Figure 1(c), respectively. When the RCG analysisarrives at point P shown in the �gure, it is
necessary to know along which incomingedgeBB4 will dynamicallybe reachedin order for the RCG
algorithm to generatethe appropriate branch instructions which will reverseexecutef oo backwards
from P. The edgeto be taken to reachBB4 is decidedby the conditionalbranchinstruction at the end
of BB1 which causesthe 
o w of control to be dividedinto two separate paths before reachingP. The
predicateexpressionof this conditionalbranch instruction is shown as r 10 > 100 in Figure1(c). If the
valueof the predicateexpressionr 10 > 100 is true, then P is reachedalong one incomingedge(from
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int foo(x) {  
    int a, b, c = 3; 
    b = x | 15; 
    a = x / c; 
    if (a > 100) {  
      b = a + 1; 
      c = b - x; 
    }  else 
      c = x - b; 
    b = c * a; 
    return (b);     
}  

li r11, 3 
ori r12, r3, 15 
divw r10, r3, r11 
cmpi r10, 100 
bg L1 
sub r11, r3, r12 
b L2 

L1:  addi r12, r10, 1 
sub r11, r12, r3 

L2:  mullw r12, r11, r10 

            blr 

r11 = 3 
r12 = r3 | 15 
r10 = r3 / r11 

r10 > 100 

r12 = r10 + 1 
r11 = r12 – r3 

r11 = r3 – r12 

r12 = r11 × r10 

(c) (b) (a) 

true false 

BB1 

BB3 BB2 

BB4 P 

P '  

start 

exit 

Figure 1: (a) A simple program in C. (b) Corresponding assembly instructions. (c) Corre-
sponding PCFG.

BB3); however, if the value of the complementary predicateexpressionr 10 � 100 is true, then P is
reachedalong the other incomingedge(from BB2). 2

Therefore, to determine the dynamically taken incoming edgeto a con
uence point P,
oneneedsto �nd the following two items:

(1) The predicateexpression� i associated with each incomingedgeei to P such that when
the value of � i for an edgeei becomestrue, that edgeis taken to reach the con
uence
point P. Here, the index i varies from one to n where n is the number of incoming
edgesto point P.

(2) The predicate expression� tr ue, among the predicate expressionsfound in (1), that
becomestrue during a speci�c iteration or executionarriving at the con
uencepoint P.

To �nd (1), Find CF() usesspecial labels assignedto the edgesof the PCFG describ-
ing the program partition under consideration. As will brie
y be mentioned in Section4.3
shortly and then will be described in more detail in Section 5.3.2, edgelabels also assist
in �nding reaching de�nitions which are essential for RIG generation. Note that we could
also have useda standard control dependencygraph (CDG) [22] analysis to determine the
predicate expressions;however, due to the desire to detect the predicate expressionsand
reaching de�nitions together in an e�cien t way, edge-labeling is preferredover a CDG anal-
ysis. We introduce the edge-labeling algorithm and then describe the predicate expression
determination in Sections5.1 and 5.2, respectively.

To �nd (2), we follow two possiblemethods. The �rst method is to save the predicate
valuesduring forward executionof a program partition. In this �rst method, it is su�cien t
to save the valuesof n � 1 of the n predicateexpressionsfound in (1). Becauseif noneof the
n � 1 predicate expressionshappen to be true, then the remaining nth predicate expression
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is guaranteed to be true. For instance, in Example 4.1, sincethere are only two predicate
expressions(namely, r 10 > 100 and r 10 � 100) that are associated with the two incoming
edgesto point P, saving the value of only one of the predicate expressionsis su�cien t to
determinewhich edgeis taken to reach P. The drawback of this method is that, obviously,
state saving of predicate values causessomememory and time overheadsduring forward
executionof a program partition.

The secondmethod to �nd (2) is to reevaluate the predicate expressionsduring reverse
execution. In this secondmethod, it is againsu�cien t to reevaluate the valuesof n � 1 of the
n predicateexpressionsfound in (1) due to the samereasongiven in the explanation of the
�rst method. As an examplefor the secondmethod, if the predicateexpressionr 10 > 100{
seeFigure 1(c) { is chosento be reevaluated, the value of r 10 > 100can be found onceagain
at point P by executingthe compareinstruction \ cmpi r 10; 100" during reverseexecution.
In this secondmethod, there is no time nor memory overheadencountered during forward
executionof the programpartition under consideration.However, if the valueof any variable
used in a predicate expressionto be reevaluated (e.g., the value of r 10 in the expression
r10 > 100) has already been destroyed before reaching the reevaluation point, then that
destroyed value must be recovered during reverseexecutionbeforethe predicate expression
can be reevaluated. This requirement may causea slower reverse code to be generated
as compared to the code generatedby using the �rst method. The amount of possible
performancedegradationof the reversecode dependson how many destroyed variablesneed
to be recovered in order to reevaluate the predicateexpressionunder consideration.

Both methods explained in the previous two paragraphsare equally applicable. Since
our primary concern is to reduce memory and time overheadsof forward execution, the
secondmethod seemsto be more preferablein most casesover the �rst method. Therefore,
we usethe secondmethod as a default method. However, we still provide the programmer
with an option that minimizesa cost function whosemain parametersare memoryand time
overheadsof forward executionand the speedof reverseexecution.

4.3 Gen RIG() : Generating a rev erse instruction group
Gen RIG() function (called from lines 9 and 11 of Listing 1) involves the generationof a
RIG for every instruction that directly modi�es a registeror a memorylocation in a program
partition.

Supposethat a de�nition � destr oy destroys the value D of a variable (a directly modi�ed
register or memory location) V at a program partition point as shown in Figure 2. Let us
namethe program point just before� destr oy as P. To recover D, oneneedsto know at what
point in the program partition D might be assignedto V. This is exactly the sameproblem
as �nding the de�nitions of V reaching point P.

Gen RIG() follows a more e�cien t technique than the commontechnique of using bit-
vectorsto determinereaching de�nitions at a program partition point [22]. The main reason
for the increasede�ciency is that Gen RIG() doesnot require an iterativ e solution of data-

o w equations. First, Gen RIG() employs a method called value renamingwhich refers to
giving a di�erent nameto every de�nition of a directly modi�ed registeror memory location.
Valuerenamingis sameasthe renamingoperation in the well-known static singleassignment
(SSA) form generation[10]. By value renaming,di�erent de�nitions of a variable can easily
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P 

d1 
d3 

path 4 

d2 

path 3 

path 2 

path 1 

ddestroy 

m 

D e { D1, D2, D3}  
Re-executing d1 recovers D for path 1 
Re-executing d2 recovers D for paths 2 and 3 
Re-executing d3 recovers D for path 4 
Extracting V out of m recovers D for paths 3 and 4 

V = D1 
V = D2 

V = D3 

…= V… 

V = … 

Figure 2: Recovering a destroyed variable.

be distinguished from one another. Then, Gen RIG() usesthe labels on the edgesof the
PCFG to e�cien tly �nd reaching de�nitions at each program partition point. The details
of how value renaming is performed and how reaching de�nitions are determined will be
described in Sections5.3.1and 5.3.2,respectively.

Each statically reaching de�nition � i of V at point P might correspond to the instance
whereD is actually assignedto V (Figure 2). The de�nition that correspondsto the actual
assignment instanceis the de�nition that dynamically reachespoint P. Therefore,recovering
D meansrecovering the de�nition of V that dynamically reachespoint P.

The de�nition of V that dynamically reachespoint P dependson the dynamically taken
path to P. However, the path that will actually be taken is typically not known prior to
program execution. Therefore, we use the following technique to recover D: we generate
sets,each of oneor more instructions, whereeach set recovers oneor more de�nitions of V
statically reaching P along at least one path. For instance, referring to Figure 2, we can
generatea set which recovers � 1. This set indeedrecoversD if path 1 is dynamically taken.
Similarly, we can generateanother set which recovers � 2. This secondset indeedrecoversD
if either path 2 or path 3 is dynamically taken. We generateas many sets as necessary
to cover all possiblepaths to � destr oy from the de�nitions of V reaching P. If more than one
set is generated,we tie the setstogether via conditional branch instructions. The predicates
of the conditional branch instructions carry the dynamic control 
o w information of the
program asoutlined in Section4.2. Therefore,the correct set to be executedduring reverse
executionis automatically selectedby thesepredicates.If a predicateis alsodestroyed before
� destr oy, then, in the sameway, we generatethe setswhich recover that predicate. The sets
that recover the reaching de�nitions of V, the conditional branch instructions (if any) that
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are used to gate thesesets and the instructions (if any) that are generatedto recover the
predicatesall together constitute a RIG for � destr oy.

Let us now describe how a set of instructions which we will denoteby � canbe generated
to recover at leastonede�nition of V reaching P. Therearethree techniquesthat arefollowed
to generatea � : the rede�ne technique, the extract-from-usetechnique and the state saving
technique.

4.4 The rede�ne technique

The rede�ne technique is to put into � the instruction � i which computesD i at the de�nition
site � i statically reaching point P(Figure 2). If any one of the variables that is used for
computing D i is also destroyed, then the instruction which recovers that variable must be
inserted before� i in � and this must be applied recursively for all other modi�ed variables
in the dependencychain.

The rede�ne technique can potentially recover only one de�nition of V reaching P: the
de�nition it rede�nes. Note that, however, the external value of an input variable (e.g.,
a global variable or an input argument) of a partition is certainly not de�ned within the
partition but comesfrom outsideof the partition. Therefore,the externalvaluesof a partition
cannot be recoveredby the rede�ne technique.

The following exampleillustrates how the rede�ne technique works.

Example 4.2 The rede�ne technique: Considerthe instructionwhichoverwritesthe valueof register
r12 in BB4 in Figure3 (we needthe overwrittenvalueof r 12 becausethe overwrittenvalueis usedboth
in BB2 and BB3). Let us name this instruction as � and the analysispoints just before � and just
after � asP and P 0, respectively. Thereare two di�erent de�nitions of r 12 reachingP on two di�erent
paths: \ r 12 = r10 + 1" and \ r 12 = r3 j 15". Therefore, the value of r 12 at point P is either
\ r10 + 1" or \ r 3 j 15". Moreover,neither r 10 nor r 3 is modi�ed after being usedto de�ne r 12 and
before point P 0. Therefore, the destroyed valueof r 12 can be recoveredon one path by executingthe
set \ r 12 = r10 + 1", and it canbe recoveredon the other path by executingthe set \ r 12 = r3 j 15".
2

 

r11 = 3 
r12 = r3 | 15 
r10 = r3 / r11 

r10 > 100 

r12 = r10 + 1 
r11 = r12 – r3 

r10 = r11 + 1 
r11 = r3 – r12 

r12 = r11 × r10 

true false 

BB1 

BB3 BB2 

BB4 P 

P '  

start 

exit 

Figure 3: An examplePCFG.
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4.5 The extract-from-use technique

The extract-from-usetechnique is to put into � an instruction � which extracts the destroyed
value of V out of a use � (including a possibleuse of V by � destr oy itself) on the path(s)
between� destr oy and any de�nition of V reaching P (Figure 2). However, again, if any other
variable in � which is used for extracting V is also destroyed, then an instruction which
recovers that variable must be inserted before � in � and this must be applied recursively
for all other modi�ed variablesin the dependencychain.

As opposedto the rede�ne technique, the extract-from-usetechniquecanrecover multiple
de�nitions (� 2 and � 3 in Figure 2) of V reaching P. Moreover, since the external value of
an input variable of a partition may be used within the partition, the input values to a
partition might still be recovered by using the extract-from-use technique. However, the
extract-from-usetechnique is lesslikely to be applicablethan the rede�ne technique because
there might not always be a use � on a path to � destr oy, and, even if a use is available, � 's
operation might not always allow such an extraction of the value of V. For example, the
instruction \ r 3 = r1 = r2" might prevent the extraction of r 1 or r2 since the result of
the division operation might be truncated due to the limited precisionr 3 can represent. In
general,operations such as \in teger add", \in teger subtract" and \in teger multiply" allow
extraction of valuesprovided that the result of any of theseoperations is not truncated due
to an over
ow/under
o w. A \shift" operation is also reversible if bits are not lost due to a
shift-out. On the other hand, operationssuch as\in tegerdivide" and all other 
oating point
calculationsdo not allow extraction of valuesdue to a possiblelossof precisionon the result.
The decision on whether or not to use the extract-from-use technique on the operations
that might not be reversible in special situations such as over
ow/under
o w or shift-out
is left to the programmer. For example, the programmer may use compiler warnings, the
over
ow/under
o w detection logic of the processoror over
ow/under
o w detection code to
ensurethat the program is free of over
ow/under
o w situations.

The following exampleillustrates how the extract-from-usetechnique works.

Example 4.3 The extract-from-use technique: Consideragainthe instruction which overwritesthe
value of register r 12 in BB4 in Figure 3. After the two de�nitions of r 12 reachingP, there are two
usesof r 12 on eachpath: \ r 11 = r12 � r3" and \ r 11 = r3 � r12". Moreover,neither r 11 nor
r3 is modi�ed between the points of usesand point P 0. Thesesubtractionsare performed as integer
operationsand thus they are reversibleprovidedthat their resultsare not truncated. Thus, if the point
P0 is reachedpassingthrough the use\ r 11 = r12 � r3", the destroyed valueof r 12 can be obtained
by executingthe set \ r 12 = r11 + r3"; if P0 is reachedpassingthrough the use\ r 11 = r3 � r12",
then the destroyed valueof r 12 can be obtainedby executingthe set \ r 12 = r3 � r11". 2

4.6 The state saving technique

The RCG algorithm appliesthe rede�ne and the extract-from-usetechniquesin a combina-
tion to comeup with the smallestRIG. However, due to the limitations of thesetechniques
described in the previoussubsections,we may not be able to generateall of the setsneces-
sary to cover all paths to � destr oy (Figure 2). Even worse,as in the caseof memory aliasing
which will be described in Section5.3.1,we may not be able to �nd the statically reaching
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add r9, r3, r4 

…
 

save r9 
restore r9 
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Original program Reverse program 

Stack-like memory 

…
 

memory 
pointer 

Figure 4: A diagram which illustrates the state saving method of the RCG algorithm.

de�nitions of V at all. In such circumstances,the RCG algorithm resortsto the state saving
technique which is always applicable.

In general,we save a state by inserting a push-like instruction into the original code just
before � destr oy. The inserted instruction saves the state (e.g., r 9 in Figure 4) that is being
modi�ed by � destr oy into a free memory location that is pointed to by a memory pointer
(usually a register) and moves the memory pointer to the next free location. Then, in the
reverseprogram, a pop-like instruction is generatedwhich movesthe memory pointer to the
next value to be restoredand restoresthe saved value from memory.

A push-/pop-like instruction refersto an instruction which works in the sameway asan
ordinary push/pop instruction; however, a push-/pop-like instruction canwork on any mem-
ory pointer, while a push/pop instruction can work only on the stack pointer. For instance,
PowerPC 860providesstore-update and load-update instructions which canbeusedaspush-
like and pop-like instructions, respectively. Ordinary pushand pop instructions are not con-
sideredfor state saving in order to not possiblycorrupt the stack. If the target architecture
doesnot support pop-like/push-like instructions which automatically increment/decrement
a memory pointer, save and restoreoperationsare handledby using ordinary store and load
instructions and by incrementing/decrementing a dedicatedmemory pointer explicitly.

4.7 An example of RIG generation

In the previous three subsections,we explainedthe three methods we useto generatea set
which recovers at least one de�nition of the variable under consideration. We also stated
that a RIG is nothing but a combination of thosesetswhich cover all possiblepaths to the
destruction point. In this section,we give an exampleof a completeRIG generationby using
the PCFG shown in Figure 3.

Example 4.4 RIG generation: In Examples4.2 and 4.3, we gave 4 di�erent sets each of which
recoverthe value of r 12 along a particular path. Let us now use someof these sets to generatea
completeRIG for recoveringthe valueof r 12. Let us pick \ r 12 = r10 + 1" to recoverr 12 along the
left path to point P and \ r 12 = r3 � r11" to recoverr 12 alongthe right path to point P in Figure3.
Sinceall pathsare covered,thesetwo setsare enoughto generatea RIG.We shouldnow combinethese
two setsby usinga conditionalbranchinstructionwhichdeterminesalongwhichpath P is reached.The
predicateof this conditional branch instruction is r 10 > 100. However, we cannot use this predicate
as it is becausethe valueof r 10 is destroyed in BB2. Therefore, we should�rst recoverr 10. We can
recoverr 10 by two successiveapplicationsof the rede�ne technique: we �rst rede�ne \ r 11 = 3" and
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then rede�ne \ r 10 = r3=r11" (r11 is rede�ned becauseit is destroyed as well). Note, however, that
sinceour aim is to recoverr 12 only, we shouldusea temporary registerr t insteadof r 11 and r 10 not to
destroy the valuesof r 11 and r 10 at point P. Therefore, a RIG for recoveringr 12 can be generatedas
follows:

li r t , 3
divw r t , r3, r t

cmpwi r t , 100
ble L1
addi r 12, r10, 1
b L2

L1: sub r 12, r3, r11

L2: ...
2

Listing 3 Gen RIG() : Generatea RIG
Input : An instruction �
Output : A RIG, RIG � , for �
begin

1 RIG � = �
2 for all t = a register/memory location directly modi�ed by � do
3 C = 1
4 D = Find Reaching Defs(t, � )
5 if all de�nitions are statically known then
6 P = Paths(D ,t)
7 U = the set of usesof t (with reversible operators) along the paths in P
8 M = set of all subsets(combinations of elements) of U
9 for all Z 2 M do

10 RIG t = �
11 Ps = Cover(Z)
12 for all � i 2 Z do
13 RIG t = Extract from use(t, � i , RIG t )
14 end for
15 for all path pj 2 P � Ps do
16 RIG t += Rede�ne(t, pj , RIG t )
17 end for
18 if sizeof(RIGt ) < C then
19 RIGm = RIG t

20 C = sizeof(RIGt )
21 end if
22 end for
23 if C == 1 then
24 RIGm = State save(� )
25 end if
26 else
27 RIGm = State save(� )
28 end if
29 RIG � += RIGm

30 end for
end
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Listing 3 shows the pseudocode for the generationof a RIG (with minimum sizecost,
C) for an instruction � . To �nd the minimum cost RIG, we apply the extract-from-use
technique (line 13) and the rede�ne technique (line 16) for di�erent paths starting from
reaching de�nitions of t (if a reaching de�nition cannot be statically found, we save state {
line 27). For this purpose,we processall di�erent uses(with reversible operators) and/or
de�nitions on di�erent paths, whereeach use/de�nition covers a set of one or more paths.
If the cost of the �nal RIG is in�nit y, which meansneither the extract-from-usetechnique
nor the rede�ne technique can recover t, we apply the state saving technique (line 24).

4.7.1 Handling loops

As mentioned before,reversecode generationfor a loop requiresadditional passesover the
loop body for the recovery of someinstructions within the loop. This section explains the
reasonbehind multiple traversals.

A variable modi�ed by an instruction � within a loop L may show a transient behavior
at the early iterations of L until the valuesthat comefrom outsideof L are propagatedinto
the loop body. Thus, the code that reversesthe e�ect of � may be di�erent for di�erent
instancesof � (i.e., for the instancesdue to di�erent loop iterations). Considerthe following
example.

Example 4.5 Figure 5 shows a loop with four instructions. The valuesobtained by the target
operandsof the instructionsat successiveiterations of the loop are alsoshown in the �gure. As seen
from the �gure, it requiresthree loop iterationsuntil a pattern is observedin the valuesobtainedby the
target operandof the �rst instruction. The valuesobtainedby this operandare a�ected by the values
input to the loop and are totally unrelatedat the early instancesof the �rst instruction in the loop.
Therefore, it is necessary to reversethe e�ect of eachsuchinstanceof the �rst instruction separately.
2

 

li r1, 0 // r1 = 0 
li r2, 3 // r2 = 3 
li r3, 1 // r3 = 1 

L1:  addi r1, r2, 2 // r1 = r2 + 2 
mulli r2, r3, 3 // r2 = r3 ×  3 
addi r3, r3, 1 // r3 = r3 + 1 
b L1 // goto L1 

r1 = 0, 5,  5,  8,  11, 14, … 
 
 
 
r2 = 3, 3,  6,  9,  12, 15, … 
 
 
 
r3 = 1, 2,  3,  4,  5, 6, … 
 

transient 
behavior 

regular pattern:  
r1(n) = r1(n-1) + 3 

transient 
behavior 

regular pattern:  
r2(n) = r2(n-1) + 3 

transient 
behavior 

regular pattern:  
r3(n) = r3(n-1) + 1 

Figure 5: A simple loop.

Listing 4 shows the algorithm snippet for reversecode generationwithin loops. In order
to capture the transient behavior explained,Loop Gen() calls Gen RIG() at each traversal
of L for a single instance of � (line 1 of Listing 5). In other words, at the �rst traversal,
Loop Gen() generatesa set of instructions, � 1, which reversesthe e�ect of the �rst instance
of � ; at the secondtraversal, it generatesanother set of instructions, � 2, which reversesthe
e�ect of the secondinstanceof � ; and so on.
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Listing 4 Loop Gen(): Reversecode generationwithin loops
Input : An instruction � in a loop L , current traversal count t over L
Output : A RIG for �
begin

1 � = Gen RIG(instance(� , t))
2 RIG � += �
3 if � usesinstructions from within L then
4 return RIG �

5 end if
6 if t == 3 then
7 RIG � = State save(� )
8 return RIG �

9 end if
end

Sincethe instructions within L repeat exactly, if a set of instructions generatedto reverse
the e�ect of an instanceof � makesuseof the instructions within L only, then that set can
be usedto reversethe e�ect of all the later instancesof � as well. In this way, Loop Gen()
can decideon when to stop the traversalsover L.

Ideally, the traversalsover L should be repeated until Loop Gen() can construct a set
that makesuseof the instructions within L only. However, we limit the maximum number of
traversalsover a loop body to three not only to limit the time costof the RCG algorithm but
alsoto limit the length of the reversecodegeneratedfor � . This number is arbitrarily chosen
and can be increasedat the expenseof having a larger reverseprogram. If a set cannot be
constructedwithin three traversalsover L, we apply state saving to generatea RIG which
reversesthe e�ect of all the instancesof � (line 7). In casestate saving can be avoided, on
the other hand, the generatedsetsof instructions at each traversal (i.e., the setsfrom � 1 up
to � 3) are combined together to producea RIG for � (line 2). The set of instructions to be
executedwithin the RIG during a speci�c instruction-level reverseexecution is determined
by the help of a loop counter which distinguishesamongdi�erent loop iterations.

The following exampleillustrates reversecode generationfor loops.

Example 4.6 Figure 6 shows a symbolic versionof the generatedRIG for the �rst instruction � in
the loop of Figure 5. Figure 6 also shows the loop unrolled three times whereeachunrolled iteration
correspondsto oneof the traversalsof the RCGalgorithm over the loop body.

At the �rst traversalof the loop, GenRIG() �nds the reachingde�nition of the destroyed register
r1 as \ r 1 = 0" at point P1 . Then, GenRIG() generatesthe set � 1 as \ r 1 = 0" which reversesthe
e�ect of the �rst instanceof � (i.e., � 4) by usingthe rede�ne technique.

At the secondtraversalof the loop, the de�nition of r 1 to be recoveredis the de�nition that reaches
P2 . This de�nition is \ � 4 : r1 = r2 + 2" which comesfrom within the loop this time. In order to
recoverr 1 from � 4, the RCGalgorithm needsthe valueof r 2. However, r 2 is destroyed by � 5 between
� 4 and P2. The destroyed de�nition of r 2 is \ � 2 : r2 = 3" which comesfrom outsideof the loop.
Therefore, GenRIG() �rst puts into � 2 the instruction \ r t = 3" which restores the valueof r 2 into a
temporary registerr t usingthe rede�ne technique(r t is usedinsteadof r 2 to preservethe current value
of r2). Then, the GenRIG() puts into � 2 the instruction \ r 1 = r t + 2" which recoversthe destroyed
valueof r 1.
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li r1, 0 // d1: r1 = 0 
li r2, 3 // d2: r2 = 3 
li r3, 1 // d3: r3 = 1 
li  rLC, 0 // rLC = 0 
addi r1, r2, 2 // d4: r1 = r2 + 2 
mulli r2, r3, 3 // d5: r2 = r3 × 3 
addi r3, r3, 1 // d6: r3 = r3 + 1 
addi  rLC, rLC, 1 // rLC = rLC+1 
addi r1, r2, 2 // d7: r1 = r2 + 2 
mulli r2, r3, 3 // d8: r2 = r3 × 3 
addi r3, r3, 1 // d9: r3 = r3 + 1 
addi  rLC, rLC, 1 // rLC = rLC+1 
addi r1, r2, 2 // d10: r1 = r2 + 2 
mulli r2, r3, 3 // d11: r2 = r3 × 3 
addi r3, r3, 1 // d12: r3 = r3 + 1 
addi  rLC, rLC, 1 // rLC = rLC+1 
… 

if (rLC = = 0) 
  r1 = 0 
else if  (rLC = = 1) {  
  rt = 3 
  r1 = rt + 2 
}  else  {  
  rt = r3 – 1 
  rt = rt – 1 
  rt = rt × 3 
  r1 = rt + 2 
}  

li r1, 0 // r1 = 0 
li r2, 3 // r2 = 3 
li r3, 1 // r3 = 1 
li rLC, 0 // rLC = 0 

L1:  addi r1, r2, 2 // r1 = r2 + 2 
mulli r2, r3, 3 // r2 = r3 ×  3 
addi r3, r3, 1 // r3 = r3 + 1 
addi rLC, rLC, 1 // rLC = rLC + 1 
b L1 // goto L1 

a 

RIG for a : 

loop unrolled three times: 

P1 

P2 

P3 

Figure 6: A diagram which illustrates reversecode generationfor loops.

At the third traversalof the loop, we are at point P3 . The reachingde�nition of r 1 at P3 is
\ � 7 : r1 = r2 + 2". The de�nition of r 2 usedin � 7 is \ � 5 : r2 = r3 � 3" and is destroyed by
� 8 before reachingP3 . Therefore, we haveto recoverr 2 before recoveringr 1. However, r 3 as usedin
� 5 does not reachpoint P3 , either. Moreover, r 3 has beenoverwritten twice after being usedin � 5:
onceby � 6 and onceby � 9. Thus, GenRIG() �rst puts into � 3 the instructions\ r t = r3 � 1" and
\ r t = r t � 1" whichrestore the valueof r 3 into a temporary r t by usingthe extract-from-usetechnique
twice (once on � 9 and onceon � 6). Then, GenRIG() puts into � 3 the instruction \ r t = r t � 3"
which restores the value of r 2 into r t by using the rede�ne technique. Finally, GenRIG() puts into
� 3 the instruction \ r 1 = r t + 2" which recoversthe value of r 1. Since � 3 is constructedusing
instructionsonly from within the loop, � 3 indeedreversesthe e�ect of the later instancesof � as well.
Therefore, for this example,it is su�cient to traversethe loop three times to generatea RIG for �
without state saving. As seenin Figure6, the set (� 1 or � 2 or � 3) to be executedwithin the generated
RIG during instruction-levelreverseexecutionis determinedby a loop counter (r LC ) which is inserted
into the original loop.

Note that the generatedreversecode in this exampleis unoptimized. However, the reversecode
can be easilyoptimized by a separate passusing standard optimization techniquessuch as constant
propagationor commonsubexpressionelimination. 2

The technique described in this sectionis applied in a straightforward way to the nested
loop structures aswell wherein the passesover the nestedloopsare completedstarting from
the innermost loop going to the outermost loop.

4.8 Combine RIGs() : Com bining the rev erse instruction groups
The function CombineRIGs() (called from line 14 of Listing 1) combines a RIG with all
the previously generatedRIGs to generatean up-to-date, given the RIGs generatedso far,
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reverse version of the program partition under consideration. The pseudo code for the
CombineRIGs() function is given in Listing 5.

Listing 5 CombineRIGs() : Combining the reverseinstruction groups
Input : A RIG, RI G� , generatedfor an instruction �
Output : A linked list of RIGs
begin

1 if � is beginning of a basic block B Bk then
2 n = jI ncomingEdges(B Bk )j
3 if n > 1 then
4 for z = 1 to n � 1 do
5 Generatea set C of conditional branch instructions with the predicatesdetermined by Find CF()
6 Link C to the top of the reversecode
7 end for
8 else if B Bk is a target of a conditional branch instruction � in the original code then
9 Generatean unconditional branch instruction ub

10 Link ub to the top of the reversecode
11 end if
12 end if
13 Link RI G� to the top of the reversecode
end

As we mentioned in the beginning of Section 4, the generatedRIGs should be placed
in a way to make the RIGs execute in an order opposite to the completion order of the
instructions in the original program partition. We know that the instructions within a BB
complete in lexical order; therefore, placing the RIGs in the order opposite to the lexical
order of the original BB is su�cien t to generatethe reverseof that BB. This implies that the
RIGs generatedfor the BBs are placedin a bottom-up fashionin the reversecode (line 13 of
Listing 5). In other words, if a basicblock BB i in the programpartition under consideration
has a sequenceof instructions I B B i = (� 1, � 2, � 3, . . . � n ), and if the corresponding RIGs
generatedfor BB i are RI GB B i = f RI G1, RI G2, RI G3, . . . RI Gng, then the reverseof BB i ,
designatedasRBB i , consistsof the sequenceI RB B i = (RI Gn , RI Gn� 1, RI Gn� 2, . . . RI G1).
Note that sincea generatedRIG, RI Gk (1 � k � n) in I RB B i , may contain branch instructions
(seeExample 4.4), an RBB may not necessarilybe a single basic block, but instead may
be a combination of multiple basicblocks. The following exampleshows how the RBBs are
constructedfrom the BBs of a program partition.

Example 4.7 Construction of the RBBs: Figures7(a) and 7(b) show the PCFG of f oo and the
RBBs generatedfor r everse f oo, respectively. The RCGalgorithm generatesthe reverseof eachBB
in f oo by combining the generatedRIGs in bottom-up placementorder in r everse f oo. While the
reverseof BB1, BB2 and BB3 (namely, RBB1, RBB2 and RBB3) are constructedeachasa singleBB,
the reverseof BB4, RBB4, consistsof three separate BBs. RBB4 is separated into three BBs because
the reverseof the instruction \ r 12 = r11 � r10" in BB4 consistsof multiple instructionstwo of which
are branches. Note that since the initial valuesof r 10, r11 and r 12 are input to f oo (and thus the
rede�ne techniqueis not applicable)and sincetheseinitial valuesare not usedin f oo (and thus the
extract-from-usetechniqueis not applicableeither), the initial valuesof r 10, r11 and r 12 are recovered
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in RB B 1 by the state savingmethod described in Section4.6. Figure 7(c) shows the PCFG of f oo
instrumentedwith the state savinginstructions. 2
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Figure 7: (a) PCFG of f oo. (b) RBBs of reverse f oo. (c) PCFG of instrumented f oo.

4.8.1 Constructing the Reverse Program Partitions

To generatethe reverseversionof a programpartition, the RBBs generatedfor that program
partition should be combined together in an appropriate way. Once again, this combina-
tion should satisfy our argument that the RIGs should executein the order opposite to the
completion order of the instructions in the original program. CombineRIGs() achievesthis
by combining the RBBs via the inverted versionsof the edgesin the original program par-
tition. Consequently, a con
uence point of incoming edgesin a program partition typically
becomesa fork point of outgoing edgesin the reverseversionof that program partition, and
vice versa.

Suppose that a con
uence point Po in the original program partition becomesa fork
point Fr in the reverse program partition. Depending on the number of incoming edges
to Po (or outgoing edgesfrom Fr ), CombineRIGs() inserts at Fr one or more conditional
branch instructions which determinewhich edgeto take at Fr during reverseexecution. As
described in Section 4.2, Find CF() associates with each incoming edgeof Po a predicate
expressionwhich determinesalong which edgePo is reached. Consequently, the predicate
expressionsassociated with the incoming edgesof Po are directly usedas the predicatesof
the conditional branch instructions insertedat Fr . The valuesof thesepredicatescan either
be saved or reevaluated as explainedin Section4.2.

Recall from Section 4.2 that since the predicate expressionsfound at Po are mutually
exclusive, it is su�cien t to save or reevaluate only n � 1 of the n predicate expressions
associated with n incoming edgesof Po. Therefore,at the corresponding fork point Fr in the
reverseprogram partition, CombineRIGs() generatesn � 1 conditional branch instructions,
each using oneof the n � 1 predicateexpressionsfound at Po (lines 3 to 6 of Listing 5).
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Due to linear orientation of code in memory, the target of one of the n outgoing edges
from Fr immediately follows Fr in addressspace.Let us namethis outgoingedgease. Since
it is ine�cien t to generatea conditional branch whosetarget addressis the next address,it is
not appropriate to generatea conditional branch corresponding to e. Therefore,amongthe
n predicateexpressionsfound at Po, the predicateexpressionwe leave out is always the one
that is associated with the incomingedgeof Po whoseinverted versionis e (seeExample4.8).

On the other hand, supposethat a fork point Fo of two edgesin the original program
partition becomesa con
uencepoint Pr of two edgesin the reverseprogrampartition (recall
from Section 4.1 that a fork point can have at most two outgoing edgesat the assembly
level). In this case,it is necessaryto establish a link between the sourceof each joining
edgeand the con
uence point Pr in the reverseprogram partition. Note that as the RCG
algorithm analyzesthe instructions on the fall-through path of Fo beforethe instructions on
the target path of Fo (due to lexical order scanningof the instructions), the reversesof the
instructions on the fall-through path are generatedbefore the reversesof the instructions
on the target path. To keep the bottom-up placement order, CombineRIGs() placesthe
reversesof the instructions on the fall-through path below the reversesof the instructions on
the target path. Thus, the reversesof the instructions on the fall-through path of Fo always
precedePr in the reverseprogram partition, which establishesan automatic link between
them. Therefore, the remaining part is to provide the link between Pr and the sourceof
the joining edgethat is the inverted versionof the edgeon the target path of Fo. This link
is establishedby inserting an unconditional branch at the sourceof this joining edgein the
reverseprogram partition (lines 8 to 10 of Listing 5).

The following example illustrates how the RBBs are combined to generatea reverse
versionof a program partition.

Example 4.8 Combining the RBBs: Figure8 shows the PCFGsof f oo and r everse f oo together.
Also seenin the �gure are the assemblylistingsof the instrumentedf oo (i.e., instrumentedwith state
savinginstructions) and r everse f oo. Sincethe RBBs are combinedwith the invertedversionsof the
edgesin the PCFG of f oo, the con
uencepoint designatedas Po in the PCFG of f oo becomesa fork
point designatedas Fr in the PCFG of r everse f oo, and the fork point designatedas Fo in the PCFG
of f oo becomesa con
uence point designatedas Pr in the PCFG of r everse f oo. Consequently, a
conditional branch instruction is insertedat point Fr (lines 3 to 6 of Listing 5) and an unconditional
branchinstructionis insertedat the headof oneof the joiningedgesat Pr (lines8 to 10of Listing5). The
predicateof the conditionalbranch insertedat Fr can be determinedby observingthe following facts:

(1) As alreadyshown in Example4.1, the predicateexpressionassociatedwith the left incomingedge
of Po is r10 > 100 and with the right incomingedgeof Po is r10 � 100. Consequently, control
shouldbe directedfrom point Fr to RBB3 if r 10 > 100 is true and to RBB2 if r 10 � 100 is true.

(2) Sincethe predicateexpressionsin (1) are mutually exclusive(i.e., they cannotbe true at the same
time), usingonly oneof the predicateexpressionsis su�cient to determinethe dynamicallytaken
edgeto Po (and thus the edgeto be taken out of Fr ).

(3) Note that dueto the bottom-up placementorder, RBB2 is placedbelow RBB3; therefore, RBB3
follows point Fr in addressspace.

(4) We know that a conditional branch instruction directs the control to its target addressif the
predicateof the conditional branch is true; otherwise,executioncontinueswith the instruction
after the conditionalbranch.
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Figure 8: A diagram which illustrates the combination of the RBBs.

Therefore, from (1) to (4), the predicateof the conditionalbranchat F r is determinedasr 10 � 100.
The value of this predicateexpressionis dynamicallydeterminedby executinga compare instruction
\ cmpi r 10; 100" in r everse f oo (i.e., by reevaluatingthe predicatevalueduring reverseexecution).

Note that due to the bottom-up placementorder described, an unconditionalbranch instruction is
placedonly at the point that correspondsto the target addressof the conditionalbranch instruction in
f oo (the other edgesimply falls through, i.e., RBB2 is directly followed in addressspaceby RBB1). 2

4.9 Combine Partitions() : Com bining the rev erse program parti-
tions

After generating the reverseversion of a program partition, CombinePartitions() (called
from line 27 of Listing 1) combines the reverseversion of that program partition with the
other reverse program partitions that have already been generated. In order to achieve
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this, CombinePartitions() must know the control 
o w information between the program
partitions.

4.9.1 Gr ow CG() : Determining in ter-partitional control 
o w

Sincethe PCFG construction is performedfor each programpartition separately, each PCFG
designatesthe control 
o w within a particular program partition only. In other words, a
PCFG does not contain any edgeswhich show the 
o w of control between the program
partitions. Therefore,the control 
o w information betweenthe program partitions is deter-
mined by a call graph, CG=( N ,E, s, t), which is built by the function Grow CG() mentioned
in Section4.1. The set N of CG is the set of nodesdesignatingthe program partitions in
the program and the set E of CG is the set of edgesdesignatingthe 
o w of control between
those partitions. The notations s and t designatethe unique entry and exit nodes of the
CG. Note that sincean indirect call (i.e., useof a function pointer) whosetarget program
partition is statically unknown may potentially invoke any high-level (or unpartitioned) pro-
cedure/function in the program under consideration(we assumea function pointer can only
point to the beginning addressof a high-level procedure/function but not to an arbitrary
address),Grow CG() inserts an edgefrom a program partition F to every other program
partition that F may call if F makesan indirect call whosetarget program partition is stat-
ically unknown. To learn from which address(es)a program partition can be immediately
reached and thus to be able to move the control backwards to a sourceaddress,Grow CG()
annotatesan edgeeij 2 E from a programpartition Fi to another programpartition Fj with
the addressof the instruction in Fi that transferscontrol from Fi to Fj .

Listing 6 shows the pseudocode of Grow CG(). Grow CG() adds a new node to the
CG for a program partition when a PCFG is built for that program partition (seeline 14
of Listing 2). After a new node nj is generatedfor a program partition Fj , Grow CG()
checks the program partitions which are immediately reachable from F j . For every program
partition Fk which is immediately reachablefrom Fj and for which a PCFG (and thusa node
in the CG) is generated,Grow CG() addsan edgeej k from the node of Fj to the node of Fk

and annotatesej k with the addressof the instruction transferring control from Fj to Fk (lines
2 to 5 of Listing 6). For every other program partition which is immediately reachable from
Fj but for which a node has not yet beengenerated,Grow CG() setsa pending edge(lines
6 and 7 of Listing 6). Then, Grow CG() checks whether Fj has pending incoming edges
set for it. If Fj has pending incoming edges,Grow CG() adds to the CG all the pending
incoming edgesthat are set for Fj and annotatesthose edgesappropriately (lines 10 to 15
of Listing 6).

Example 4.9 Call graph construction: An exampleprogram and the corresponding CG are shown
in Figure 9. The exampleprogram consistsof three high-levelfunctions main , g and h wheremain
callsg and g makesan indirect call to a high-levelfunction which is not statically known. Sincemain
and g both contain call instructions,Init RCGpartitions main into two parts (m1 and m2), and g into
two parts (g1 and g2) by constructingthe corresponding PCFGs(seeListing 2). The edgesin the CG
show the transfer of control between the program partitions and are annotatedwith the addressesof
the instructions transferringcontrol betweenthe partitions. Note that the indirect function call in g1

may potentially call g1 itself, m1 and h but not g2 nor m2 becausethe beginningaddressesof g2 and
m2 do not correspond to the beginningaddressof any high-levelfunction in the original program. 2
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Listing 6 Grow CG(): The CG construction algorithm
Input : A program partition Fj for which a PCFG has beengenerated
Output : A node n j in the CG with a set of edgesconnectedto n j

begin
1 Add a node n j to CG for Fj

2 for all Fk immediately reached from Fj do
3 if (nk = node of(Fk )) 6= NULL then
4 Add to the CG an edgeej k from n j to nk

5 Annotate ej k

6 else
7 Set ej k as pending
8 end if
9 end for

10 if n j has a pending incoming edgethen
11 for all eij from n i to n j do
12 Add to the CG an edgeeij from n i to n j

13 Annotate eij

14 end for
15 end if
end
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Figure 9: An examplecall graph (CG).

4.9.2 Using the CG to combine the rev erse program partitions

CombinePartitions() combines the reverseprogram partitions by systematically inverting
the edgesin the CG of the original program T when generating the reverseprogram RT.
Consequently, in RT, CombinePartitions() inserts branch or jump instructions at those
points which correspond to the destination locations of the edgesin the CG of T.

Listing 7 showsthe pseudocodefor CombinePartitions() . CombinePartitions() consists
of �v e parts (namely, a, b, c, d and e). Parts a to c are related to the program partitions
that are immediately reached from multiple static locations in T. Parts d and e, on the
other hand, are related to the programpartitions that are immediately reached from a single
static location each. If a program partition F is immediately reached from a single static
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location whoseaddressis A in the program under consideration(i.e., there is a singleedge
coming to the node of F in the CG and that edgehasan annotation A), then in the reverse
code, the addressRA corresponding to A is the unique addressto which the control has to
be directed after the reverseof F , RF , is executed. This is easily handled by inserting at
the end of RF an unconditional branch instruction whosetarget addressis RA (line e.1 of
Listing 7). However, if a program partition F is immediately reached from multiple static
locations (i.e., there are multiple edgescoming into the node of F in the CG), the location
from which F is immediately reached during a speci�c execution of the program and thus
the corresponding location in the reversecode to which the control should be directed after
executingRF cannot be obtainedstatically. Therefore,in such a case,CombinePartitions()
appliesa dynamic technique, called the stack-tracing technique, to �nd the location to which
the control should be directed after executingRF . We will describe the stack-tracing tech-
nique in the following paragraphs.

The stack-tracing technique
The stack-tracing techniquecansimply be described assaving the statically unknown return
addressesof reversepartitions into a stack at runtime. During reverseexecution, the saved
addressesare popped back from the stack to provide return from a reversepartition.

Let us assumethat a subset� F of the program partitions in the program under consid-
eration are immediately reached from multiple static locations. We will designatethe set
of the reversesof theseprogram partitions as � RF . Thus, the remaining partitions in the
program are immediately reached from a singlestatic location each. Also, assumethat there
are a total of n locations from which control reachesthe program partitions in � F . We will
designatethe addressesof thesen locations as � A = f A0, A1, . . . An� 1g wherea subscript
shows the uniquearray indexassociated with a particular address.Wewill alsodesignatethe
corresponding n addressesin the reversecode as� RA = f RA0, RA1, . . . RAn� 1g. Therefore,
after executing the reverseof a program partition F 2 � F during instruction-level reverse
execution,control shouldbedirectedto an addressRA i d if and only if the control hasreached
F from the corresponding addressA i d during forward execution(A i d 2 � A , RA i d 2 � RA ).

The addressesto which the control shouldbetransferredfrom a reverseprogrampartition
in � RF during a speci�c reverseexecutionof the program under considerationcan be found
by saving the addressesin � RA into a runtime stack during forward execution. In other
words, whenever a transfer from an addressA i in � A to a partition Fj in � F occursduring
forward execution, one can save the corresponding reverseaddressRA i in � RA to provide
a return from the reverseof Fj to addressRA i during reverse execution. However, in a
typical processorwith a 32-bit addressbus (e.g., PowerPC 860), each addressis 32-bits in
length. In other words, a total of 232 di�erent addressescan be accessedthrough the address
bus. On the other hand, in a typical program, the total number of addressesin � RA and
thus the maximum array index in � RA is typically much lessthan 232. Therefore, instead
of saving the addressesthemselves, the stack-tracing technique saves the array indices of
those addressesand then matches the saved indices to the addressesin � RA . In this way,
the memory requirement for keepingtrack of the addressesmay be reduced.

To possibly reducethe memory requirement further, the indices that are consecutively
encountered during program execution and that have the samevalue (which may happen
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Listing 7 CombinePartitions() : Combining the reverseprogram partitions
a. At each addressA j 2 � A where a recursive call is madeor might be made(we say \might be made" as

A j might be the addressof an indir ect call site), insert the instructions which perform the following:
1 check the top entry in M
2 if the 
ag of the top entry is `0' then
3 if the index of the top entry is j then
4 push a new entry with a 
ag `1' and a counter `2' over the top entry in M
5 else
6 push a new entry with a 
ag `0' and an index j over the top entry in M
7 end if
8 else /*the 
ag of the top entry is `1'*/
9 check the entry below the top entry as well

10 if the index of the entry below the top entry is j then
11 increment the counter of the top entry by one
12 else
13 push a new entry with a 
ag `0' and an index j over the top entry in M
14 end if
15 end if

b. At any other addressA j 2 � A , insert the instructions which perform the following:
1 push over the top entry in M an entry which has a 
ag `0' and an index j

c. At the end of each program partition RF 2 � RF , insert the instructions which perform the following:
1 check the top entry in M
2 if the 
ag of the top entry is `0' then
3 extract the index i d of the top entry and pop the top entry from M
4 else
5 decrement the counter of the top entry by one
6 extract the index i d of the entry below the top entry
7 if the counter has reached zero then
8 pop the top two entries from M
9 end if

10 end if
11 �nd in X the addressRA i d 2 � RA at the o�set i d � jAj from B and branch to RA i d

d. At the end of each reverseprogram partition RF =2 � RF of which forward program partition F is
called indir ectly from a unique addressAk 2 � A , insert the instructions which perform the following:

1 check the top entry in M
2 if the 
ag of the top entry is `0' then
3 if the index of the top entry is k then
4 pop the top entry from M
5 end if
6 else /*the 
ag of the top entry is `1'*/
7 check the entry below the top entry as well
8 if the index of the entry below the top entry is k then
9 decrement the counter of the top entry

10 if the counter has reached zero then
11 pop the top two entries from M
12 end if
13 end if
14 end if
15 executean unconditional branch to the corresponding addressRA k 2 � RA in the reversecode

e. At the end of each reverseprogram partition RF =2 � RF of which forward program partition F is
immediately reached from an addressA =2 � A , insert the instructions which perform the following:

1 executean unconditional branch to the corresponding addressRA =2 � RA in the reversecode
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with recursive function calls) arecompressedinto two memory locationsby the stack-tracing
technique. The �rst memorylocation holdsthe repeating index valueand the secondmemory
location holds a counter which shows how many times the index value repeats. Thus, the
stack-tracing techniquekeepsthe following two data structuresto keeptrack of the addresses
from which the control is transferred to the program partitions in � F .

The �rst data structure is to keep the associated array indices of the addressesfrom
which control dynamically reachesthe program partitions in � F during a speci�c execution
of the program. For this purpose,the stack-tracing techniqueusesa memoryspaceM which
is accessedlike stack. We choosethe length of an entry in M to be sixteenbits. Each entry
is a 1-bit 
ag concatenatedwith a 15-bit value. Depending on the value of the 
ag bit, the
15-bit value designateseither the array index j of an addressA j 2 � A (if the 
ag bit is `0')
or a counter value (mentioned in the previousparagraph) which tells how many consecutive
index valuesthe next entry in M represents (if the 
ag bit is `1'). When an entry is to be
made into M , the last entry in M is checked for a possiblecompressionopportunit y of the
new entry (seeline a.1 of Listing 7). In order to prevent an accidental compressionof the
�rst entry into M , which may happen if the irrelevant memoryvalue just beforeM indicates
a valid index which is sameas the �rst entry into M , the stack-tracing technique initially
inserts into M an entry with a 
ag `0' and a dummy index which cannot be equal to the
index of any addressin � A (or � RA ).

The seconddata structure is to keepall the addressesin � RA to oneof which the control
can immediately be directed after executinga reverseprogram partition in � RF . Hence,the
indices recordedin M can be matched to the addresseskept in this seconddata structure.
For this purpose, the stack-tracing technique usesan array X in which all the addresses
RA0 to RAn� 1 are consecutively stored starting from a baseaddress,say, B . Therefore,an
addressRA j (0 � j � n � 1) is placed at a byte o�set j � jAj from B where jAj is the
length (in bytes) of an addresson the target processorand j is the index corresponding to
RA j (and thus to A j ). Note that obviously, X is constructed after the reverseprogram is
generatedand the addressesin � RA are resolved.

Then, the stack-tracing technique inserts instructions both into the original and the
reversecode to invert the control 
o w betweenthe program partitions that are immediately
reached from multiple static locations. The instructions inserted into the original code
handle the bookkeeping task by saving the dynamically encountered indices into M and
apply the mentioned compressionfor repeating index values (parts a and b of Listing 7).
The instructions inserted into the reversecode, on the other hand, retrieve the saved indices
from M , match the retrieved indices to the addressesstored in X and transfer the control
to the dynamically found addressesin this way (parts c and d of Listing 7).

Example 4.10 Combining the reverseversionsof the program partitions : Figure10 illustrateshow
CombinePartitions() combinesthe reverseversionsof the program partitions. A samplefunction call
history and the corresponding reversefunction call order of the exampleprogramgivenin Figure9 are
shown in Figure10. According to the samplefunction call history, the program underconsiderationis
forward executedstarting from the beginningof m1 until the endof m2. Then, this executionis reversed
by executingthe correspondingreverseprogramstarting from the beginningof r m2 (the reverseof m2)
until the endof r m1 (the reverseof m1). The reversefunction call sequenceis marked with timestamps
which indicate the instanceswhenthe control is transferredbetweenthe reversefunctions.
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Figure 10: An exampleof combining the reverseprogram partitions.

Since functions m2, g1 and g2 can be immediatelyreachedfrom multiple static locations, Com-
bine Partitions() inserts indirect branch (branch to link register) instructions to the end of the corre-
spondingreversefunctionsr m2, r g1, r g2 wherethe target addressesof theseindirectbranchinstructions
are determineddynamically. On the other hand, sincefunction h is immediatelyreachedfrom a single
static location, an unconditionalbranch instruction with the hard-coded target addressRA 2 of the
uniquecall location of h (the end of g1) is insertedto the end of the corresponding reversefunction
r h (line e.1 of Listing 7). Figure 10 alsoshows a table which indicatesthe dynamicallyand statically
determinedaddressesof the branch instructionsand at what timestampinstancesthoseaddressesare
determined.

The �nal state of the data structureM at the endof forward executionof the programis shown in
Figure10. Initially, M containsa dummyindexentry to preventthe compressionof the �rst valid entry
into M . At the endof function m1, whena call is madeto function g1, the index`0' of the addressA0

(which is the addressof the call location) is enteredinto M with a 
ag of `0' which indicatesthat the
entry is an indexvalue(line a.6). Then, at the end of function g1, a recursivecall is madeto g1, and
the index`2' of the addressA2 is enteredwith a 
ag `0' over the previousentry in M (line a.6). When
the call point at the end of g1 is reachedagain, the index`2' is supposedto be enteredinto M again;
however,sincethe index `2' repeats,a counter `2' with a 
ag `1' is enteredinto M instead(line a.4).
Similar stepsare followed to enter the rest of the indicesinto M .

During reverseexecution,the stack-tracingtechniquedeterminesthe target addressesof the indirect
branch instructionsat the endof the reversefunctionsby checkingthe entriesin M . At the endof the
reversefunction r m2, the top entry in M is checked (line c.1). Sincethe top entry representsa counter
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value, the counter value`2' is decrementedby one (line c.5) and the index `3' of the entry below the
top entry is extracted (line c.6). Then, the addressRA 3 corresponding to the extracted index `3' is
found in X andan indirect branchis executedto the foundaddressRA 3 which is the beginningaddress
of r g2 (line c.11). When the end of r g2 is reachedduring reverseexecution,the top entry in M is
checked (line c.1). Sincethe top entry is againa countervalue,the countervalue,which is now `1', is
decrementedby one(line c.5) and the index`3' of the entry below the top entry is extracted(line c.5).
However, sincethe counter has reached`0', the top two entriesin M are popped this time (line c.8).
Then, the addressRA3 correspondingto the extractedindex`3' is found in X and an indirect branchis
executedto the found addressRA3. Similar stepsare followed during the rest of the reverseexecution,
which resultsin the correct orderingof the reversefunction callsshown in Figure10. 2

4.10 Summary of the overall RCG algorithm
The overall RCG algorithm is summarizedin the 
o wchart in Figure 11. The RCG algorithm
�rst constructs a PCFG with labeled edgesfor every program partition in a program and
constructs the CG of the program (Box 1 in Figure 11). Then, the RCG algorithm enters a
main loop where the instructions of each program partition are read one after another and
the reverseprogram is built. At a con
uencepoint of two or moreedgesin the PCFG of the
program partition currently being analyzed, the algorithm �nds the predicate expressions
which control via which incoming edgethe con
uence point will be reached dynamically
(Group 1 in Figure 11).

After an instruction is read, the RCG algorithm checks whether the instruction directly
modi�es a register or a memory value. If yes, the RCG algorithm generatesa RIG for the
read instruction. If the instruction is outside a loop, the RCG algorithm generatesthe RIG
by calling Gen RIG() directly (Box2); otherwise, the RCG algorithm calls Loop Gen() to
generatea RIG for the instruction (Group2).

After a RIG is generatedfor an analyzedinstruction, that RIG is written into the reverse
programpartition that is currently beingconstructed(Box 3). As described in Section4.7.1,
someinstructions within a loop require more than one passover the loop body (excluding
the initial passover the whole program to generatethe PCFGs and the CG) beforereverse
code can be generatedfor thoseinstructions without state saving. Therefore,if an analyzed
instruction is inside a loop and the generationof a RIG which doesnot useany state saving
for reversing the analyzed instruction requiresanother passover the loop body, the RCG
algorithm traversesthe loop body oncemore provided that the total number of passesover
the loop body will not exceedthree.

When the construction of the current reverseprogram partition is completed,the RCG
algorithm connects the constructed reverse program partition to the rest of the reverse
program (Box 4).

5 Filling in the Details of the RCG Algorithm
In this section, we present the detailed descriptionsof the PCFG edge-labeling algorithm,
predicateexpressiondetermination and the generationof the RIGs which have beenomitted
in the overview of the RCG algorithm in Section4. If a detailed understandingof the RCG
algorithm is not required, the readermay skip this sectionand move directly to Section6.
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o wchart of the RCG algorithm.
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5.1 PCF G edge-lab eling algorithm
As mentioned before, PCFG labeling is performed for determining control 
o w predicates
and reaching de�nitions in an e�cien t way at a particular program point. Edge labeling
is performedby the function Label edges()which is called by Init RCG() on lines 5 and 10
of Listing 2. Label edges()assignsa special label to every forward edgein the PCFG of a
program partition. Backward edgesare not consideredbecausegiving labels to backward
edgeshelpsneither in the determination of the predicateexpressionsnor reaching de�nitions.

Each label assignedto an edgeindicates the union of one or more closedintervals on
a bounded nonnegative integer number axis. We name an interval [x,y] as a control 
ow
interval (CFI ) and assign the interval [x,y] to an edgeaccording to the structure of the
program (distinct edgescan be assignedthe same intervals). As the name CFI implies,
each interval speci�es (or encodes) a region of control 
o w in the PCFG whereeach region
of control 
o w consistsof all the BBs and forward edgesthat resideunder only one of the
branches(true branch or falsebranch) out of a conditional branch instruction in the PCFG.
Therefore,each conditional branch instruction (excepta conditional branch instruction which
is the sourceof a backward edge)de�nes two control 
o w regions(i.e., true region and false
region) which are separatedfrom one another by that conditional branch instruction. To
better understandthe control 
o w regions,considerthe following example.

Example 5.1 Control 
ow regions: Figure 12 shows an examplePCFG in which the control 
o w
regionsare marked. In the �gure, the edgefrom BB2 to the exit block falls into the true region of
the conditionalbranchinstruction cb1 at the endof BB2. On the other hand,BB3, BB4 and the edges
connectedto BB3 fall into the falseregion of cb1. As the de�nition of a control 
o w region implies,
control 
o w regionscan be nested. For instance,in Figure 12, the falseregionof cb2 is nestedunder
the falseregionof cb1; therefore, the falseregionof cb1 constitutesa higher levelthan the falseregion
of cb2. 2

By separatingthe PCFG of a program partition into a hierarchical structure of control

o w regions,the condition underwhich a speci�c edgeis dynamically visited canbebound to
the predicatesof the conditional branch instructions that separatethosecontrol 
o w regions.

We choose to bound the integer number axis between zero and 2t � 1 where t is an
integer that should be greater than the maximum number of nestedconditional branches
in a program partition body. An unsigned4-byte integer can represent an integer number
axis bounded between zero and 232 � 1. Therefore, within an unsigned4-byte integer, a
maximum of 31 nested conditional branches can be accommodated, a level of nestedness
which can hardly ever be seenin a program partition. Therefore,for all practical purposes,
bounding the integer number axis between zero and 232 � 1 will be more than enoughfor
Label edges()to function correctly. The codefor handling greaterthan 31nestedconditionals
is a special casewhich will rarely, if ever, be invoked.

Listing 8 shows the operationsLabel edges()performson the edgesof the BBs in a PCFG.
In Listing 8, the notation L in

i;j (Lout
i;j ) designatesthe label of the j th incoming (outgoing) for-

ward edge2 InFwdEdges(2 OutFwdEdges)of a basicblock BB i . Pleasenote that a label
L in

i;j or Lout
i;j consistsof a set of one or more intervals or CFIs. Label edges()assignsto the

outgoing edgeof the start block the label [0,2t � 1] which indicatesall of the boundednon-
negative integernumber axis (line 2 of Listing 8). If BB i is not the start block, Label edges()
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Figure 12: An examplePCFG that shows the control 
o w regions.

�rst calculatesthe union of the labelsof the incoming forward edgesof BB i wherethe union
operation is performedon the intervals indicated by the labelsof the incoming forward edges
(line 4). After the union operation, if BB i has two outgoing forward edges,Label edges()
divides each interval designatedby the union of the incoming forward edgelabels into two
equal portions. Then, Label edges() assignsthe union of the lower portions (coming from
each interval) asa label L out

i; 1 to the outgoing forward edgeon the fall-through path (lines 5,
6 and 7). The union of the upper portions, on the other hand, is assignedas a label L out

i; 2

to the outgoing forward edgeon the target path (lines 5, 6 and 8). If BB i has only one
outgoing forward edge,Label edges()assignsthe union of the incoming forward edgelabels
to that edgewithout any change(lines 5, 9 and 10). The following exampleillustrates the
edge-labeling algorithm.

Example 5.2 Edge-labeling algorithm: Figure 13 shows the PCFG of Figure 12 with its edges
labeled. For this example,the parameter t shown in Listing 8 is chosenas 8. Therefore, the outgoing
edgeof the start block is giventhe label [0,255]. SinceBB1 hasonlyoneoutgoingforward edge,[0,255]
is assignedto BB1's outgoingforward edgewithout any change.BB2 hastwo outgoingforward edges;
therefore, [0,255] is dividedinto two equalportions [0,127]and [128,255]and eachportion is assigned
to one of the outgoing edges.BB3 has two outgoing forward edgesas well. Therefore, Label edges()
dividesthe label [0,127] of the incomingedgeof BB3 into two equalportions [0,63] and [64,127]and
assignseachportion to oneof the outgoingforward edgesof BB3. SinceBB4 hasno outgoingforward
edge,no labelingoccursfor BB4. All the CFIsformedare shown in Figure14. Note that in this example,
eachlabel consistsof a singleinterval. 2
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Listing 8 Label edges(): The PCFG edge-labeling algorithm
Input : A basic block B B i

Output : A Label for each outgoing forward edgeof B B i

begin
1 if B B i = start block then
2 L out

i; 1 = [0,2t � 1] /*note that t is a global constant; typically, t = 32*/
3 else
4

S n
k=1 [xk ,yk ] =

S j I nF wdE dges(B B i ) j
j =1 L in

i;j
5 for k = 1 to n do
6 if jOutF wdEdges(B B i )j = 2 then
7 L out

i; 1 [ = [xk ,(xk + yk + 1)/2 - 1]
8 L out

i; 2 [ = [(xk + yk + 1)/2, yk ]
9 else if jOutF wdEdges(B B i )j = 1 then

10 L out
i; 1 [ = [xk ,yk ]

11 end if
12 end for
13 end if
end

5.2 Predicate expression determination
Predicate expressiondetermination is performedby the function Find CF() which is called
by the main function of the RCG algorithm (seeline 6 of Listing 1). We gave an overview
of this function in Section4.2. Now, we will give the details behind the predicateexpression
determination.

A con
uence point P in a PCFG is dynamically reached via an incoming edge e if
the innermost control 
o w region in which e residesis dynamically visited. Therefore, the
predicateexpression� which, whentrue, causesP to be reachedvia an incoming edgee will
simply be an appropriate combination of the predicatesof the relevant conditional branch
instructions which causethe innermost control 
o w region which contains e to be visited.
However, a simpli�cation can be made in � in certain cases: Suppose that a particular
conditional branch instruction, say cb, de�nes two control 
o w regionsRtr ue (that is under
the true branch of cb) and Rf alse (that is under the falsebranch of cb). Supposefurther that
Rtr ue (or Rf alse) encapsulatesthe innermost control 
o w region in which a particular edge
e coming to P resides. Therefore, in order for e to be visited passingthrough cb during a
speci�c executionof the program under consideration,the predicateof cbmust take the true
(or false) value. However, if (1) no other edgecoming to P is reached through cb or (2) if
the other edgescomingto P that are alsoreached through cbresideonly in Rtr ue (or Rf alse)
as well, then the predicateof cbdoesnot play a role in the separationof the condition that
causesP to be visited via e from the conditions that causeP to be visited via the other
incoming edges. This is becauseof the following reason: in both cases(1) and (2) above,
if P is reached via an incoming edgethat is reached through cb, then we de�nitely know
that the predicateof cbis true (or false);otherwise,we de�nitely know that cbhasnot been
evaluated at all. Therefore,in either case(1) or (2), the predicateof cbcan be removed from
the predicateexpressionsdeterminedfor the incoming edgesthat are reached through cb.

Sincethe edgelabels encode control 
o w regions,determination of the hierarchy of the
control 
o w regionsin which e residesand thus the relevant conditional branch instructions
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Figure 14: The control 
o w intervals for the PCFG in Figure 13.

to use can be accomplishedvery easily by using the edgelabels. Consider the following
example.

Example 5.3 Control 
ow predicate determination: Supposethat we want to �nd the predicate
expressionswhich control via which incomingedgethe exit block in Figure13 will be reacheddynami-
cally. The incomingedgelabelsof the exit block are [64,127]and [128,255]for the left and the right
incomingedges,respectively. As seenin Figure14, [64,127]correspondsto the CFI wherethe predicate,
r4 < 97, of the conditionalbranch cb1 (\ blt exit " in Figure 13) is falseand the predicate,r 4 > 122,
of the conditionalbranch cb2 (\ bgt exit " in Figure 13) is true. On the other hand, within [128,255],
only the predicater 4 < 97 is true. Therefore, the exit block will dynamicallybe reachedvia the left
incomingedgeif the predicater 4 < 97 is falseand the predicater 4 > 122 is true. On the other hand,
the exit block will dynamicallybe reachedvia the right incomingedgeif the predicater 4 < 97 is true.
Sincethe CFI which correspondsto the falsevalueof the predicater 4 > 122 is not spannedby any of
the incomingedgelabels, the valueof predicater 4 > 122 is irrelevantin this case(i.e., a simpli�cation
in the predicateexpressionscan be appliedhere). Therefore, the predicateexpressionassociated with
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the right incomingedgewill be r 4 < 97, and the predicateexpressionassociatedwith the left incoming
edgewill be the complementary predicateexpressionr 4 � 97. 2

Note that sincebackward edgesare not labeled, the predicate expressionswhich deter-
mine whethera loop will dynamically bereachedvia an incomingbackward edgeor a forward
edgecannot be found by the method explained. Therefore,in such a case,we follow another
approach which we call the loop counter approach. Before explaining the loop counter ap-
proach, it would be appropriate to make the de�nitions of somebasicterms about a loop as
we will usetheseterms during the explanation of the loop counter approach.

De�nition 5.1 Loop: In a PCFG, a loop is a stronglyconnectedcomponent (SCC) of the PCFG. A
SCCis a subgraphGS = (NS,ES) of the PCFG, suchthat there existsa path from everynode in N S

to everyother node in NS. A loop headerN lh 2 NS is a node with an incomingedgefrom a node
which is not in NS. Sincea loop may be enteredfrom multiple points, a loop may havemore than
one loop header. A loop preheaderN lp =2 NS is a node which is an immediatepredecessor of a loop
headernode. A loop is associatedwith a uniquebackward edgeeb 2 ES which de�nes that loop. This
backward edgeis the outermostbackward edgewithin the loop. A loop tail N l t 2 NS is a node which
is the sourceof the backward edgeeb. 2

Sincea loop can only be entered through a loop header, �nding how a loop is reached
is equivalent to �nding how a loop headeris reached. Thus, we only considerloop header
blocks. We assumethat a loop headerblock has n incoming backward edgesdesignatedas
Eb = f eb1 , eb2 , . . . , ebn g (n � 1) and m incoming forward edges designated as
E f = f ef 1 , ef 2 , . . . , ef m g (m � 1). Sinceeach loop is associated with a unique backward
edge,each incoming backward edgein Eb belongsto a di�erent a loop.

Then, the loop counter approach works as follows. Find CF() assignsa dedicatedloop
counter to each loop de�ned by each backward edgein Eb. We will designatethese loop
counters as LC = f LC1, LC2, LC3, . . . , LCng. At each preheaderof each loop, Find CF()
insertsan instruction which initializes the corresponding loop counter to zero;and at the loop
tail block of each loop, Find CF() insertsan instruction which increments the corresponding
loop counter by one. Furthermore, at the reverseversionof the loop tail block of each loop,
Find CF() inserts an instruction which decrements the corresponding loop counter by one.
Therefore, during forward execution, if a loop headerblock is reached along an incoming
forward edgeof that block, all the loop counters in LC must have a value of zero;otherwise,
at least oneof the loop counters in LC must have a value which is greater than zero. Thus,
if there is only one forward edgecoming to the loop header block, that forward edge is
associated with the predicate expression� f =( LC1 == 0 ^ LC2 == 0 ^ : : : ^ LCk == 0);
and if there is more than one forward edgecoming to the loop header block, then each
predicate expressionthat is associated with each forward edge(by the explained method
in the beginning of this subsection) is AN Ded with the predicate expression� f . Each
backward edge ebi 2 Eb (1 � i � n) of the loop header block, on the other hand, is
associated with a predicate expressionLC i > 0 whereLC i is the loop counter dedicatedto
the loop containing ebi .

Note that a loop counter LC associated with a loop L is preferably kept as a register in
order to minimize memory and time overheadsduring forward execution. If a free register
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cannot be found to keep LC , an occupied register which is not usedwithin L is freed up
by spilling the value in the register into memory at each preheaderof L (i.e., just before
L is entered). Then, at the beginning of each BB to which there is an exit from L, the
spilled value is written back to the register used as LC . However, if a suitable occupied
register cannot be found, LC is kept in memory. We illustrate the loop counter approach in
Example 5.7 in Section5.4.

5.3 Details of rev erse instruction group generation
In this section,we will give a detailed descriptionof how, given an instruction � , Gen RIG()
generatesa RIG able to reversethe e�ects of instruction � .

We mentioned in Section4.3 that in order to recover the value of a variable destroyed by
an instruction � , the �rst thing to do is to �nd out the reaching de�nitions for the variableat
the programpoint just before� (line 4 of Listing 3). This is becausethe de�nition destroyed
by � is indeedequal to oneof the reaching de�nitions at a speci�c executionof the program
under consideration. We also mentioned in Section4.3 that Gen RIG() appliesa technique
called value renaming to �nd the reaching de�nitions easily. Therefore, let us now explain
the value renaming operation of Gen RIG() and then explain how reaching de�nitions are
determinedby Gen RIG() .

5.3.1 Value renaming

Value renaming is the assignment of a di�erent name to every de�nition of a variable (i.e.,
a directly modi�ed registeror memory location). By value renaming,Gen RIG() can easily
distinguish di�erent de�nitions reaching a particular point in a PCFG.

In our approach, di�erent renamedvaluesare designatedby r j
i and mj

k for registersand
memory locations, respectively. Here, i (i = 0, 1, 2, . . . ) and k (k = 0, 1, 2, . . . ) indicate
the physical locations, and j (j = 0, 1, 2, . . . ) indicates the unique index of a particular
renamedvalue (renamedduring program analysis). Index j = 0 is always usedto refer to
the initial value of a register or a memory location. Let us give an exampleof how register
valuesare renamedin our approach:

Example 5.4 Value renaming for registers: Considerthe following instruction sequence:

addi r 2, r1, 8 // r 2 = r1 + 8
addi r 2, r2, 4 // r 2 = r2 + 4

The initial valuesof the registersare giventhe namesr 0
1 and r 0

2 for r 1 and r 2, respectively. Then,
the �rst instruction generatesa new valuedesignatedby r 1

2 by usingthe valuesr 0
1 and `8'. After that,

the secondinstruction generatesanothervaluedesignatedby r 2
2 usingthe valuesr 1

2 and `4'. 2

Renamingmemory valuesis not as easyas renaming register values. This is becausea
memory location being written by an instruction is not always apparent within the instruc-
tion encoding, which is the casefor indirect addressing(pleasenote that even if a memory
location being written by an instruction is not apparent within the encoding of the instruc-
tion, that memory is still directly modi�ed by the instruction if the instruction encoding
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Figure 15: A typical memory organization madeby a compiler.

includesat leastoneoperandwhich is usedto point to the modi�ed memory location). Con-
sequently, it might be hard to determinewhether two memory storesmadeby two di�erent
instructions are to a samelocation or not. Fortunately, there is a way to distinguish the
target memory location of an unambiguousmemory store from the other storeseven if the
written location is not apparent within the instruction encoding.

Figure 15 shows a memory organization made by a typical compiler. The addressesof
all local storeswithin a program partition can be expressedas a summation of the value of
the frame pointer (or the stack pointer if the frame pointer is not available as a dedicated
register) and the o�set usedfor the store. The addressesof global storesin a program can
be expressedin a similar way, but by using the baseaddressof the global data section of
the executablecode in placeof the frame pointer [3]. The important point here is that the
baseaddressof the global data section is �xed throughout the executionof a program and
the value of the frame pointer is �xed throughout the execution of a program partition.
Therefore, knowing the o�set value usedfor a memory store is su�cien t for distinguishing
the target location of that memorystorefrom the target locationsof the other memorystores
in the intra-procedural analysisof the RCG algorithm.

The o�set valuesusedfor unambiguousmemorystores(e.g., thosefor ordinary variables,
pointers with statically known targetsand arrays with statically known indices)arestatically
apparent in an executablecode. This meansthat the locations of unambiguous memory
storescan be determinedstatically and, thus, value renamingcan be donefor thosememory
storeswithout any problem. However, the o�set valuesof ambiguous memory stores(e.g.,
thosefor pointers aliasedto statically unknown variablesor arrays with statically unknown
indices) are not statically apparent. If an o�set value in a memory store cannot be found
statically, we still assigna distinct nameto the storedvalueasif that valuewerewritten into
a physicalmemorylocation that had never beenaccessedbefore;however, to beconservative,
we assumethat the memory store is capableof changing the value of any memory location.
The following exampleillustrates how value renaming is performedfor memory locations.
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Example 5.5 Value renaming for memory locations: Considerthe following instruction sequence:

stw r 2, 4(r 4) //mem[ r 4 + 4] = r 2

stw r 5, 8(r 5) //mem[ r 5 + 8] = r 5

The �rst instruction writes the contentsof r 2 into the memory location at the addressr 4 + 4 and
the secondinstruction writes the contents of r 5 into the memory location at the addressr 5 + 8. If
theseare local accesses,r 4 will be sp+o�set1 and r 5 will be sp+o�set2 wheresp is the stack pointer
and o�set1 and o�set2 are the o�sets of r 4 and r 5 from the stackpointer. Therefore, the �rst memory
store will be to the addresssp+o�set1+4, while the secondwill be to the addresssp+o�set2+8. If,
for instance,o�set1 and o�set2 are found to be `12' and `8', respectively, then the two renamedvalues
for the target operandswill be m1

0 and m2
0, respectively: in other words, both memory stores will be

to the samememory location. On the other hand, if, for instance,o�set1 and o�set2 are found to be
`12' and `4', respectively, then the two renamedvalueswill be m1

0 and m1
1, instead. In other words, the

two memory stores will be to distinct memory locations. However, if the valuesof o�set1 and o�set2
cannotbe determinedstatically, then the two renamedvalueswill be m1

0 andm1
1 (i.e., we will namethe

written valuesasif they werewritten into distinct memory locations)and the physicallocationsindexed
as m0 and m1 will be behavedas if they might coincidewith any physicalmemory location. 2

5.3.2 Determination of reaching de�nitions

Reaching de�nitions at a program partition point are determinedby Find Reaching Defs()
which is called by Gen RIG() on line 4 of Listing 3. Find Reaching Defs() �nds reaching
de�nitions in a program partition using the labelson the forward edgesof the PCFG of that
program partition. Therefore,the RCG algorithm labelsall the forward edgesof the PCFG
under considerationprior to reaching de�nition determination.
 

Fields/Records r1 r5 m1 m2 

CFI 1     

CFI 2     

CFI 3     
 

 
 …

 

… 

Figure 16: The renaming table structure.

To determine reaching de�nitions, Find Reaching Defs() should associate all the de�ni-
tions encountered during the analysisof a program partition with the locationswherethose
de�nitions areencountered. Sinceat most onede�nition canreach a point from an innermost
control 
o w region, it is su�cien t to associate a de�nition with the innermost control 
o w
region in which that de�nition is made. For this purpose,a table called the renamingtable
is kept by Find Reaching Defs() (Figure 16). The renaming table has a record for every
physical location (e.g., r 1, r2, m1, . . . ) that hasbeenmodi�ed in a program partition up to
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the instruction currently being analyzed. As more locations are modi�ed, more recordsare
added to the renaming table dynamically. Every record in the renaming table has a �eld
for each CFI producedin a program partition body. Initially , all the �elds in a newly added
record in the renamingtable contain the initial value of the corresponding physical location.
The �eld(s) to be usedfor an entry when analyzing a basic block BB i is (are) determined
by applying the following rule:

[x1; y1] [ [x2; y2] [ : : : [xn ; yn ] =
j I nF wdE dges(B B i )j[

j =1

L in
i;j (1)

F ields 7! f cjxk � L(c) ^ U(c) � yk ; 1 � k � n; c 2 CF I sg

L(c) and U(c) designate,respectively, the lower and upper boundsof a CFI (as stated at
the beginning of this section,CFI calculation has beendonealready by an initial passover
the program partition). According to the above rule, a renamedvaluegeneratedwithin BB i

is written into the renaming table �elds that correspond to the CFIs spannedby the labels
on all incoming forward edgesof BB i .

However, applying rule (1) alonedoesnot handle everything necessaryfor the determi-
nation of reaching de�nitions as explained. In addition to rule (1), Gen RIG() performs
two more actions: First, as stated in Section5.3.1, we assumethat an ambiguousmemory
store (e.g., using an ambiguouspointer) may changeany memory location. Due to this as-
sumption, a renamedvaluegeneratedfor an ambiguousmemorystoreand entered into some
renaming table �eld(s) according to rule (1) deletesthe entries in the same�eld(s) of the
recordsbelonging to other memory locations. Second,as mentioned before in Section5.1,
the edge-labeling algorithm allows the assignment of the samelabels to distinct edgesin a
PCFG. This happenswhendistinct edgesmergetogetherat a con
uencepoint in the PCFG,
and after that, they divergeagain. If there are two renamedvaluesof a variable whereone
of the renamedvaluesis given beforea con
uencepoint in the PCFG and the other is given
after the con
uencepoint, the latter may overwrite the former in the renamingtable. This is
becauseboth of the renamedvaluesmight have to be entered into the same�elds due to the
assignment of samelabels to the edgesbeforeand after the con
uencepoint. Consequently,
at a point whereboth de�nitions reach there statically, the latter de�nition might hide the
former de�nition. In order to prevent this situation, when the analysisreachesa con
uence
point P in the PCFG of a program partition, Gen RIG() combines the distinct de�nitions
of a variable reaching P under a new pseudode�nition . The pseudode�nition is renamed
as any other ordinary de�nition and is entered to the renaming table �elds that correspond
to the CFIs spannedby the labels on all the forward edgesjoining at P. However, as will
be described in the next subsection,the combined reaching de�nitions are not completely
thrown away but are represented by the pseudode�nition in another data structure instead.

At a loop headerblock where a backward edgejoins with a forward edge,Gen RIG()
delays the generationof the pseudode�nitions due to the con
uenceof theseedgesuntil the
whole loop is analyzedby Gen RIG() . However, sincebackward edgesare not labeled,edge
labels cannot be useddirectly to �nd the loop carried de�nitions. Therefore,at the end of
each passover a loop body, Gen RIG() carries the de�nitions reaching the end of the loop
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tail block to the target of the backward edgeof the loop. The pseudode�nitions are similar
in concept to the pseudoassignments of � -functions in the SSA form generation;however,
in the RCG algorithm, no prior search for the placesof the � -functions takesplace[22].

Finally, reaching de�nitions at a point P during the analysiscan be determinedsimply
by querying the renaming table �elds at P. If P is the entrance of a basic block BB i , the
statically reaching de�nition of a variable V along an incoming forward edgeej of BB i is
the de�nition in the renaming table �elds corresponding to the CFIs that are spannedby
the label on ej . If P is inside BB i , on the other hand, the statically reaching de�nition of V
is the de�nition in the renaming table �elds which correspond to the CFIs spannedby the
labelson all of the incoming forward edgesof BB i (we speak of a unique statically reaching
de�nition of V along an ej or within a BB i becausemultiple de�nitions are mergedunder
a pseudode�nition at con
uencepoints and are represented by that pseudode�nition). Let
us now give an exampleof how reaching de�nitions are determinedusingedgelabelsand the
renaming table.  

 
 
 
 
 
 
 
 
 
 
 
 

 r 1 

CFI 1 0
1r , 1

1r , 3
1r , 4

1r  

CFI 2 0
1r , 2

1r , 3
1r  

(c) 

(b) 

(a) 

1
1r  2

1r  

4
1r  

P1 

P2 

cb1 

cb2 

true false 

[0,255] 

[0,127] [128,255] 

true 
[128,255] 

false 
[0,127] 

[0,127] [128,255] 

[0,127] [128,255] 

BB1 

BB2 BB3 

BB4 

BB5 BB6 

127 128 0 255 

cb1 false true 

cb: conditional branch 

CFI 2 CFI 1 

cb2 false true 

3
1r  

star t 

exit 

Figure 17: (a) A simplePCFG. (b) Corresponding CFIs. (c) Corresponding renamingtable.

Example 5.6 Determination of reaching de�nitions : Considerthe PCFG in Figure17(a). Suppose
that the RCG analysisis currently at the program point shown as P2 in Figure 17(a) and we want
to determinereachingde�nitions of register r 1 at P2 . The CFIs and the renamingtable generated
for this PCFG are shown in Figures17(b) and 17(c), respectively(note that the renamingtable shows
the entriesthat are generatedup until the current point P2). For clarity, overwritten entriesare also
shown in the renamingtable. When the analysisreachesthe de�nition in BB2, a new value, r 1

1, is
generatedfor r 1 and is enteredinto the renamingtable �eld which corresponds to the CFI spanned
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by the label on the incomingedgeof BB2: CFI 1. Sameoperation is repeated for the de�nitions in
BB3 and BB5 with the corresponding renamedvaluesr 2

1 and r 4
1, respectively. When the con
uence

point P1 is reached,GenRIG() combinesde�nitions of r 1 reachingP1 undera pseudode�nition that
is renamedas r 3

1, and then GenRIG() enters r 3
1 into the renamingtable �elds which correspond to

the CFIs spannedby the labels on the joining edgesat P1 : CFI 1 and CFI 2. When P2 is reached,
GenRIG() queriesthe renamingtable and �nds the entriescorresponding to the CFI �elds spannedby
the labelson the incomingedgesat point P2 . The entry correspondingto the left incomingedge(that
of CFI 1) designatesthat the reachingde�nition of r 1 via the left incomingedgeis r 4

1. On the other
hand, the entry corresponding to the right incomingedge(that of CFI 2) designatesthat the reaching
de�nition of r 1 via the right incomingedgeis r 3

1 which representsr 1
1 and r 2

1 together. Thesede�nitions
are indeedde�nitions of r 1 reachingpoint P2 . However, note that if r 1

1 and r 2
1 were not combined

under the pseudode�nition r 3
1, r 4

1 would hide the reachingde�nition r 1
1 at P2 sincer 1

1 would have
alreadybeenoverwrittenby r 4

1. 2

5.3.3 Recovery of a destro yed variable

After �nding the reaching de�nition for a variable that is modi�ed by an instruction � ,
Gen RIG() generatesa RIG which reversesthe e�ect of � by recovering the reaching de�ni-
tion found for the variable. This recovery is handled by the help of a directed acyclic graph
(DAG), DAG=( N ,E). Gen RIG() addsnodesand edgesto the DAG both for the renamed
valuesof the operandsof � (or for the de�nitions madeand usedby � ) and for the pseudo
de�nitions which are generatedat the con
uence points. Thesenodes and edgestogether
specify the relationship (or the data dependency)of a destroyed reaching de�nition with the
other de�nitions generatedin the programpartition. Using this relationship, Gen RIG() can
recover the reaching de�nitions of the variable modi�ed by � . The setsN and E of DAG
include the following:

� N = f R,M g where R and M are the sets of renamed register and memory values,
respectively.

� There is a directed edge eij 2 E from node ni 2 N to node nj 2 N designated
by ni ! nj if (1) ni and nj are the renamedvalues for target and sourceoperands
of an instruction � , respectively, or (2) ni is a renamedmemory value and nj is a
renamedregistervaluedetermining the location of ni , or (3) ni and nj are the renamed
valuesfor a pseudode�nition and a combined de�nition under that pseudode�nition,
respectively.

Therefore,a node is inserted into the DAG for each de�nition in the program partition
under consideration.Multiple de�nitions of a variable statically reaching a con
uencepoint
aremergedunder anothernodein the DAG: the nodeof the pseudode�nition that represents
those multiple statically reaching de�nitions. At a later con
uence point in the program
partition, a pseudode�nition of a variablemay againbemergedwith other pseudoor normal
de�nitions of that variable reaching that con
uence point.

Gen RIG() also appliessomeannotations on particular nodesand edgesin the DAG to
provide the necessaryinformation for the recovery of a destroyed value: in cases(1) and
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(2) above, node ni is annotated with the addressof � to show for which instruction n i is
generated.In case(3) above, node ni is annotated by a special select(S) operator to show
that ni is generatedfor a pseudode�nition. Also, sincea pseudode�nition cannotbedirectly
usedto recover a destroyed value (but one of the combined de�nitions represented by that
pseudode�nition can be), in case(3) above, the condition (or the predicate expression)
under which the pseudode�nition ni will be equal to the renamedvalue nj is attached asan
annotation to the edgeeij from node ni to node nj .

A node ni in the DAG can have at most one of the following attributes at a point P:
kil led, availableand partial ly-available. Noden i is killed at P if the valueof ni doesnot reach
P; ni is availableat P if the valueof ni reachesP alongall paths; and ni is partially available
at P if the value of ni reachesP along somepath controlled by a predicateexpression(i.e.,
ni is the value of a combined de�nition).

Suppose that an instruction � dest destroys the value D of a variable V at a program
partition point. Let us namethe point just beforeand after � dest as P and P0, respectively.
In order to recover D, Gen RIG() tries to �nd the reaching de�nition of V at point P
by calling Find Reaching Defs() at line 4 of Listing 3 (remember that in casethere are
multiple reaching de�nitions of V at point P, thesede�nitions are represented by a unique
pseudode�nition due to the merging operation). A de�nition cannot be found only if the
corresponding entry/en tries was/were deleted in the renaming table due to an ambiguous
memory store (seeSection5.3.2). In this case,Gen RIG() recovers D by generatingstate
saving instructions. If a de�nition can be found, on the other hand, Gen RIG() �nds in the
DAG the node that corresponds to the found reaching de�nition. Supposethat the found
node is ni . SinceD is destroyed by � dest, node ni is killed at point P0. Now, if oneor both
of the following are true at P 0, Gen RIG() can recover ni by generating the appropriate
instructions.

(a) All nj 's, where there exists an edgeni ! nj , are available and ni and nj 's are the
valuesof the operandsof an instruction � .

(b) An nj , for which there exists an edgenj ! ni , is available and all nk 's, nk 6= ni , for
which there existsan edgenj ! nk , are available aswell. Moreover, ni , nj and all nk 's
are the valuesof the operandsof an instruction � which allows n i to be extracted out
of � .

If (a) holds, ni can be recovered at P 0 by executing � without any change(i.e., by the
rede�ne technique). On the other hand, if (b) holds, ni can be recoveredat P 0 by extracting
ni out of � (i.e., by the extract-from-use technique). In addition, if any node n j that is
neededfor recovering ni is partially-available (i.e, nj is the value of a combined de�nition),
controlled by a predicate expression�, then ni might be partially recovered at P 0 (the
predicate expression� is obtained by the annotations on the edgescoming to n j in the
DAG). To recover ni totally , ni must be partially-recoverable for all values of �. In this
case,the reversecode for recovering ni will be gatedby �. If � is destroyed itself, the nodes
determining �'s value must be recovered as well. Finally, note that these actions can be
applied recursively, that is, if a node nj that is required to recover ni is killed, then ni might
still be recovered by recovering nj �rst. If the recovery of a node requires the knowledge
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of the value of an external input of the program partition under consideration,Gen RIG()
generatesstate saving instructions to recover the killed node.

5.4 Putting it all together
In this section, we summarize the detailed operations of the RCG algorithm presented
throughout Section5.

To determine the intra-partitional control 
o w, the RCG algorithm usespredicate ex-
pressionswhich are determinedfor each edgecomingto a con
uencepoint (seeSection4.2).
Predicateexpressionsfor forward edgescomingto a con
uencepoint aredeterminedby using
the labelsassignedto thoseedges(seeSection5.1). The predicateexpressionsfor backward
edgescoming to a con
uence point, on the other hand, are determinedby the loop counter
approach introducedin Section5.2.

The RCG algorithm generatesa RIG for an instruction � such that the RIG recovers the
variable(s) directly modi�ed by � . In order to recover a directly modi�ed variable, the RCG
algorithm usesa DAG (seeSection5.3.3). First, the RCG algorithm �nds in the DAG the
node for the reaching de�nition of the directly modi�ed variable (for the determination of
this node, seeSection5.3.2). Since� overwrites this de�nition, the node of this de�nition is
killed. Then, in the DAG, the RCG algorithm constructsnodesand edgesfor the operands
of � . Finally, the RCG algorithm tries to recover the killed node by using the other available
nodes in the DAG (i.e., the nodesthat have beenconstructed for the instructions scanned
before � ). For a loop, the RCG algorithm should not use the available nodes that are
constructedfor the instructions outside of the loop. If the only available nodesthat can be
usedfor the recovery of the killed nodearethe nodesthat areconstructedfor the instructions
outside of the loop, the RCG algorithm postponesthe recovery to the next iteration of the
loop provided that the total passesover the loop will not exceedthree. If the loop hasalready
beentraversedthree times, the RCG algorithm generatesa RIG which employs state saving
(seeSection4.7.1).

Let us illustrate the generationof an instruction-level reverseprogram with the example
program shown in Figure 18.

Example 5.7 Instruction-level reverseprogram generation: Figures19 and 20 show the renaming
table and the DAG, respectively, that are constructedafter two passesover the loop body (excluding
the �rst passover the whole program to generatethe PCFG the CFIs and the CG) in the PCFG of
Figure18. The renamingtable shows the analysistimestampsadjacentto a renamedvaluewhenthat
renamedvalueis generated(timestampsare shown in parenthesesin Figure18). The timestampvalue
incrementsby oneafter eachinstruction in a programpartition is scanned.For clarity, the overwritten
entriesare againshown in the renamingtable (Figure 19).

As an example,considerthe analysispoint reachedafter scanning\ lwz r 4; 0(r 2)" at timestamp`2'.
The analysis�rst �nds the reachingde�nition of r 4, r 0

4, by queryingthe renamingtable �elds which
correspond to the CFIsspannedby the incomingedgelabel [0,255]. Then, the newlygeneratedvalueof
r4, r 1

4, is enteredinto the same�elds according to the rule described in Section5.3.2: the result canbe
seenin all the r 1

4(2) entriesin Figure19. Next, a nodefor r 1
4 is constructedin the DAG and is connected

to the node m0
0 (m0 designatesthe memory location at r 1+ 8). Finally, r 0

4 shouldbe recovered.Since
r 0

4 is an input to F and F hasno instruction associatedwith r 0
4, r 0

4 hasto be recoveredby state saving.
Therefore, r 0

4 can be recoveredby the load instruction \ lwz r 4; mem2" wheremem2 is the location
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[0,255] 

[128,255]  [0,127] 

[0,255] 

(1) 

(2), (11) 

(4), (13) 

(6), (15) 

(7), (16) 

(8), (17) 

(9), (18) 

(3), (12) 

(5), (14) 

(20) 

(#): a timestamp in the analysis 

cb: conditional branch 

BB1  

BB2  

BB3  

BB4  

cb2  

cb1  

start 

addi  r2, r1, 8 

lwz  r4, 0(r2) 

cmpi r4, 97 

blt  exit 

cmpi r4, 122 

bgt  exit 

subi  r4, r4, 32 

stw r4, 0(r2) 

addi r2, r2, 4 

b loop 
exit 

[64,127] [0,63]  

(10), (19) 

(0) 

Figure 18: An examplePCFG.

  r1 r2 r4 m0 m1 

CFI 1 
0

1r (0) 

0
2r (0)

1
2r (1) 

2
2r (9)

3
2r (18)

4
2r (19) 

0
4r (0)

1
4r (2) 

2
4r (7)

3
4r (11)

4
4r (16) 

0
0m (0)

1
0m (8) 

2
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0
1m (0)

1
1m (17)

2
1m (19) 

CFI 2 
0

1r (0) 

0
2r (0)

1
2r (1) 

2
2r (10) 

4
2r (19) 

0
4r (0)

1
4r (2) 

2
4r (10)

3
4r (11)

4
4r (19) 

0
0m (0)

1
0m (10)

2
0m (19) 

0
1m (0) 
2
1m (19) 

CFI 3 
0

1r (0) 

0
2r (0)

1
2r (1) 

2
2r (10) 

4
2r (19) 

0
4r (0)

1
4r (2) 

2
4r (10) 

3
4r (11) 

4
4r (19) 

0
0m (0)

1
0m (10)

2
0m (19) 

0
1m (0) 
2
1m (19) 

Figure 19: The renaming table for the PCFG of Figure 18.

wherer 0
4 is savedin F . However, since\ lwz r 4; mem2" is not an instruction within the loop, the

loop condition mentionedin Section4.7.1 is violated(i.e., r 4 is recoveredonly for the �rst iteration of
the loop); therefore, anotherpassover the loop body is necessary. When the analysisreachesthe same
point at timestamp`11', the valueof r 4 to be recoveredis now r 2

4. Fortunately, r 2
4 can be recovered

by using internal instructionsthis time: r 2
4 hasan incomingedgefrom m1

0. Although, m1
0 is available,

r 1
2, the other node m1

0 is connectedto, is killed. However, condition (b) given in Section5.3.3 holds
for r 1

2 and thus r 1
2 can be recoveredinto a temporary register r t by using the availablenode r 2

2 and
with staying in the loop. The instruction for recoveringr 1

2 will then be \ subi r t ; r2; 4" which extracts
r 1

2 out of the addition instruction \ addi r 2; r2; 4" (the instruction \ addi r 2; r2; 4" is found by the
addressannotation on r 2

2). Now, condition (b) given in Section5.3.3 holds for r 2
4 as well, and r 2

4 can
be recoveredfor the rest of the iterations of the loop by executingthe instruction \ lwz r 4; 0(r t )." A
loop counter(r LC ) insertedinto the original code is usedfor di�erentiating betweenthe loop iterations
as explainedin Section4.7.1. Similar stepsare followed for the generationof the RIGsfor the other
instructionsas well.

After generatinga RIG, the RCGalgorithm connectsthe RIG to the previouslygeneratedRIGsby
the function CombineRIGs() (seeline 14 of Listing 1). Figure21 shows the modi�ed code on the left
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S: Annotation for the select operator (address annotations are not shown). 
Nodes generated within the loop are encircled (dotted: first pass, solid: second pass). 
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Figure 20: The DAG for the PCFG of Figure 18.

 

start 

cmpi r4, 122 
bgt exit 

subi r4, r4, 32 
stw r4, 0(r2) 
addi r2, r2, 4 

addi rLC,, rLC, 1 
b loop 

stw r2, mem1 
addi r2, r1, 8 

li rLC, 0 
stw r4, mem2 

lwz r4, 0(r2) 
cmpi r4, 97 

blt exit 

exit 

subi rLC,, rLC, 1 
subi r2, r2, 4 
addi rt, r4, 32 
stw rt, 0(r2) 

addi r4, r4, 32 

lwz r2, mem1 

cmpi rLC, 0 
bne L1  

lwz r4, mem2  
b L2 

subi rt, r2, 4 
lwz r4, 0(rt) 
cmpi rLC, 0 
bne loop 

exit 

loop 

start 

L1 

L2 

BB1 

BB2 

BB3 

BB4 

RBB1 

RBB4 

RBB2 

bne: branch if not equal 

Figure 21: The original PCFG (left) and the reversePCFG (right).

and the correspondingreversecode on the right. As explainedbefore in Section4.8, RIGsare placedin
bottom-up order, and at the boundariesof the BBs, the edgesof the original PCFG are simply inverted
by generatingthe appropriate branch instructions in the reversecode. Consequently, a join point of
edgesin the original PCFG typicallybecomesa fork point of edgesin the reversePCFG, and viceversa.
Note, however,that in this example,sincethe reverseof BB3 in Figure21 happensto be empty (since
BB3 doesnot includeanyinstructionthat directlymodi�es a registeror a memory location), the inverted
versionsof the two incomingedgesof the exit block in the original PCFG go to the samepoint in the
reversePCFG. Therefore, theseinvertededgesare mergedtogether into a singleedge. If this werenot
the case,a conditionalbranch instruction of which predicateis determinedas explainedin Section5.2
would be insertedat the end of the start block in the reversecode. 2
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Figure 22: The GUI of the debuggertool.

6 Exp erimen tal Results

We tested the RCG algorithm on an evaluation board with a PowerPC (MPC860) proces-
sor. In order to test reverseexecutionon a debuggingsession,we implemented a low-level
debuggertool with a graphical user interface (GUI) that provides debuggingcapabilities
such asbreakpoint insertion, singlestepping, registerand memory display (Figure 22). The
debuggerruns on a PC with Windows 2000. The PC is connectedto the PowerPC board
via a Background DebugMode (BDM) interface [21].

The benchmark programswe usedfor our experimentation are a Fibonaccinumber gen-
erator (FNG) with 100 iterations, a selectionsort (SSort) with 10 inputs, a 3 by 3 matrix
multiplication (MMult) and a random number generator(RNG) with 100 iterations. FNG
generatesa Fibonacci serieswhich includes 100 numbers. FNG does not write the gener-
ated numbers into memory, but calculatesthe numbers in a local variable. SSort sorts 10
numbers which are input to SSort in an array. SSort is an in-place sort algorithm. In other
words, the numbers in the input array are sorted within the input array. This meansthat
SSort does not allocate any additional temporary storageto sort the input data. MMult
multiplies two 3 by 3 integer matrices that are input to MMult asarrays and writes the re-
sulting matrix into another array. Finally, RNG generates100pseudorandom numbers in a
sequence.Similar to FNG, RNG doesnot usemain memory to keepthe generatednumbers.
All of the benchmarks are written in the C programming language.In order to compile the
benchmarks for the PowerPC 860, we used a compiler from Tasking, Inc. [27]. Note that
we compiled each benchmark using standard optimizations such as commonsubexpression
elimination, constant propagation, constant folding, deadcode elimination, strength reduc-
tion and global register allocation. Therefore, in our experimentation, the RCG algorithm
generatesan instruction-level reverseprogram for each benchmark by using optimized as-
sembly code as input to the RCG algorithm. Table 1 depicts the sizeof each benchmark in
terms of the total number of lines of C and the total number of assembly instructions.

In order to comparethe performanceof the RCG algorithm againstthe previousstatesav-
ing techniques,wehad to expandthe previoustechniquesto support instruction-level reverse
execution. Someof the previous techniques introduced in Section 3 are not applicable for
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Table 1: The sizesof the benchmarks.

 FNG SSort MMult RNG 

#C lines 12 16 18 14 

#assembly instructions 15 37 59 35 
 

instruction-level reverseexecutionat all (e.g., sourcecode transformation). The applicable
ones,onceexpandedto support instruction-level reverseexecution,are converted into either
saving the modi�ed processorstate beforeeach instruction (i.e., incremental state saving)
or saving the modi�ed processorstate beforeeach destructive instruction (i.e., incremental
state saving for destructive instructions).

Table 2: Memory overheads.

 FNG SSort MMult RNG 

ISS 1.6 kB 1.9 kB 1.9 kB 8.8 kB 

ISSDI 1.2 kB 1.5 kB 1.1 kB 5.6 kB 

RCG algorithm 0.004 kB 0.6 kB 0.2 kB 0.8 kB 
 

Table 3: Time overheads.

 FNG SSort MMult RNG 

ISS 109 % 107.3 % 132.4 % 146.4 % 

ISSDI 85.4 % 90.7 % 84.3 % 100.8 % 

RCG algorithm 13.4 % 38.9 % 28.6 % 20.6 % 
 

Tables 2 and 3 show memory and time overhead results of the RCG algorithm, the
ordinary incremental state saving (ISS) and incremental state saving for only destructive
instructions (ISSDI). The memory overheadmeasurements were performedin the following
way: For ISS and ISSDI, we calculated the program points where state saving is needed
with each benchmark and we instrumented each benchmark with memory store instructions
which save state at the calculated points. Then, we applied the RCG algorithm to each
original benchmark in order to obtain the modi�ed benchmarks instrumented with state
saving instructions at necessarypoints for the RCG algorithm as well. For time overhead
measurement, we usedthe decrementer counter of the PowerPC 860processor(the PowerPC
860 provides a decrementer counter which is decremented by one at a certain number of
processorcycles). First, we ran each benchmark without any instrumentation and noted
the execution time (in number of processorcycles) using the change in the decrementer
counter. Then, we ran modi�ed benchmarks instrumented only with the necessarystate
saving instructions and noted the executiontime (in number of processorcycles)in the same
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Figure 23: Memory overheadcomparison.
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Figure 24: Time overheadcomparison.

way. Finally, we calculatedthe time overheadfor each benchmark by taking the di�erences
between the noted execution times with instrumentation and the noted execution times
without instrumentation.

Figures 23 and 24 show memory and time overheadcomparisons,respectively, between
the RCG algorithm, ISS and ISSDI. The results indicate that the RCG algorithm achieves
from 3.17X to 400X and from 2.5X to 300X reduction in memory overhead as compared
to ISS and ISSDI, respectively (Figure 23). Furthermore, the RCG algorithm achieves an
averageof 5.7X and 4.1X reduction in execution time of the benchmarks when compared
to ISS and ISSDI, respectively (Figure 24). For the RCG algorithm, the relatively higher
memory and time overheadsthat result from the measurements with SSort as comparedto
measurements with the other benchmarksaremainly dueto ambiguousmemorystoresSSort
uses. Theseambiguous memory storeshappen becausethe individual array elements that
SSortoverwritesduring a sort operation dependson the initial orderingof the array elements.
On the other hand, memoryand time overheadsencountered with the RCG algorithm during
the executionof FNG only comefrom the loop counter inserted within the FNG loop. For
this reason,a much bigger (300X - 400X) overhead reduction is achieved with the RCG
algorithm as comparedto previousapproaches.
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7 Conclusion

In this report, a new reverseexecutionmethodology for programsis introduced. To realize
reverseexecution, the methodology generatesa reverseprogram from an input program by
a static analysisat the assembly level. The methodology is new becausestate saving can
be largely avoided even with programs including many destructive instructions. This cuts
down memory and time overheadsintroduced by state saving during forward execution of
programs. Moreover, the methodology provides instruction by instruction reverseexecution
at the assembly instruction level without ever requiring any forward execution of the pro-
gram. In this way, a program can be run backwards to a state as closeas one assembly
instruction beforethe current state.

Sincegenerationof the reverseprogram is performed from the assembly instructions of
a program, the methodology introducedin this report provides reverseexecutioncapability
for programswithout sourcecode. Also, sinceboth the forward code and the reversecode
are executedin native machine instructions, theseexecutionscan be performedat full speed
of the underlying hardware.
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APPENDIX A

We have already stated that the generatedreversecode only recovers memory or register
valuesthat aredirectly modi�ed by the instructions and haveexplainedhow this is performed
in the report. The remaining memory and register values that are not recovered by the
generatedreversecode are thosevaluesthat are indirectly modi�ed by the instructions. In
this Appendix, we answer how we take careof the e�ects of indirectly modi�ed memoryand
register values.

A value modi�ed by an instruction is directly modi�ed if the memory location or the
register holding the value appears as an operand of the instruction; otherwise, the value
modi�ed by the instruction is indirectly modi�ed. As an example,while the target operand
of an \xor" instruction is directly modi�ed by the \xor" instruction, a branch condition
registermay be indirectly modi�ed by a \compare" instruction even if the branch condition
register may not be an operand of the \compare" instruction.

Let us designatethe set of instructions of a processorP with I . We de�ne a set, say E
(E � I ), of instructions of P such that the outcomeof an instruction in E doesnot depend
on any indirectly modi�ed memory location or registerbut only on that instruction's source
operands which are directly modi�ed by other instructions in I . The set of instructions
outside of E, designatedas E 0 (E 0 � I ), on the other hand, are a�ected by indirectly
modi�ed memory and/or register values.

Example A.1 Considerordinary integeraddition and conditionalbranch instructions. The outcome
of an ordinary integeraddition instruction suchas\ add r 1; r2; r3" in a programis only a�ected by the
valuesof r 1 and r 2 both of which are directly modi�ed by other instructionsin the program. Therefore,
an \add" instruction is an elementof E . On the other hand, the outcome of a conditional branch
instruction suchas \bne target" may depend on the valueof a branch condition registerwhich might
be indirectly modi�ed by a compare instruction. Therefore, a conditional branch instruction may be
includedin E 0. 2

Thus, we can omit the reversecode generation for the recovery of indirectly modi�ed
valuesif we can correctly undo the instructions in E 0.

Therefore, the instructions in E 0 are specially treated as follows: Let us assumethat
the outcomeof an instruction � dependson the value V of an indirectly modi�ed memory
location or register. Also, assumethat an instruction, say � , computesV indirectly. Then,
whenever � is to be reverseexecutedalone,the debuggertool reevaluatesV by re-executing
the instruction � in the background. If the instruction � hasdependencieson other memory
and/or registervalues,thoseregisterand memoryvaluesarerecoveredinto temporariesprior
to reevaluation of V . Let us explain this in the following example:

Example A.2 Considerthe following instructionsequence(the numbersin the parenthesesshow the
programpoints):

(1)
cmp r 12, 100
(2)
bg L1
(3)
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The outcomeof the conditional branch instruction dependson the value of the branch condition
registerwhich does not appear as a sourceoperand of the conditional branch instruction and which
is indirectly modi�ed by the compare instruction. Wheneverthe programmer reverseexecutesthe
programfrom point (3) to point (2) (i.e., the conditionalbranchinstruction is reverseexecutedbut the
compare instruction is not), the debuggertool re-executesthe compare instruction in the background.
This guaranteesthat when the program is forward executedfrom point (2) on, the outcome of the
conditionalbranchinstruction will always be the same,evenif the valueof the branchconditionregister
hasbeenmodi�ed prior to reverseexecution.2
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