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ABSTRACT

Thereexist several applicationsof sensometworks wherereliabil-
ity of datadelivery canbe critical. While the redundang inherent
in a sensometwork might increasethe degreeof reliability, it by
no meanscanprovide ary guaranteedeliability semanticsin this
paperwe considerthe problemof reliablesink-to-sensordatade-
livery. We rst identify several fundamentathallengeghat need
to beaddressedandareuniqueto a wirelesssensometwork envi-
ronment.We thenproposea scalableramework for reliabledown-
streamdatadelivery thatis speci cally designedo both address
andleveragethecharacteristicef awirelesssensonetwork, while
achiezing thereliability in anef cient manner Throughns2based
simulationswe evaluatethe proposedramenork.

Categoriesand Subject Descriptors

C.2.2[Computer-Communication Networks]: Network Proto-
cols, WirelessCommunications

General Terms
Algorithms, Design,Reliability, Performance

Keywords

WirelessSensometworks, Reliable TransportProtocols,Sink-to-
SensorsReliability, Enegy Conseration

1. INTRODUCTION

In this paper we considerthe problemof reliable downsteam
point-to-multipointdata delivery, from the sink to the sensorsin
wirelesssensometworks (WSNs). The need(or lack thereof)for
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reliability in a sensometwork is clearly dependentiponthe spe-
ci ¢ applicationthesensomnetwork is usedfor. Considerasecurity
applicatiorwhereimagesensorsrerequiredto detectandidentify
the presencef critical targets. Giventhe critical natureof the ap-
plication, it canbe arguedthat ary messagdrom the sink hasto
reachthe sensorseliably.

Now, for this securityapplicationthe sink may sendone of the
following threeclasse®f messagesll of which have to delivered
reliably to the sensors:(i) If the underlyingnetwork is composed
of recon gurablesensors, the sink maywantto senda particular
(sayupgraded)magedetection/processingpftwareto thesensors.
We referto suchmessageascontol code (ii) Next, thesink may
have to senda databasef tamgetimagesto the sensorsto helpin
the imagerecognitiontriggeredby subsequengueries. We refer
to suchdataasthe query-data (iii) Finally, the sink may sendout
oneor morequeriesrequestingnformationaboutthedetectiorof a
particulartarget. The sensorcanthenmatchtargetsdetectedvith
thepre-storedmagesandresponcdaccordingly

The problemof reliabledatadelivery in multi-hop wirelessnet-
worksis by itself not new, andhasbeenaddressetby several ex-
istingworksin thecontext of wirelessad-hocnetworks[13]. How-
ever, suchapproachedonotdirectly applyto asensoernvironment
becausef threeuniquechallengesmposedby thefollowing con-
siderations: (i) Environmentconsideations: The constraintam-
posedby a WSN ervironmentis substantiallydifferentfrom those
imposedby othertypesof multi-hopwirelessnetworks. A few ex-
amplesincludethe limited lifetime of network nodesthe scarcity
of thebandwidthandenegy, andthe sizeof the network itself. (ii)
Messae consideations: While mostapproachefor groupreliable
transportover multi-hop wirelessnetworks in relatedwork con-
siderlarge sizedmessageg¢spanningsereral paclets), mostmes-
sagesn asensomnetwork mightbesmallsizedqueries Thisraises
fundamentalssueson whatkind of lossrecorery schemeganbe
employed. (iii) Reliability consideations: The notion of reliability
thatis traditionally prevalentis thatof a simple 100%reliabledata
delivery. However, WSNsmight requireothernotionsof reliabil-
ity rangingfrom reliable delivery to only a sub-rgion of the net-
work to partial probabilisticreliability for scoped-resolutiobased
querying.

In this paperwe addressheabove challengesindpresentnap-
proachcalledGARUDA? thatprovidesreliablepoint-to-multipoint
datadelivery from the sink to the sensors.GARUDA is scalable
with respecto the network size,messageharacteristicdpssrate,

1Sensorshatcanoperatan oneof severalmodesof operation.
2 A mythologicalbird thatreliably transportedyods.



Figure 1: Typesof reliability semantics

andreliability semanticsandconsistf thefollowing elementsas
the cornerstonesf its design: (i) an ef cient pulsingbasedsolu-
tion for reliableshort-messageelivery; (ii) avirtual infrastructure
calledthe core thatapproximates nearoptimal assignmenof lo-
cal designatedseners, which itself is instantaneouslgonstructed
duringthe courseof a singlepaclet ood; (iii) atwo-stageNACK
basedecovery procesghateffectively minimizesthe overheadof
theretransmissioprocessandperformsout-of-sequencérward-
ing to leveragethe signi cant spatialre-usepossiblein a WSN;
and (iv) a simple candidag basedsolutionto effectively support
thedifferentnotionsof reliability thatmightberequiredin aWSN.
We shav throughboth macroscopicand microscopicresultsthat
GARUDA shaws greatpromisein termsof its performance.
Therestof thepaperis organizedasfollows: Section2 motivates
the problemof downstreantreliability, identi es thekey goals,and
discusseshe challengesassociateavith realizingthe goals. Sec-
tion 3 describeghe variousdesignelementin GARUDA frame-
work, while Section4 presentghe proposedrameavork approach
for achiezing downstreanveliability to all sensors.Section5 de-
scribesthe framework for supportingthe reliability variants. Sec-
tion 6 compareghe performancef the proposedrameavork with
that of existing approachesSection7 discusseshe relatedworks
for providing reliability in sensometworks andotherrelatedenvi-
ronmentsFinally, Section8 concludeghepaper

2. PROBLEM DEFINITION AND
CHALLENGES

The problemaddressedh this work is that of reliable sink-to-

sensorglowvnstreandatadeliveryin wirelesssensonetworks(WSNs).

We restrictthe focusof the work to WSNswith a singlesink and
staticsensorsandassumehatthe lack of communicatiorreliabil-
ity canbe dueto variousreasonsuchasrandomwirelesserrors,
congestionpr otherfailures. The problemscopeincludestackling
the diversereliability semanticghat might be requiredin WSNs.
Thegoalis thusto achieve reliability while minimizing bandwidth
usageenegy consumptionanddelay with the solutionnot only
addressingheuniquecharacteristicef WSNs,but alsoleveraging
themwhereappropriate.

2.1 Challenges

We now presenthe fundamentathallengeshatneedto be ad-
dressedor providing effective downstreanteliability in WSNs:

2.1.1 EnvironmentConstaints:

Therearetwo primarylimitationsin aWSN thatneedto betack-
led to provide effective downstreanmdatareliability: (i) bandwidth
andenegy constraintsand(ii) frequentodefailures.

The bandwidthandenegy constraintanay be tackledby mini-

mizing the amountof retransmissioroverheadgo ensurereliabil-
ity. Thisin turnwill reduceboth bandwidthandenegy consump-
tion dueto thereliability process.The pronenesso nodefailures,
on the other hand, shouldbe tackledby not relying on statically
constructednechanismgsay a broadcastree)thatdo notaccount
for thedynamicsof thenetwork. Notethat“dynamic” mechanisms
that periodicallyrefreshary constructionsrenot desirableasthe
overheadslueto thereliability processhave to be minimizedtoo.

Anothercharacteristiof thetargetervironmentthatneedso be
accountedor is the scaleof the network. WSNscanbe expected
to be of alarge scalein termsof the numberof nodes,andhence
the diameterof the network. This in turn meansthat thereis a
tremendousamountof spatial reusepossiblein the network, that
shouldbe tappedfor achiezing the bestcapacity andhencedelay
However, the speci c lossrecorery mechanisnusedmay severely
limit suchspatialre-useaswe elaboraten the next section.

2.1.2 ACK/NACK Paradox:

While the previous challengewaswith regardto the constraints
imposedby the ervironment,this challengestemsfrom the con-
straintsimposedby typical messageypesthat canbe expectedto
usethe downstreamreliability. While the query-dataand control
codecanbeexpectedo beof non-trivial messagsize,queriepose
auniqueproblembecaus®f their shortmessagsizes.

Negative acknavledgmentgyNACKSs) arewell establishecgsan
effective lossadwertisemenmechanisnin multi-hopwirelessnet-
worksin particular andgroupcommunicatiorin generabslongas
the lossprobabilitiesare not inordinatelyhigh. However, NACKs
cannothandlethe uniquecaseof all pacletsin a messagéeing
lostata particularnodein thenetwork. Sincethenodeis notaware
thatamessagés expectedjt cannotpossiblyadwertisea NACK to
requestretransmissions.

If themessagsizesarelarge,the probabilityof all pacletsin the
messag@otarriving atanodewill benggligible. But, for message
typeslike querieswhereit is very reasonabléo expectmessages
to be merely a few pacletslong (if at all), the probability that a
nodedoesnot receire ary paclet in a messageas non-ngligible,
andhencehasto beexplicitly tackled.

While anACK basedecovery schemewnould addresghe prob-
lems, its otherde ciencies(in termsof ACK implosion) however
clearlyprohibitit from beingused.

Finally, revisiting the issueof tappingspatialre-use,a NACK
basedossrecorery schemewill inherentlyrequirein-sequencéor-
warding of databy nodesin thenetwork to preventaNACK implo-
sion[15]. Thiswill clearlylimit the spatialre-useachievedin the
network.

2.1.3 Reliability Semantics:

Our nal discussionis on constraintsthat are imposedby the
notionof reliability thattypical WSNswill require.

Two characteristicthatareinnateto aWSN ernvironmentarelo-
cationdependengcandredundang in deployment.A querycanbe
locationdependersuchas’Sendtemperatureeadingfrom rooms
X, Y,andZ". At thesametime, theredundanteploymentof sen-
sorsin the eld meanghatin orderto getreliablesensingnforma-
tion, it is notnecessarjor all sensorsn the eld to reliably deliver
theirlocally sensedlatato thesink. Furthermorea sink mightalso
chooseo reliably deliveramessagenly to a probabilisticfraction
of theentirenetwork, sayaspartof asensingstratgy thatinvolves
incrementallyincreasingesolution[5].

We thusde ne the reliability semanticghat canbe requiredin
WSNsbasedon the above characteristicsWe classifythe reliabil-
ity semanticdnto four cateyories: (i) deliveryto the entire eld,



which is the default semantics(ii) deliveryto sensos in a sub-
region of the eld, which is representate of location basedde-
livery, (iii) deliveryto sensos sud that the entire sensingeld is
covered whichis representatie of redundang awaredelivery, and
(iv) deliveryto a probabilisticsubsebf sensos, which corresponds
to applicationghatperformresolutionscoping.

Figuresl(a)-(d)illustratecateyories(i) through(iv) respectiely.
Thus, ary reliability solutionshouldnot only supportthe default
reliability semanticshut alsothe othertypesof semanticghatare
uniqueto wirelesssensolernvironments.

3. GARUDA DESIGN ELEMENTS

In thissectionwe presenanovervien of GARUDA'sdesigrthat
explicitly tacklesthe challengeddenti ed in Section2. The cen-
terpieceof GARUDA's designis an instantaneouslgonstructible
loss recovery infrastructurecalled the core.  The core is an ap-
proximationof the minimumdominatingset(MDS) of thenetwork
sub-grapho which reliablemessageelivery is desired While us-
ing the notionof a MDS to solve networking problemsis not new
([11]), the contrikutionsof this work lie in establishinghefollow-
ing for the speci c target environment: the relative optimality of
thecore for thelossrecovery processhowthe core is constructed
howthecoreis usedfor thelossrecorery, andhowthecoreis made
to scalablysupportmultiplereliable semantics

We presenta core constructiomapproachhatconstructghe core
duringthecourseof asinglepaclet ood, andproposeatwo-phase
lossrecovery stratgy that usesout-of-sequencérwarding andis
tailored to satisfy our basic goals of minimizing retransmission
overheadsand minimizing delay Finally, we shov how a simple
candidacybasedapproacHor core constructiorcanmake the core
scalablysupportmultiple reliability semantics.

The secondcornerstoneof the GARUDA designis a pulsing
basedapproachto deliver a single paclet reliably to all the net-
work nodes. Recallthe trade-ofs identi ed in Section2 for reli-
abledelivery of short-messagesSince GARUDA canensurethe
reliable delivery of the rst paclet of messagesf ary size,it is
no longervulnerableto the all padetslost problemthat straight-
forward NACK basedschemesare susceptibleto. This enables
GARUDA to tap the advantagesof NACK basedschemesbut at
thesametime avoid ary pitfalls thatconsequentharise.

In the restof the section,we provide high level overviews of
eachof theabove componentskFor the sale of clarity, we startwith
discussingthe detailsaboutthe core infrastructurein GARUDA.
We assumehatthe rst pacletis reliably deliveredfor the initial
discussions.Then,in Section3.4, we presentthe detailsof how
GARUDA achievesreliable rst pacletdelivery.

3.1 LossRecovery Servers: Core

GARUDA usedocal anddesignatedossrecoveryservesin its
lossrecovery process.The motivation for localizedrecovery - re-
ducingbottlenecksat the (otherwise)on-localseners,andreduc-
ing recoverytime, anddesignatedeners- preventingunnecessary
redundantetransmissionby neighborsupona retransmissiome-
quest,have beenwell establishedn relatedwork ([3]), andwe do
notdelve furtherinto the motivationin theinterestof space.

Thecorein GARUDA thusformsthesetof local designatedbss
recovery senersthathelpin the lossrecorery process.The chal-
lengeshathenceariseare(i) how shouldthe corenodesbechosen
in orderto minimize retransmissiormverheads?and (i) how can
thecore beconstructedn amannethatis appropriatdor thelimit-
ing characteristicgdynamictopologychangedueto nodefailures)
of thetargetenvironment?

Ideally, the coredesignatiorshouldbe doneon a perpaclet ba-

sis basedon the loss patternexperiencedduring the paclet deliv-
ery. Oncethe loss patternis known, performingoptimaf sener
designatioreducego thewell known minimumset-cwer problem
(MSC) [6]. While the solutionto the set-cwer problemis ideal, it
is obviously not a feasibleonefrom the standpointof performing
sucha coredesignatioron a perpaclet basis.

GARUDA, instead performscoredesignatioron a permessage
basié, andindependentf the losspatternsof the paclets. It des-
ignateslossrecovery seners by dynamicallyelectinga subsetof
the nodesin the network as core nodesfor eachmessagealeliv-
ery. While the core is thusnot optimalfor eachpaclet losspattern
(doesnot approximatehe minimumsetcover for thelosspattern),
it approximateshe minimumdominatingset(MDS) [2]. If we as-
sumea uniform distribution for the placemenbf sensomodes,it
canbe shavn thatthe approximationof the minimum dominating
setusedin the constructionof the core approaches worst case
ratio of ¢Stk to a polynomialtime approximationof the
MSC structurefor ary losspatternwherep is the lossprobability
(0< p 1), andn isthetotal numberof nodesn the network.

3.1.1 Instantaneoug€ore Construction

In GARUDA, thecoreis constructedisingthe rst pacletdeliv-
ery. Thereliabledeliveryof the rst pacletdetermineshehop.count
of the nodein the network, which is the distanceof the nodefrom
thesink. A node,which hasa hop.countthatis a multiple of three,
electsitself asa coreif it hasnot heardfrom ary othercorenode.
In thisfashionthecoreselectiorprocedurepproximatesheMDS
structurein a distributed fashion. The uniquenes®f the core in
GARUDA lies in thefollowing characteristics(i) the core is con-
structedusing a single paclket ood, more speci cally during the
ood of the rst paclet; and(ii) thestructureof thesensonetwork
topology (with sensorplacedat x ed distancedrom the sink) is
leveragedfor moreef cient, andfair core construction.Note that
suchaninstantaneousonstructiorof thecorenodesduringthe rst
paclet delivery of every new messagaddresseary vulnerability
in thenetwork in termsof nodefailuresoccurringatthegranularity
of amessageWe deferthediscussiorof how ourapproacthandles
nodefailuresoccurringduringamessagéransmissiorno Sectiord.

3.2 LossRecovery Process

3.2.1 Out-of-sequencéorwarding with A-map prop-
agation

In GARUDA, anout-of-orderforwardingstratey is usedwhile
forwardingpacletsasopposedo anin-sequencérwardingscheme.
A key drawbackof thein-sequencéorwardingstratay is thatpre-
ciousdownstreanmetwork resourcesanbeleft underutilizedwhen
forwardingof highersequencaumbermpacletsis suppresseih the
eventof aloss. An out-of-sequencéorwardingon the otherhand
can overcomethis problemas nodesthat have lost a paclet can
continueto forwardary higher(or lower) sequencaeumberpaclets
thatthey might have received. However, suchanapproactcanpo-
tentially leadto unnecessarfACK implosion,wheredownstream
nodeswill issueachainof NACK requestdor holesdetectedn the
sequencef pacletsreceved,evenwhentheconcernegaclketsare
notavailable.

To inhibit suchunnecessargetransmissiomequestsGARUDA
usesa scalableA-map (Availability Map) exchangebetweencore

3In termsof the numberof retransmissioneequired.
“Performingdesignatiorat ary larger time granularitywill com-
promisethe goal of addressingietwork dynamicsand supporting
differentreliability semantics.



nodesthat corveys meta-leel informationrepresentingvailabil-
ity of pacletswith bits set. Any downstreamcorenodeinitiatesa
requestfor a missingpaclet only if it recevesan A-mapfrom an
upstreantorenodewith the correspondingpit set. Thecore recov-
ery phasen GARUDA is highly ef cient asthe corenodesnitiate
requestonly whenthey aresureof anupstreantorenodehaving
aparticularpaclet. While the overheadassociatedavith the A-map
is an obvious concern,the performanceresultsfor GARUDA in
Section6 take into accountthe A-map overhead,and henceary
improvementshovn areafteraccountingor the A-mapoverhead.

3.2.2 Two-staje LossRecwery

Oncethecoreis constructedtheframevork emplo/s atwo-staye
recoveryprocesghat rst involvesthe corenodesrecoveringfrom
all lostpaclets,andthentherecovery of lostpacletsatthenon-core
nodes.Thereasondor usingtwo-stagerecovery arethreefold: (i)
the numberof non core nodeswill be a substantiaportion of the
total numberof nodesin the network, and henceprecludingary
contentionfrom themis desirable;(ii) whenthe core nodesper
form retransmissionfor othercorenodes holescorrespondingo
asinglepacletamonga corenodes neighboravould alsobe lled
with a single retransmissionand (iii) whenonly the core nodes
areperformingretransmissionduringthe secondhasedueto the
natureof the core (ideally, no two corenodesarewithin two hops
of eachother),the chancedor collisionsbetweerretransmissions
from differentcorenodesareminimized.

LossRecweryfor Core Nodes Therecovery procesdor the

corenodesis performedin parallelwith the underlyingde-

fault message-forerding. This is donein orderto ensure
that the core nodesreceve all the pacletsin a messageas
quickly as possible. This parallel recovery processfor the

core nodesdoesnot increasethe contentionin the network

signi cantly becausehefractionof corenodesis very small

comparedo thetotalnumberof nodesn thenetwork, andall

requestandretransmissionareperformedasunicasttrans-
missionsto the nearesupstreantorethathasa copy of the
lost paclet.

Lossrecoveryfor Non-coe Nodes The seconcbhaseof the
lossrecovery startsonly whenanon-corenodeoverhearsaan
A-mapfrom the corenodeindicatingthatthe corenodehas
receved all the pacletsin a message.Hence,the second
phaseof the lossrecovery doesnot overlapwith that of the
rst phasen eachlocal area preventingary contentiorwith
thebasic ooding mechanismandwith the rst phaseecor-
ery.

While thetwo phasdossrecovery canpotentiallyincreasdateng,
we shaw in Section6 thatthe proposedramework incursalateny
whichis in factsigni cantly smallerthancompetingapproaches.

3.3 Multiple Reliability Semantics

In this section,we outline brie y how the core constructioncan
besimplymodi ed to accounfor themultiple reliability semantics
identi ed in Section2. We rst assumewithoutlossof generality
that a given instanceof reliability semanticswill requirereliable
delivery to a subsetGs of the nodesin the underlyinggraphG.
Considerthe subsetGs to consistof K componentswhereeach
componentis connectedput the componentghemseles are not
connectedwvith eachother The desiredinfrastructurefor sucha
settingwill entailthecomputatiorof theMDS for eachcomponent,
andconnectinghe componentdackto the sink usinga travelling
salesmarpath (TSP) if bandwidthcostswerethe optimizationcri-
terion[14].

Figure 2: CorestructurewhentargetsubgraphGs G

GARUDA usesa simpler but reasonablyeffective, technique
of computingthe individual MDSs and connectingthem back to
the sink using an approximationof the shortestpath tree (SPT).
While this may incur additionalbandwidthcosts,notethatit will
have thebene t of betterdelaypropertiesjn additionto beingim-
plicitly constructibleaswe describein Section5. Figure2 shows
GARUDA's solutionthat nds the minimumdominatingsetwithin
eachpartition andapproximateshe SPTconnectingall minimum
dominatingsets(MDS) to the sink.

TheMDS within eachcomponents constructedvith minorchanges

to the core constructioralgorithmthat merelyinvolvesnodesem-
ploying a candidacycheckbefore participatingin the core con-
structionalgorithm. The candidag checkis wherenodes,upon
receving the rst paclet, determinewhetheror not they belongin

thesubseiGs. NodesoutsideGs but requiredfor the construction
of the SPT are inductedinto the core structurethrougha forced
candidacymechanism.

3.4 Reliable Single/First Packet Delivery

Thusfar, we have discussedhe detailsof the core infrastructure
in GARUDA, assuminghatthe r stpadetis deliveiedreliably to
all nodesin thenetwork In therestof the section,we outline how
such rst pacletreliability is achieved.

SinceNACK basedrequestschemeslo not sufce for a single
pacletdelivery (or whenall pacletsin amessagarelost) without
ary support,we consideran ACK basedschemeasan alternatve
justfor the rst paclet’. However, suchanapproactwill still incur
theundesirableACK implosionproblemidenti ed in Section2.

GARUDA addressethereliabledelivery of the rst pacletusing
a Wait-for-Fir st-Padket (WFP) pulse,which is a small nite series
of shortdurationpulseswherethe seriesis repeategeriodically
Thepulsehasanamplitudethatis muchlargerthanthatof aregular
datatransmissionandaperiodthatis signi cantly smallerthanthat
of aregulardatatransmissionThe uniquepropertyof the pulseis
thatary receving node,irrespectve of whetherit is currentlyidle
or receving a regular datapaclet, cansensethe pulsedueto the
pulses speci c amplitude/periodharacteristics.

Whenasinkwantsto sencthe rst paclet,thesinktransmitshe

nite seriesof WFP pulseon a periodicbasis. The sensomodes
within the transmissiorrangeof the sink, uponreceptionof the

pulses,also start pulsing with the sameperiodicity betweentwo

seriesof pulsesandthis processs repeatedintil all the nodesstart
pulsingin anticipationof the receptionof rst datapaclet. The

®Note that as long as one of the paclets is deliveredto every
nodewith sufcient informationaboutthe messagde.g. length),
aNACK basedschemeanbesuccessfullyusedto provide guaran-
teedreliability.



sinkafterpulsingfor a nite duration(soasto ensurehatthepulses
have propa@tedacrossmultiple hopsin thenetwork), transmitshe
rst pacletasaregulardatapaclettransmissiorandstopssending
ary further WFP pulses. Every sensoruponreceptionof the rst
paclet alsoperformsthe samesetof two actions.

Essentiallythe WFPsignalsenestwo purposes(i) it allowsthe
sink to inform the sensorsaboutan impendingmessagéhat has
reliability requirementsand (ii) it enablessensorgo requestfor
retransmissionwhenthey do notreceve the rst paclet success-
fully. It mightappeathatresourceonstrainegensorganbeover
loaded,n termsof enegy consumptionandcost,with theaddition
of the pulsingmechanismHowever, we arguethatthe additionof
the WFP signalalleviatesseveralproblemsassociatedvith reliable
messageelivery, andcanin factprovide bene tsthatfaroutweigh
thecosts.

Brie y, (i) sincetheWFPpulseis justusedto indicatethearrival
of animpendingnew transmissionjt requiresa simpler modula-
tion schemethan the default datatransmissionsnd, is more ro-
bustto fadingeffects;(ii) themessagadwertisemenschemausing
WEFP pulsesis inherentlyrobust to collisions, asthe collisions of
WEFP pulsewith othersuchpulsesor datatransmissionsloesnot
preventsensordiearingthe WFP pulsesrom inferring theimpend-
ing messagéransmissior{they still will sensehatthe WFP pulses
arebeingsent)[4]; (iv) unlike in the ACK basedschemewhere
the ACK implosioncanadwerselyimpactthe datatransmissionsis
they do not scalewell to increasingnumberof nodesin the net-
work, the WFP pulsesenesasanimplicit NACK and (becausef
theirsmallwidth) interfereso avery minimal extentwith theregu-
lar datatransmissionsand(v) theenegy consumptiorof the WFP
pulseis signi cantly smallerthanthat of a regular datatransmis-
sion, thusrenderingary additionalenegy consumptiorto be far
lessthanthe actualenegy savingsbecausef the otherbene ts°.

4. GARUDA FRAMEW ORK

Thedetailsof the GARUDA framework is presentedh this sec-
tion assuminga simpleunderlying ooding mechanismHowever,
GARUDA canaswell be integratedwith the ooding schemeit-
self. We assumehat every incoming ooded paclet is passedo
GARUDA if it is partof amessag¢hatrequiresreliability.

Thedifferentcomponentsf GARUDA areexplainedin thechrono-

logical orderthat they occurwhena reliable messages ooded.
Hencewe rst describethedetailsof GARUDA's pulsebasedsin-
gle pacletdelivery mechanismandthengo onto describethecore
constructionandlossrecovery procedures.Note that the reliable
singlepaclet delivery is leveragedor the instantaneousore con-
struction.

4.1 Single/First Packet Delivery

—
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Figure 3: Transmissiontime of Wait-for-First-Packet pulse

5We pro le the enepy savings throughthe useof WFP pulsesin
Section6.

4.1.1 WFPPulseTransmission

SinceaWFPPulsecanberegardedasashortperiodsignalwhich
doesnot include ary information, the transmissiorperiod of the
WEFP pulseis signi cantly smallerwhencomparedo thetransmis-
siontime Tp requiredfor a regular datapaclet. Also, twice the
regulartransmissiompower is usedto transmitthe pulsego achieze
arelative amplitudeof 3dB attherecever (with respecto adefault
reception).Thedetectiorof aWFPpulseatareceveris donebased
on a simpleenegy detectionstratgy thatmonitorschangesn the
amplitudeof the enegy of the incomingsignal, andthe duration
of ary suchchanged4]. Note thatthe changesn enegy canbe
detectecbvenat receverswhoselocal channeis busywith anon-
goingdatatransmissionTheonly nodesthatcannothearthe WFP
pulsesarethosethat arenot listening (eitherin transmitmode,or
in apowerdovn mode).

To increasethe robustnessf the pulsedetection,every set of
pulsetransmissiomncludesp pulsedransmittecconsecutiely within
aperiodTp (Tp << Tp). Figure3 shonvsthetransmissiorscheme
for the WFP pulse.Hence receversinfer anincomingWFPsignal
only afterdetectingp pulses.

Thebasic(andtheonly required)mechanisnfor WFP pulsingin
GARUDA doesnot useary carriersensingandhenceis referred
to asforced WFP pulsing This ensureghat nodesthat needto
transmitthe WFP (eitheras an adwertisemenor a NACK for the

rst paclet) cando sowithouthaving to suffer from ary MAC layer
stanation problems.However, suchtransmissionslearlyincrease
the chancedor collisionswith regular datapaclet transmissions,
andhenceareperformedwith a periodTs, whereTs >> Tp.

However, theforcedpulsingin GARUDA is complimentedvith
acarriersensingpasedNFP, andadatapaclet piggybackinghased
adwertisemenschemeahatreducetheimpactof theforced WFP'.

5
S ([ — .

|

. i 5
\

Il .

Figure 4: Example for Single/First packet delivery

4.1.2 FirstPadcketDeliveryin GARJDA

Thedeliveryprocedurdor thesingle/ rst pacletconsistof three
modes:(1) theadwertisementvhich noti es theensuingsingle/ rst
paclet to all nodeswith the forced WFP pulses;(2) the delivery
which sendghesingle/ rst paclet throughsimpleforwarding;and
(3) therecovery which sendSNACKs usingWFP pulsesto request
for retransmissioinf thesingle/ rst paclet.

Figure 4 shavs the basic procedureof the single or the rst
paclet delivery with a simpletopology Whena sink wantsto ini-
tiate a reliable single/ rst paclet delivery, it sendsa setof forced
WEFP pulseswithout sensingthe wirelesschannel. When neigh-
boring sensorshearWFP pulses,they senda setof forced WFP

But notethatthe guaranteeof reliable rst pacletdeliveryis pro-
videdonly by theforcedWFPR



pulsesimmediately After a deterministicperiodthatis setbased
on the diameterof the network, the sink transmitsthe single/ rst
datapaclet subjectto the mediumaccesschemede.g. CSMA).

If thenodeA recevesthesingle/ rst paclet, it changests oper
ationfrom theadwertisementnodeto thedelivery modeby halting
the WFP pulses,and by sendingthe single/ rst datapaclet after
carriersensing. However, if the single/ rst paclet is lost, nodes
will continueto transmitthe WFP pulseswhichin turn triggerre-
transmissionskigure5 shavs the caseof retransmission.
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Figure 5: Examplefor lossdetectionand recovery

Sincetheforced WFP pulsessentevery Ts periodplay therole
of aNACK signal,nodeB will wait for adurationof atleastTs to
sendnext setof forcedWFP pulses.Therefore the lateng for the
single/ rst pacletdeliveryis directly dependentiponTs.

Toreducehelateng, GARUDA usesanothekind of WFPpulse
which anodesendsafteraregularcarriersensingoperation.Node
B sendsp numberof WFP pulsesafter carriersensing(W F Pcs)
opportunisticallyunlesst hasrecevedthesingle/ rst paclet) with
a period T¢ which is smallerthanTs. The period T, shouldbe
proportionako thehopdistanceof thenodeB from thesinkbecause
anodeshouldwait until the upstreanrmodesbetweerthe nodeand
thesinkrecevesthesingle/ rst paclet. T¢ is heuristicallysetto the
following valuein GARUDA:

Te=i To; 1)

wherei is the hop distancefrom a sink to a node,and is the
maximumnodedegree.

Sinceanodesenseghestateof channebeforetransmittingWWFPes
pulses,the WFP.s pulseshave a lesserprobability of colliding
with datapacletsthan WFP pulses. Whena nodegetsto trans-
mit WFP.s pulsesit resetghetimer correspondingo the Ts time
periodfor forcedWFP pulses.

A further opportunisticoptimizationthat GARUDA usesis the
piggybackingof the NACK informationon the regulardatapaclet
transmissions.The NACK is merelythe sequenceumberof the
lastmessagéD the nodehasreceivedthusfar. Any neighborthat
is aware of a greatermessagdD and hasthe correspondingrst
paclet then retransmits. We refer to this as an implicit NACK
mechanism.

4.2 InstantaneousCore Construction

4.2.1 TheCore

In this sectionwe presenthe detailsof the instantaneousore
constructiorassuming simple100%network-widereliable ood.
We revisit the caseof otherreliability semanticsn Section5.

Assuminga network organizationwith the sink atthe centerof a
sensoreld, the rst pacletdelivery establisheband-idsfor nodes
basedon the hop distancethat they perceve from the sinké. This

8Notethatthis view of the network is purelyto ensuredescription
clarity, andhasno bearingon the correctnessf theapproach.

is shawvn in Figure6 stagel. We considerall nodeswith the same
band-idasforming a “band” with a certainid. Thebandscanthus
beviewedasconcentriccirclesaroundthe sink.

4.2.2 Procedue
The core constructioralgorithmworks asfollows:
Sink:

Whenthe sink sendsthe rst paclet, it stampsthe paclet
with a “band-id” (bl d) of 0°. When a sensomreceiesthe
rst paclet successfullyit incrementsits bld by one, and
setsthe resultingvalue asits own band-id. The band-idis
representatie of the approximatenumberof hopsfrom the
sink to thesensof’.

Nodesin 3i bands:

Only sensorsvith band-idsof theform 3i, wherei is aposi-
tive integer, areallowedto electthemselesascorenodes.

Whena sensorSy with a band-idof the form 3i forwards
the paclet (afterarandomwaiting delayfrom thetime it re-
ceived the paclet), it choosestself asa corenodeif it had
notheard(or snoopedjfrom ary othercorenodein thesame
band. Oncea nodechoosestself asa corenode,all paclet
transmissiongincludingthe rst) carryinformationindicat-
ing thesame.

If ary nodein the core bandthat hasnot selectedtself to
be a corereceies a core solicitation messagexplicitly, it
choosestself asa corenodeat thatstage.

Every corenodeS; in the3(i + 1) bandshouldalsoknow of
atleastonecorein the 3i band.If it receivesthe rst paclet
througha corein the 3i band,it candeterminethisinforma-
tion implicitly asevery paclet carriesthe previously visited
corenodes identi er, bld, and A-map However, to tackle
a conditionwherethis doesnot happenS; maintainsinfor-
mationaboutthe node(S,) it recevedthe rst paclet from,
andthe S; nodemaintainsnformationfrom thenode(S;) it
recevedthe rst pacletfrom. After a durationequalto the
coreelectiontimer, Sz sendsanexplicit upsteamcore solic-
itation messagéo S, whichin turnforwardsthemessageo
S1. Notethatby thistime, S; will alreadyhave choseracore
node,andhenceit respondsvith therelevantinformation.

Nodesin 3i + 1 bands:

WhenasensolS; with aband-idof theform 3i + 1 receves
the rst paclet, it checksto seeif the paclet arrived from a
corenodeor from a non-corenode. If the sourceS, wasa
corenode,S; setsits corenodeasSy. Otherwisejt setsSy

asacandidateorenode andstartsa coreelectiontimer'?. If

S: hearsfrom a corenodeS$ beforethe coreelectiontimer
expires, it setsits corenodeto S3. However, if thecoreelec-
tion timer expiresbeforehearingfrom ary othercorenode,
it setsSy asits corenode,andsendsaunicastmessagéo So

informing it of the decision.

%To balancethe load of core and non-corenodes,the sink can
choosethe band-idamong0, 1, and2. Therefore3i bands(core
bands)canbechangedlynamically
10 Note thatdueto the availability of multiple pathsfrom a sink to
sensorsjt is possiblethat the computedband-idis either greater
thanthe minimumnumberof hopsfrom the sink to the sensors.
1 Thetimeris setto avaluelargerthantheretransmissiotimer for
the rst pacletdelivery.



Figure 6: Instantaneouscore construction and two-stagelossrecovery in GARUDA

Nodesin 3i + 2 bands:

WhenasensoiS; with aband-idof theform 3i + 2 receves
the rst paclet,it cannot(atthatpoint) know of ary 3(i + 1)
sensar Hence,it forwardsthe paclet without choosingits
corenode,but startsits coreelectiontimer. If it hearsfrom
acorenodein the 3(i + 1) bandbeforethetimer expires, it
chooseghe nodeasits corenode. Otherwise,it arbitrarily
picks ary of the sensorghatit heardfrom in the 3(i + 1)
bandasits core nodeand informs the nodeof its decision
througha unicastmessagelf it sohappenghatS, doesnot
hearfrom ary of the nodesin the 3(i + 1) band(possible,
but unlikely), it sendsan anycastcore solicitation message
with only thetargetband-idsetto 3(i + 1). Any nodein the
3(i + 1) bandthatrecevesthearycastmessagés allowedto
respondafter a randomwaiting delay The delayis setto a
smallervaluefor corenodeso facilitatere-useof analready
electedcorenode.

A boundaryconditionthatarisesvhena sensomith a band-
id of 3i + 2 is right at the edgeof the network, is handled
by makingthe bandact just asa candidatecore band(3i).
Sucha condition can be detectedvhennodesin that band
do notreceie ary responsdor the arnycastcoresolicitation
message.

Thus, at the end of the rst paclet delivery phase,eachnode
knows its bld, whetherit is a corenodeor not, andin the latter
caseits corenodeinformation. In addition,every corenodein the
3(i + 1) bandknows of atleastonecorenodein the 3i band.
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Figure 7: Number of core nodesvs. total number of nodes

4.2.3 Optimality of theCore

Sincethe core nodesapproximatea minimum dominatingset,
anohviousquestionis how is the core constructiorsetup in away

to minimize the numberof corenodes.ldeally, for ary givencore
node thereshouldnotbeary othercorenodein its 2-hopneighbor
hood. The proposedramevork attemptsto achieve this condition
using a two-prongedapproach: (i) only nodesin 3i bands(core
bands)areallowed to contendto becomea core node;and (ii) of
the nodesthat belongto the corebands,only nodesthat have not
heardfrom ary othercorenodefrom its bandareallowedto choose
themselesascorenodes Figure7 shavsthenumberof corenodes
asthenodedensityis increasedrom 100to 800. As we cansee the
numberof corenodesdecreasefrom 30% whenthe nodedensity
is 100to about13%whenthe nodedensityis 800.

4.3 Two PhaselLossRecovery
4.3.1 LossRecweryfor Core Nodes

4.3.1.1 LossDetection.

Whena corenoderecevesan out-of-sequenceaclet, the core
nodeinfersaloss.A corenodesendsarequesto anupstreantore
nodeonly if it is noti ed throughanA-mapthatthe missingpaclet
is availableatthe upstreantorenode.

4.3.1.2 LossRecwery.

Whena corenoderecevesa unicastrequesfrom adownstream
corenode,it performsaunicastretransmissioffor therequestFig-
ure 6 stage2 shows the loss detectionand the loss recovery be-
tweencorenodesat 3i bandandcorenodesat 3(i + 1) band. If
ary of the non-corenodeson the path of the unicastrequesthas
the requestegaclet, it interceptsthe requestand retransmitshe
requesteghaclet.

The useof the A-mapis centralto the core recovery process.
For the sale of brevity, we assumethat the A-mapis capableof
representingll paclets of a messagérrespectve of the message
size.Thecorerecorery procesavorksasfollows:

Upstream Core Nodes:

A corenode whenit forwardsa paclet, stamponthepaclet
the following metainformation: (Ciq ;A-map bl d; vF lag),
which consistsof the core nodes identi er, bit map, band-
id, andvalid ag respectrely. Thevalid ag is usedby a
recipientcorenodeto determinevhetherthepathin themeta
informationis valid or not.

When a core nodereceves a retransmissionmequest,it re-
spondswith unicastretransmissionef the availablepaclets.

Intermediate Non-core Nodes:

Any non-corenodeN Cjy thatforwardsa paclet leavesthe
A-mapinformationuntouchedbput addsits own identi er as



follows: (Cig + N Cig ;A-mapbld). If the numberof the
identi ers in theincominginformationis equalto three,the
non-corenodedoesnot addits identi er andsetsthevF lag
to NULL.

Downstream Core Nodes:

Thus,whena corenodereceivesthe metainformation,it not
only knows of what pacletsthe sourcecore node has, but
alsothepathit canuseto requesfor aretransmissionlf the
vFlagis NULL, thecorenodestill useshe A-mapinforma-
tion, but falls backon ary earliercachedpathto therelevant
corenodefor issuingtherequest.

Eachcorenodemaintaingwo A-mayslocally: myB M which
representthesuccessfullyecevedpaclets,andtotB M which
representboththerecevedandtherequesteghaclets.

Whena corenoderecevesanincomingA-map(inB M), it

checksto seeif the A-mapis from a valid source. If the
sourceis valid, it thenchecksto seeif the A-map corveys

availability of a paclet that has neitherbeenreceved nor
beenrequested.If atleastonesuchpacletis available,the
nodecreates requesitA-map updatests totB M , andsends
therequestlt alsostartsanexpiry timer for therequest.

For a successfupaclet reception the corenodeupdatests
totB M andmyB M . Also, whenatimer expiry occursfor
arequestfotB M is updatedaccordingly

Whena core nodedoesnot hearan A-mapfrom ary of its
upstreancorenodesfor a speci ed duration(core presence
timer'?), it explicitly issuesarequesto thedefaultupstream
corenodeto which the upstreantorenoderespondswith its
currentA-map

4.3.2 LossRecweryfor non-Coe Nodes

A non-corenodesnoopsll (re)transmissiongom its corenode.
Onceit obsenesan A-mapfrom its corenodewith all the bits set,
it entersthe non-corerecovery phaseby initiating retransmission
requestdo thecorenode.Alternatively, if it doesnot hearfrom its
corenodefor the period core presencdimer, it sendsan explicit
requesto the corenodeto which the corenoderespondawith its
currentA-map Figure6 stage3 presentshelossdetectionandre-
covery betweemon-corenodesanda corenode.Sinceall retrans-
missionsfrom the corenodesare snoopedy the non-corenodes,
redundantetransmissionfor the samelossareremoved.

5. SUPPORTING OTHER RELIABILITY
SEMANTICS

In Section4, GARUDA wasdescribedn the contet of single
andmultiple paclet delivery, while assuminghe simplestform of
reliability semanticsalongthe otherdimensiongall nodes,100%
reliability). In this section,we revisit the GARUDA designand
shawv how it canaccommodattheotherreliability semanticsSpecif-
ically, we discussthreevariantsin termsof the reliability seman-
tics: (i) reliabledeliveryto all nodeswithin asub-rgjion of thenet-
work; (ii) reliabledelivery to minimal numberof sensorsequired
to cover entiresensingarea;and(iii) reliabledelivery to p% of the
nodesin thenetwork.

The fundamentaldifferencebetweenthe context in Section4,
andin the above variantsis thatonly a subsetof the nodesin the

2 Thetimeris setto avaluelargerthanthree-hoproundtrip time.

network requirereliabledelivery. The variantsdiffer in which sub-
setof nodesreceve the messagelelivery. We referto the problem
of determiningthe subsetasthe candidacyproblem. Also, in all
of thesolutionsdiscussedthe rst pacletis alwaysdeliveredto all
nodesin the network. All subsequenpacletsare deliveredbased
onthecandidag.

Genericallythesolutionsto thethreevariantsusethreecommon
elementdo tacklethe otherreliability semantics:

The rst paclet carriesinformationto identify the eligibil-
ity for candidatenodesthat shouldreceve the entire mes-
sagereliably. For example,in the caseof reliability within
a sub-rgion, the rst paclet may carry a coordinatebased
descriptionof the sub-reion.

Participationin the core constructioris limited to only those
nodesthat have choserthemselesascandidates Note that
the other aspectsof the core-constructionstill remainthe
same(nodesonly in the 3i bandscan selectthemselesas
corenodes.etc.). At the endof the core constructiongach
independentomponenbf the candidatesub-graptGs thus
hasits own core.

Thelastelementin GARUDA is thatof forcedcandidacyto
enablethe core of the differentcomponentso be connected
backto the sink. Thusnon-candidateodesin the 3i bands
on the pathfrom eachcomponento the sink are forcedto
participateas candidatecore nodesto ensureconnectvity.
The forced candiday is actually achievable in GARUDA
with veryminimalchangesoits originaldesign(asdescribed
in Sectiord). Essentiallynon-candidateodesn corebands,
if they wouldhave otherwisechoserthemselesascorenodes
identify themseles as non-candidatecore nodeswhen the
rst pacletis forwarded.A downstreantandidateorenode
that hasnot heardfrom ary othercandidateupstreamcore
nodeexplicitly requestsheupstreamrmon-candidateorenode
to becomeacandidateThroughthis processastructurethat
is anapproximatiorof independenMDSs(within eachcom-
ponentof Gs) connectedhroughan SPTis achieved.

In therestof the section,we elaborateon how the candiday for
thethreevariantsareestablishedn GARUDA.

5.1 Reliable Delivery within a Sub-region

As we motivatein Section2, it is quite likely that the sink re-
guiresreliable delivery of a query or a messagenly to sensors
within a speci ¢ sub-rgion of the network area. We assumehat
the speci cationsof the sub-rgjion areavailablein theform of co-
ordinates.Without lossof generality we alsoassumehatthe sub-
region is rectangulain shape(althoughthe GARUDA designby
itself doesnot have ary suchlimitations). The sub-reion canei-
therbe contiguousor non-contiguousvith the region occupiedby
thesink.

The desiredsub-rgjion coordinatess piggybacled on the rst
paclet sentby the sink. Eachsensorin the network that receves
the rst paclet canthusdetermindocally whetherit is acandidate
or not, basedon its own locationandthe desiredsub-rgjion. Once
the candiday is determinedthe behaior of sensorss exactly the
sameasdescribedn Section4, exceptif the sensomwereto beon
a coreband. Whereasn the default operation,a sensordoesnot
choosetself asacorenodeonly if it hearsfrom anothercorenode
beforeit transmits,underthis variant, a sensordoesnot choose
itself asa corenodeif it is nota candidatéarrespectve of the other
conditions.Notethatthis doesnotmeanthatsuchasensocanlater
beforcedto becomeacorenode,aswe elaboratenext.
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Figure 8: Performanceevaluation of GARUDA: single packet delivery

5.2 Reliable Delivery to Cover SensingField

This variantrequiresreliabledelivery while remainingaware of
theinherentredundang in the sensonetwork deployment. Specif-
ically, underthis variant, reliable delivery needsto be performed
only to aminimal subsebf thesensorsn thenetwork suchthatthe
entiresensingeld is covered.For purpose®f this discussionwe
assumehatthe sensinganges is alwayslessthanor equalto the
transmissiomangeR.

Unlike in thepreviousvariantwherethe candidag of eachnode
is determinedocally, in this variant coordinationbetweennodes
is requiredin orderto eliminatesensorsyhich arecoveringare-
gion alreadycovered by other sensorsfrom the candidag. In
GARUDA, the corenodesare bestequippedto performsuchco-
ordinationasthey areimmediatelyadjacento all non-corenodes
thatdependon them,andunderideal conditionsareat leasta dis-
tanceof 2R away from the nearestore node(which givesa core
nodea virtual “ownership”of at leastthe sensingregion de ned
by its transmissiomange).Thus,non-corenodesunderthis variant
seekpermissionfrom their respectre core nodesto becomecan-
didates.Eachcorenodekeepstrack of the coverageof theregion
de ned by thesquaré® of side2(S + T) (with itself atthecenter).
It providespermissionto a seekingnon-corenodeonly whenthe
nodecancover anareanot alreadycoveredinsidethe square Note
thatgivenourassumptionaboutS andT, nonon-corenodewithin
acorenodes transmissiommangecanhave a sensingcoveragearea
thatevenlies partially outsidetheabove de ned square.

All core nodesimplicitly becomecandidates. This is reason-
able even without arny coordinationwith othernearbycore nodes
as underideal conditions, the distancebetweena core nodeand
its nearbycorenodeswill be 2R, whichin turn meanghata core
nodecanchooseitself asa candidatewithout concernof overlap-
ping with a nearbycorenodes sensingegion.

5.3 Reliable Delivery to Probabilistic Subset

Thisvariantinvolvessupportfor reliablemessagéeliveryto say
p% of the network sensors Suchsemanticsnight be usefulwhen
the sink intendsto perform scopedsensing. In otherwords, the
sink can at the outsetdecideto senseonly 25% of the eld, with
theintentof increasinghe sensedegion only uponsometriggers
detectedduringthe preliminarysensing.

Justasin the caseof delivery within a sub-r@ion, determining
candidag in this variantis purely a local process.Whena sensor
recevesthe rst paclet,it choosedtself asa candidatevith aprob-
ability of p. If the sensoiis on a coreband,anddecidesnotto be

13 As anapproximatiorof acircle for simplicity.

acandidatejt doesnot chooséetself asa corenodeirrespectve of
theotherconditions.

6. PERFORMANCE EVALUATION

This sectionevaluatesthe performanceof the proposedrame-
work for 100% reliability to all sensors. For single paclet reli-
abledelivery, we comparehe performancef the proposedrame-
work to thatof an ACK-basedschemewhich usesACK feedback
for paclet delivery along with a retransmissiortimeout. As we
hadidenti ed in Section2, a NACK basedapproachwill not be
ableto recover singlepaclet losses.For multiple paclet delivery,
we compareGARUDA with bothin-sequencelelivery andout-of-
sequencelelivery mechanismshatuseNACKSs.

6.1 Simulation Environment

For all NS2basedxperimentsya) the rst 100nodesareplaced
in agrid fashionwithin a 650mx 650msquareareato ensurecon-
nectvity, while theremainingnodesarerandomlydeplo/edwithin
that area,andthe sink nodeis locatedat the centerof one of the
edgesof the square,(b) transmissiorrangeof eachnodeis 67m
[10], (c) channekapacityis 1 Mbps,and(d) eachmessageonsists
of 100pacletstransmittecat therateof 25 pacletspersecondex-
ceptfor the singlepaclet delivery part),andthe sizeof pacletis 1
KB. CSMA/CA is usedasthe MAC protocol. We usebasic ood-
ing asthe routing protocol. All the simulationresultsare shovn
afteraveragingthe metricsover 20 randomlygeneratedopologies
andcalculating95%con denceintenals.

As describedn Section2, lossescanoccurdueto wirelesschan-
nel errors,or collisionsamongtransmissionsTo emulatethe two
typesof losseswe choosea x edpaclet lossrateof 5% for wire-
lesschannelerror, and vary the numberof nodesin the network
(andhencethe network density)whichin turnincreaseshe degree
of contentionin the network.

6.2 Evaluation of Single Packet Delivery

6.2.1 Latency

The lateng involved in receving a single paclet reliably with
increasinghumberof sensorss presentedn Figure8 (a) for both
GARUDA andtheACK basedschemeThelateng of theproposed
schemas signi cantly smallerbecaus®f the WFP pulse,whichis
essentiallyan implicit NACK, thusnot increasingthe load in the
network. We alsoseethatthelateny scaleswell with theincrease
in the numberof nodesbecausef the samereason.However, in
the ACK basedschemethe lateny is appreciablyhigherbecause
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Figure 9: Performanceevaluation of GARUDA: multiple packet delivery

thereis explicit ACK feedbackto the senderthusincreasingthe
traf c andtherebythe collisionsin the network.

6.2.2 Datasent

Figure 8(b) shavs the numberof datasentby GARUDA and
the ACK basedscheme. It is interestingto notethatin the pro-
posedframework, the numberof datasentincreasesnoreor less
linearly (with a slopeof 1 approximately)asthe numberof nodes
is increased.The reasonganbe attributedto the implicit NACK
schemewhich alleviatescongestiorrelatedlossesandthe inher
entredundang andthebroadcashatureof the ooding proces®n-
suresthatthe pacletis receved successfullywithout ary needfor
retransmissiomvenin the presencef losses.For the ACK based
schemethe numberof datapacletssentis appreciablyhigherand
shavsanon-lineaiincreasingrendwith increasingiumberof nodes
in the network. This is again becausef theincreasedoadin the
network dueto the presencef ACK transmissionghusincreasing
thelossedn the network.

6.2.3 Enegy Consumption

The enegy consumedper nodein joules for eachschemeis
shavn in Figure 8(c). The enegy consumedper nodeis signif-
icantly smallerfor the proposedramevork thanthe ACK based
schemeeven thoughit usesa WFP pulse. This is becausef two
reasons.Firstly, the durationof WFP pulseis insigni cant com-
paredto that of datapaclet transmissionslin fact, the durationof
theseWFP pulsescanbe aslow as15-20 sin orderto recognize
them[4]. SecondlyWFP pulsegshemselesdo notsuffer from ary
implosionwhile they addresshe ACK implosionproblem.In fact,
theenegy consumedahaws alinearincreasewith increasinghum-
berof nodes.Hwever, the ACK basedschemesuffersfrom NACK
implosionproblembecausef which enegy consumptiorpernode
increasesvith increasingnodedensity

6.3 Evaluation of Multiple Packet Delivery

To comparethe performanceof GARUDA for multiple paclet
delivery, we have implementedwo simplereliabletransporiproto-
colsthatallow in-sequencandout-of-sequenctrwardingrespec-
tively, coupledwith NACK basecerrordetectiorandnon-designated
local recorery seners.

6.3.1 Latency

Figure9(a) shaws the lateny for 100%delivery asfunction of
increasinghumberof nodesin the network. The proposedrame-
work hassigni cantly lower latenciescomparedo the othertwo
schemeavhenthe nodedensityis increased.The reasondor re-

ducedlatenciesare two-fold: the adwantagegainedby having a
local designatedsener asopposedo a non-designateevhich re-
ducesthe amountof datasentandthe advantagegainedby using
out-of sequencéorwardingbut withoutthe NACK implosionprob-
lem, which increaseshe spatialreusein the network. The lateny
of the out-of-sequencaith NACK schemads signi cantly higher
athighernodedensitiesandincreasesitamuchfasteratethanthe
othertwo scheme$ecausef the NACK implosionproblem. Al-
though,our core constructionschemeusesout-of-sequenceeliv-
ery, we piggybackthe A-mapof thecorenodealongwith thetrans-
missionof eachpaclet which allows the otherdependentodesto
wait for the coreto recover from all losseprior to ary retransmis-
sionrequestshuseliminatingthe NACK implosionproblem.

6.3.2 Numberof Data Sent

The numberof datasentfor all three schemesare presented
in Figure 9 (b). Among the threeschemesGARUDA performs
the bestfollowed by the in-sequenceavith NACK andthe out-of-
sequencavith NACK schemes. The numberof paclets sentin
GARUDA is about10%lower thanthatof in-sequencevith NACK
schemédor nodedensityof 400,600and800and55%to 80%lower
when comparedwith out-of-sequencevith NACK scheme. The
reasonfor signi cantly betterperformanceof GARUDA is again
mainly dueto the improvementgainedby having a designatede-
covery senerasopposedo anon-designatedenerandthe A-map
structurepropagtion.

6.3.3 Enegy Consumptiomper Node

The averageenegy consumeder nodeis signi cantly smaller
for GARUDA whencomparedo theothertwo casegFigure9 (d)).
Theaverageenegy consumedor all threecasess directly propor
tional to thenumberof transmissionswhichis the sumof thenum-
ber of requestsentandthe numberof datasentpernode. Since
the sum of the numberof requestsand datasentis the leastfor
GARUDA, theenegy consumegbernodeis alsosigni cantly less.
In fact, resultsindicatethatthe enegy consumedgernodeis about
30% lesscomparedto the in-sequenceaseand about80% less
comparedo the out-of-sequencechemeor 800 nodescenario.

6.4 Evaluation of Variants

6.4.1 ReliableDeliverywithin a Sub-egion

Figures10(a)-(c)presentperformanceesultsfor the rst vari-
antfor a200node,650mx650mMetwork with atransmissiomange
of 67m pernode. Figure 10(a) shavs the partitioning of the net-
work grid into sub-rgjions. Figure 10(b) shavs the lateny in-
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Figure 10: Performanceevaluation of GARUDA: reliable delivery to all sensorsin a sub-region
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Figure 11: Performance evaluation of GARUDA: reliable delivery to
minimal number of sensorsin aregion

curredwith increasingnumberof regionsfor both contiguousand
non-contiguousegionsrespectiely. While it is obvious thatthe
lateny increasesvith increasinghumberof regions,aninteresting
obsenationis thatthey lateng for thenon-contiguousegionssce-
nariois alwaysmore.Recallthatthisis dueto thelateny involved
in non-candidatebeingforcedinto candiday. Figure10(c)showvs
the numberof datapacletstransmittedor the samescenariosFor
thecontiguousegionsscenariotheachierednumberof candidates
is typically very closeto theidealnumberof candidatesHowever,
for the non-contiguousegions,the achiezednumbersaretypically
higherdueto theforcedcandidag of nodego achiese connectvity.

6.4.2 ReliableDeliveryto Minimal Setof Sensaos

Figure11 showns the numberof nodesselectecascandidategor
thesecondrariant. It canbeobsenredthatthenumberof nodescho-
sendecreasewith increasingatio % . Thedecreasés notmuchfor
the smallervaluesof % becausdor the scenarioconsidered400
nodesn a650mx650ngrid with atransmissiomangeof 67m),the
minimumvaluefor % requiredto cover the entireareais approxi-
mately0.5. As theratio of % increasebeyond 0.6, we seeamore
pronouncedlecreasén thenumberof candidatenodes.Thisis be-
causethe overlapareaamongnodesbecomemore pronouncedis
thesensingangeapproachethetransmissiomange.

6.4.3 ReliableDeliveryto Probabilistic Subset

Figure 12 presentssimulationresultsfor the third variant. The
scenariconsidereds 200nodesn a 650mx650ngrid, with nodes
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Figure 12: Performance evaluation of GARUDA: probabilistic reli-
able delivery

having a transmissiorrangeof 67m. The numberof candidate
nodeschosernwith increasingprobability is shavn. It canbe seen
that at lower probabilities,the achieved numberof candidatess

largerthanthatof theexpectechumberdueto theforcedcandiday

of nodesto achiese connectvity. However, for larger probabilities
( 50%), theachiezednumberof candidatenodescloselyapprox-
imatestheidealvalues.

7. RELATED WORKS

To providereliability, researchersave proposedeveralapproaches

atthedifferentprotocollayersincluding: (i) physical/link layerap-
proachessuchas Forward Error Correction(FEC) [1], (i) MAC
layer approachessuchas reliable MAC [13], and (iii) transport
layer approachessuchasreliable multicast[7] andreliabletrans-
portprotocol[15, 12].

[7] arereliablemulticastapproachespeci cally designedor
wired or multi-hop wirelesservironmentswhich assumean
address-centrimutinglayerandglobaluniquenodeidenti -
cation. Sincewirelesssensonetworksrequirea data-centric
routing layer without global identi cation, suchapproaches
cannotbeapplieddirectly to wirelesssensometworks.

FEChasbeenanappealingapproacho preventfeedbackm-
plosionthat canhappenwvhenperforminga large scalereli-
ablemulticast[1]. However, [8] evaluateghe utility of FEC
for reliablemulticastandcompareshe effectivenesf FEC



with thatof a subcastiny enablednulticast.[8] arguesthat
FEC provideslittle bene t for anefcient reliablemulticast
protocollike [7] that usessubcasting. Sincewirelesssen-
sor networks inherentlysupportlocal subcastingpecausef

the sharechatureof thewirelesschannelthe gain of FECin

wirelesssensometworks canbe arguedto be minimal. Cur

rently the effect of FECin wirelesssensometworksis being
evaluated.

Severalworkshave beenproposedo performef cient ood-
ing in multi-hopwirelessnetworks[16]. [16] classi essome
of theseapproachess probability-based area-basedand
neighborknowledgebasedschemesWhile suchapproaches
improve the successfubielivery rate of messageghey still
cannotguaranteary strictreliability semanticshatthe pro-
posedframevork supports.Suchapproacheg factcanbe
usedin tandemwith the proposedramework.

PSFQ[15] is atransportayer protocolthataddressetheis-
sueof reliability in sensometworks. The key ideain the
designof PSFQis to distribute the datafrom a sourcenode
by transmittingdataat a relatively slow speedhut allowing
nodesthat experiencelossesto recorer missingdatapack-
etsfrom immediateneighborsaggressiely. However, PSFQ
doesnot provide ary reliability for single paclet messages
asit usesa pure NACK basedscheme. Also, it usesin-
sequencéorwardingfor messagelelivery to accomplistthe
pumpslowly operation. This resultsin the wastageof pre-
ciousbandwidthasshavn in Section6.

Approachesuchas[12, 9] thatfocuson upstreanreliability
asopposedo downstreanreliability areclearly orthogonal
to thefocusof thiswork.

8. CONCLUSIONS

In this paper we have proposecdh new framework for providing
sink-to-sensorseliability in wirelesssensometworks. We have
identi ed several challengeso provide sink-to-sensorseliability
andaddressethe challengedy proposingkey elementsi(1)Wait-
for-First-Packet (WFP) pulse,(2) core structureapproximatinghe
minimumdominatingset,(3) instantaneouslgonstructibleoptimal
core structure,(4) availability bitmap,and(5) two-stagerecovery
process. Note that, althoughwe have proposedan effective way
to realizethe WFP pulsein-band,it is equallypossibleto useout-
of-bandsignalingin scenariosvherea pilot radiois available. We
have alsoidenti ed threenew typesof reliability semanticainique
to downstreamsensorervironmentand elaboratechow our pro-
posedirameavork canprovide reliability to suchvariants.We have
shavn throughns2-basedimulationghatthe proposedramevork
performssigni cantly betterthanthe basicschemegroposedhus
farin termsof lateny andenegy consumptionWe have alsopro-
led the A-mapoverheadn GARUDA andobsenredit to be min-
imal. We have alsostudiedhow the mechanismin GARUDA can
handlenodefailures. However, dueto lack of space,we do not
presenthesestudies.Ourfuturedirectionsof work includeextend-
ing the proposedramenork to ervironmentswith mobility andin

the presencef multiple sinks.

1 subcastings a functionality that involves multicastingof a re-
transmittedpaclet by alossrecovery sener over theentiresubtree
rootedatthe sener. Hence all instance®f thatlost paclet within
thesubtreearerecoveredby the singlesubcast.
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