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ABSTRACT
Thereexist severalapplicationsof sensornetworkswherereliabil-
ity of datadelivery canbecritical. While theredundancy inherent
in a sensornetwork might increasethe degreeof reliability, it by
no meanscanprovide any guaranteedreliability semantics.In this
paper, we considertheproblemof reliablesink-to-sensorsdatade-
livery. We �rst identify several fundamentalchallengesthat need
to beaddressed,andareuniqueto a wirelesssensornetwork envi-
ronment.Wethenproposeascalableframework for reliabledown-
streamdatadelivery that is speci�cally designedto both address
andleveragethecharacteristicsof awirelesssensornetwork, while
achieving thereliability in anef�cient manner. Throughns2based
simulations,weevaluatetheproposedframework.

Categoriesand SubjectDescriptors
C.2.2 [Computer-Communication Networks]: Network Proto-
cols,WirelessCommunications

GeneralTerms
Algorithms,Design,Reliability, Performance

Keywords
WirelessSensorNetworks,ReliableTransportProtocols,Sink-to-
SensorsReliability, Energy Conservation

1. INTRODUCTION
In this paper, we considerthe problemof reliable downstream

point-to-multipointdata delivery, from the sink to the sensors,in
wirelesssensornetworks (WSNs). The need(or lack thereof)for
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reliability in a sensornetwork is clearly dependentuponthe spe-
ci�c applicationthesensornetwork is usedfor. Considerasecurity
applicationwhereimagesensorsarerequiredto detectandidentify
thepresenceof critical targets.Giventhecritical natureof theap-
plication, it canbe arguedthat any messagefrom the sink hasto
reachthesensorsreliably.

Now, for this securityapplicationthesink maysendoneof the
following threeclassesof messages,all of which have to delivered
reliably to the sensors:(i) If the underlyingnetwork is composed
of recon�gurablesensors1, thesink maywant to senda particular
(sayupgraded)imagedetection/processingsoftwareto thesensors.
We referto suchmessagesascontrol code. (ii) Next, thesink may
have to senda databaseof target imagesto thesensors,to help in
the imagerecognitiontriggeredby subsequentqueries. We refer
to suchdataasthequery-data. (iii) Finally, thesink maysendout
oneor morequeriesrequestinginformationaboutthedetectionof a
particulartarget. Thesensorscanthenmatchtargetsdetectedwith
thepre-storedimages,andrespondaccordingly.

Theproblemof reliabledatadelivery in multi-hopwirelessnet-
works is by itself not new, andhasbeenaddressedby several ex-
istingworksin thecontext of wirelessad-hocnetworks[13]. How-
ever, suchapproachesdonotdirectlyapplyto asensorenvironment
becauseof threeuniquechallengesimposedby thefollowing con-
siderations:(i) Environmentconsiderations: The constraintsim-
posedby a WSN environmentis substantiallydifferentfrom those
imposedby othertypesof multi-hopwirelessnetworks. A few ex-
amplesincludethe limited lifetime of network nodes,thescarcity
of thebandwidthandenergy, andthesizeof thenetwork itself. (ii)
Messageconsiderations:While mostapproachesfor groupreliable
transportover multi-hop wirelessnetworks in relatedwork con-
sider large sizedmessages(spanningseveral packets),mostmes-
sagesin asensornetwork mightbesmallsizedqueries. This raises
fundamentalissueson whatkind of lossrecovery schemescanbe
employed. (iii) Reliability considerations: Thenotionof reliability
thatis traditionallyprevalentis thatof a simple100%reliabledata
delivery. However, WSNsmight requireothernotionsof reliabil-
ity rangingfrom reliabledelivery to only a sub-region of the net-
work to partialprobabilisticreliability for scoped-resolutionbased
querying.

In thispaper, weaddresstheabovechallengesandpresentanap-
proachcalledGARUDA2 thatprovidesreliablepoint-to-multipoint
datadelivery from the sink to the sensors.GARUDA is scalable
with respectto thenetwork size,messagecharacteristics,lossrate,

1Sensorsthatcanoperatein oneof severalmodesof operation.
2A mythologicalbird thatreliably transportedgods.
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Figure1: Typesof reliability semantics

andreliability semantics,andconsistsof thefollowing elementsas
the cornerstonesof its design: (i) an ef�cient pulsingbasedsolu-
tion for reliableshort-messagedelivery; (ii) a virtual infrastructure
calledthecore thatapproximatesa nearoptimalassignmentof lo-
cal designatedservers,which itself is instantaneouslyconstructed
duringthecourseof a singlepacket �ood; (iii) a two-stageNACK
basedrecoveryprocessthateffectively minimizestheoverheadsof
theretransmissionprocess,andperformsout-of-sequenceforward-
ing to leveragethe signi�cant spatial re-usepossiblein a WSN;
and(iv) a simplecandidacy basedsolution to effectively support
thedifferentnotionsof reliability thatmightberequiredin aWSN.
We show throughboth macroscopicandmicroscopicresultsthat
GARUDA showsgreatpromisein termsof its performance.

Therestof thepaperis organizedasfollows: Section2 motivates
theproblemof downstreamreliability, identi�es thekey goals,and
discussesthe challengesassociatedwith realizingthe goals. Sec-
tion 3 describesthe variousdesignelementsin GARUDA frame-
work, while Section4 presentstheproposedframework approach
for achieving downstreamreliability to all sensors.Section5 de-
scribesthe framework for supportingthe reliability variants.Sec-
tion 6 comparestheperformanceof theproposedframework with
thatof existing approaches.Section7 discussesthe relatedworks
for providing reliability in sensornetworksandotherrelatedenvi-
ronments.Finally, Section8 concludesthepaper.

2. PROBLEM DEFINITION AND
CHALLENGES

The problemaddressedin this work is that of reliablesink-to-
sensorsdownstreamdatadeliveryin wirelesssensornetworks(WSNs).
We restrictthe focusof thework to WSNswith a singlesink and
staticsensors,andassumethatthelack of communicationreliabil-
ity canbe dueto variousreasonssuchasrandomwirelesserrors,
congestion,or otherfailures.Theproblemscopeincludestackling
the diversereliability semanticsthat might be requiredin WSNs.
Thegoalis thusto achieve reliability while minimizing bandwidth
usage,energy consumption,anddelay, with the solutionnot only
addressingtheuniquecharacteristicsof WSNs,but alsoleveraging
themwhereappropriate.

2.1 Challenges
We now presentthe fundamentalchallengesthatneedto bead-

dressedfor providing effectivedownstreamreliability in WSNs:

2.1.1 EnvironmentConstraints:
Therearetwo primarylimitationsin aWSNthatneedto betack-

led to provide effective downstreamdatareliability: (i) bandwidth
andenergy constraints,and(ii) frequentnodefailures.

Thebandwidthandenergy constraintsmaybe tackledby mini-

mizing theamountof retransmissionoverheadsto ensurereliabil-
ity. This in turn will reducebothbandwidthandenergy consump-
tion dueto thereliability process.Thepronenessto nodefailures,
on the otherhand,shouldbe tackledby not relying on statically
constructedmechanisms(say, abroadcasttree)thatdonotaccount
for thedynamicsof thenetwork. Notethat“dynamic” mechanisms
thatperiodicallyrefreshany constructionsarenot desirableasthe
overheadsdueto thereliability processhave to beminimizedtoo.

Anothercharacteristicof thetargetenvironmentthatneedsto be
accountedfor is thescaleof thenetwork. WSNscanbeexpected
to be of a large scalein termsof the numberof nodes,andhence
the diameterof the network. This in turn meansthat there is a
tremendousamountof spatial reusepossiblein the network, that
shouldbetappedfor achieving thebestcapacity, andhencedelay.
However, thespeci�c lossrecovery mechanismusedmayseverely
limit suchspatialre-useasweelaboratein thenext section.

2.1.2 ACK/NACK Paradox:
While thepreviouschallengewaswith regardto theconstraints

imposedby the environment,this challengestemsfrom the con-
straintsimposedby typical messagetypesthatcanbeexpectedto
usethe downstreamreliability. While the query-dataandcontrol
codecanbeexpectedto beof non-trivial messagesize,queriespose
auniqueproblembecauseof their shortmessagesizes.

Negative acknowledgments(NACKs) arewell establishedasan
effective lossadvertisementmechanismin multi-hopwirelessnet-
worksin particular, andgroupcommunicationin generalaslongas
the lossprobabilitiesarenot inordinatelyhigh. However, NACKs
cannothandlethe uniquecaseof all packets in a messagebeing
lostataparticularnodein thenetwork. Sincethenodeis notaware
thatamessageis expected,it cannotpossiblyadvertiseaNACK to
requestretransmissions.

If themessagesizesarelarge,theprobabilityof all packetsin the
messagenotarriving atanodewill benegligible. But, for message
typeslike queries,whereit is very reasonableto expectmessages
to be merelya few packets long (if at all), the probability that a
nodedoesnot receive any packet in a messageis non-negligible,
andhencehasto beexplicitly tackled.

While anACK basedrecovery schemewould addresstheprob-
lems,its otherde�ciencies(in termsof ACK implosion)however
clearlyprohibit it from beingused.

Finally, revisiting the issueof tappingspatialre-use,a NACK
basedlossrecoveryschemewill inherentlyrequirein-sequencefor-
wardingof databy nodesin thenetwork to preventaNACK implo-
sion [15]. This will clearly limit thespatialre-useachieved in the
network.

2.1.3 ReliabilitySemantics:
Our �nal discussionis on constraintsthat are imposedby the

notionof reliability thattypicalWSNswill require.
Two characteristicsthatareinnateto aWSNenvironmentarelo-

cationdependency andredundancy in deployment.A querycanbe
locationdependentsuchas”Sendtemperaturereadingsfrom rooms
X, Y, andZ”. At thesametime, theredundantdeploymentof sen-
sorsin the�eld meansthatin orderto getreliablesensinginforma-
tion, it is notnecessaryfor all sensorsin the�eld to reliablydeliver
their locally senseddatato thesink. Furthermore,asinkmightalso
chooseto reliablydeliveramessageonly to aprobabilisticfraction
of theentirenetwork, sayaspartof asensingstrategy thatinvolves
incrementallyincreasingresolution[5].

We thusde�ne the reliability semanticsthat canbe requiredin
WSNsbasedon theabove characteristics.We classifythereliabil-
ity semanticsinto four categories: (i) delivery to the entire �eld ,



which is the default semantics,(ii) delivery to sensors in a sub-
region of the �eld , which is representative of location basedde-
livery, (iii) deliveryto sensors such that the entire sensing�eld is
covered, which is representativeof redundancy awaredelivery, and
(iv) deliveryto a probabilisticsubsetof sensors, whichcorresponds
to applicationsthatperformresolutionscoping.

Figures1(a)-(d)illustratecategories(i) through(iv) respectively.
Thus,any reliability solutionshouldnot only supportthe default
reliability semantics,but alsotheothertypesof semanticsthatare
uniqueto wirelesssensorenvironments.

3. GARUDA DESIGN ELEMENTS
In thissection,wepresentanoverview of GARUDA'sdesignthat

explicitly tacklesthe challengesidenti�ed in Section2. The cen-
terpieceof GARUDA's designis an instantaneouslyconstructible
loss recovery infrastructurecalled the core. The core is an ap-
proximationof theminimumdominatingset(MDS) of thenetwork
sub-graphto which reliablemessagedelivery is desired.While us-
ing thenotionof a MDS to solve networking problemsis not new
([11]), thecontributionsof this work lie in establishingthefollow-
ing for the speci�c target environment: the relativeoptimality of
thecore for thelossrecoveryprocess, howthecore is constructed,
howthecoreis usedfor thelossrecovery, andhowthecoreis made
to scalablysupportmultiplereliablesemantics.

Wepresentacoreconstructionapproachthatconstructsthecore
duringthecourseof asinglepacket �ood, andproposeatwo-phase
lossrecoverystrategy thatusesout-of-sequenceforwarding andis
tailored to satisfy our basic goals of minimizing retransmission
overheadsandminimizing delay. Finally, we show how a simple
candidacybasedapproachfor coreconstructioncanmake thecore
scalablysupportmultiple reliability semantics.

The secondcornerstoneof the GARUDA designis a pulsing
basedapproachto deliver a single packet reliably to all the net-
work nodes.Recall the trade-offs identi�ed in Section2 for reli-
abledelivery of short-messages.SinceGARUDA canensurethe
reliabledelivery of the �rst packet of messagesof any size, it is
no longervulnerableto the all packets lost problemthat straight-
forward NACK basedschemesare susceptibleto. This enables
GARUDA to tap the advantagesof NACK basedschemes,but at
thesametimeavoid any pitfalls thatconsequentlyarise.

In the rest of the section,we provide high level overviews of
eachof theabovecomponents.For thesakeof clarity, westartwith
discussingthe detailsaboutthe core infrastructurein GARUDA.
We assumethat the �rst packet is reliably deliveredfor the initial
discussions.Then, in Section3.4, we presentthe detailsof how
GARUDA achievesreliable�rst packetdelivery.

3.1 LossRecovery Servers: Core
GARUDA useslocal anddesignatedlossrecoveryservers in its

lossrecovery process.Themotivation for localizedrecovery - re-
ducingbottlenecksat the(otherwise)non-localservers,andreduc-
ing recovery time,anddesignatedservers- preventingunnecessary
redundantretransmissionsby neighborsupona retransmissionre-
quest,have beenwell establishedin relatedwork ([3]), andwe do
notdelve furtherinto themotivationin theinterestof space.

Thecore in GARUDA thusformsthesetof localdesignatedloss
recovery serversthat help in the lossrecovery process.The chal-
lengesthathenceariseare(i) how shouldthecorenodesbechosen
in orderto minimize retransmissionoverheads?and(ii) how can
thecorebeconstructedin amannerthatis appropriatefor thelimit-
ing characteristics(dynamictopologychangedueto nodefailures)
of thetargetenvironment?

Ideally, thecoredesignationshouldbedoneon a per-packet ba-

sis basedon the losspatternexperiencedduring the packet deliv-
ery. Oncethe losspatternis known, performingoptimal3 server
designationreducesto thewell known minimumset-coverproblem
(MSC) [6]. While thesolutionto theset-cover problemis ideal, it
is obviously not a feasibleonefrom the standpointof performing
suchacoredesignationonaper-packetbasis.

GARUDA, instead,performscoredesignationona per-message
basis4, andindependentof the losspatternsof thepackets. It des-
ignateslossrecovery serversby dynamicallyelectinga subsetof
the nodesin the network as core nodesfor eachmessagedeliv-
ery. While thecore is thusnot optimalfor eachpacket losspattern
(doesnotapproximatetheminimumsetcover for thelosspattern),
it approximatestheminimumdominatingset(MDS) [2]. If we as-
sumea uniform distribution for the placementof sensornodes,it
canbeshown that theapproximationof theminimumdominating
set usedin the constructionof the core approachesa worst case
ratio of 1+ln( n )

1+ln( n )+ln ( p) to a polynomial time approximationof the
MSC structurefor any losspattern,wherep is the lossprobability
(0 < p � 1), andn is thetotal numberof nodesin thenetwork.

3.1.1 InstantaneousCoreConstruction
In GARUDA, thecore is constructedusingthe�rst packetdeliv-

ery. Thereliabledeliveryof the�rst packetdeterminesthehop count
of thenodein thenetwork, which is thedistanceof thenodefrom
thesink. A node,whichhasahop countthatis amultipleof three,
electsitself asa coreif it hasnot heardfrom any othercorenode.
In thisfashion,thecoreselectionprocedureapproximatestheMDS
structurein a distributed fashion. The uniquenessof the core in
GARUDA lies in thefollowing characteristics:(i) thecore is con-
structedusinga singlepacket �ood, morespeci�cally during the
�ood of the�rst packet;and(ii) thestructureof thesensornetwork
topology(with sensorsplacedat �x ed distancesfrom the sink) is
leveragedfor moreef�cient, andfair core construction.Note that
suchaninstantaneousconstructionof thecorenodesduringthe�rst
packet delivery of every new messageaddressesany vulnerability
in thenetwork in termsof nodefailuresoccurringat thegranularity
of amessage.Wedeferthediscussionof how ourapproachhandles
nodefailuresoccurringduringamessagetransmissionto Section4.

3.2 LossRecovery Process

3.2.1 Out­of­sequenceforwarding with A-map prop­
agation

In GARUDA, anout-of-orderforwardingstrategy is usedwhile
forwardingpacketsasopposedtoanin-sequenceforwardingscheme.
A key drawbackof thein-sequenceforwardingstrategy is thatpre-
ciousdownstreamnetwork resourcescanbeleft under-utilizedwhen
forwardingof highersequencenumberpacketsis suppressedin the
eventof a loss. An out-of-sequenceforwardingon theotherhand
can overcomethis problemas nodesthat have lost a packet can
continueto forwardany higher(or lower)sequencenumberpackets
thatthey might have received. However, suchanapproachcanpo-
tentially leadto unnecessaryNACK implosion,wheredownstream
nodeswill issueachainof NACK requestsfor holesdetectedin the
sequenceof packetsreceived,evenwhentheconcernedpacketsare
notavailable.

To inhibit suchunnecessaryretransmissionrequests,GARUDA
usesa scalableA-map(Availability Map) exchangebetweencore

3 In termsof thenumberof retransmissionsrequired.
4Performingdesignationat any larger time granularitywill com-
promisethe goal of addressingnetwork dynamicsandsupporting
differentreliability semantics.



nodesthat conveys meta-level informationrepresentingavailabil-
ity of packetswith bits set. Any downstreamcorenodeinitiatesa
requestfor a missingpacket only if it receivesan A-mapfrom an
upstreamcorenodewith thecorrespondingbit set.Thecorerecov-
eryphasein GARUDA is highly ef�cient asthecorenodesinitiate
requestsonly whenthey aresureof anupstreamcorenodehaving
a particularpacket. While theoverheadassociatedwith theA-map
is an obvious concern,the performanceresultsfor GARUDA in
Section6 take into accountthe A-map overhead,and henceany
improvementsshown areafteraccountingfor theA-mapoverhead.

3.2.2 Two­stageLossRecovery
Oncethecoreis constructed,theframework employsatwo-stage

recoveryprocessthat�rst involvesthecorenodesrecoveringfrom
all lostpackets,andthentherecoveryof lostpacketsatthenon-core
nodes.Thereasonsfor usingtwo-stagerecovery arethreefold:(i)
the numberof non corenodeswill be a substantialportion of the
total numberof nodesin the network, andhenceprecludingany
contentionfrom them is desirable;(ii) when the corenodesper-
form retransmissionsfor othercorenodes,holescorrespondingto
asinglepacketamongacorenode'sneighborswouldalsobe�lled
with a single retransmission;and (iii) when only the core nodes
areperformingretransmissionsduringthesecondphase,dueto the
natureof thecore (ideally, no two corenodesarewithin two hops
of eachother),thechancesfor collisionsbetweenretransmissions
from differentcorenodesareminimized.

� LossRecoveryfor CoreNodes: Therecoveryprocessfor the
corenodesis performedin parallelwith the underlyingde-
fault message-forwarding. This is donein order to ensure
that the corenodesreceive all the packets in a messageas
quickly aspossible. This parallel recovery processfor the
corenodesdoesnot increasethe contentionin the network
signi�cantly becausethefractionof corenodesis verysmall
comparedto thetotalnumberof nodesin thenetwork,andall
requestsandretransmissionsareperformedasunicasttrans-
missionsto thenearestupstreamcorethathasa copy of the
lostpacket.

� Lossrecoveryfor Non-core Nodes: Thesecondphaseof the
lossrecovery startsonly whena non-corenodeoverhearsan
A-mapfrom thecorenodeindicatingthat thecorenodehas
received all the packets in a message.Hence,the second
phaseof the lossrecovery doesnot overlapwith that of the
�rst phasein eachlocalarea,preventingany contentionwith
thebasic�ooding mechanism,andwith the�rst phaserecov-
ery.

While thetwo phaselossrecoverycanpotentiallyincreaselatency,
weshow in Section6 thattheproposedframework incursa latency
which is in factsigni�cantly smallerthancompetingapproaches.

3.3 Multiple Reliability Semantics
In this section,we outlinebrie�y how thecore constructioncan

besimplymodi�ed to accountfor themultiplereliability semantics
identi�ed in Section2. We �rst assume,without lossof generality,
that a given instanceof reliability semanticswill requirereliable
delivery to a subsetGS of the nodesin the underlyinggraphG.
Considerthe subsetGS to consistof K components,whereeach
componentis connected,but the componentsthemselves are not
connectedwith eachother. The desiredinfrastructurefor sucha
settingwill entailthecomputationof theMDS for eachcomponent,
andconnectingthecomponentsbackto thesink usinga travelling
salesmanpath(TSP), if bandwidthcostsweretheoptimizationcri-
terion[14].
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Figure2: Corestructur ewhen target subgraphGS � G

GARUDA usesa simpler, but reasonablyeffective, technique
of computingthe individual MDSs andconnectingthemback to
the sink using an approximationof the shortestpath tree (SPT).
While this may incur additionalbandwidthcosts,notethat it will
have thebene�t of betterdelayproperties,in additionto beingim-
plicitly constructibleaswe describein Section5. Figure2 shows
GARUDA'ssolutionthat�nds theminimumdominatingsetwithin
eachpartitionandapproximatestheSPTconnectingall minimum
dominatingsets(MDS) to thesink.

TheMDSwithin eachcomponentisconstructedwith minorchanges
to thecore constructionalgorithmthatmerelyinvolvesnodesem-
ploying a candidacycheckbeforeparticipatingin the core con-
structionalgorithm. The candidacy checkis wherenodes,upon
receiving the�rst packet, determinewhetheror not they belongin
thesubsetGS . NodesoutsideGsbut requiredfor theconstruction
of the SPT are inductedinto the core structurethrougha forced
candidacymechanism.

3.4 ReliableSingle/First Packet Delivery
Thusfar, wehavediscussedthedetailsof thecore infrastructure

in GARUDA, assumingthat the�r st packet is deliveredreliably to
all nodesin thenetwork. In therestof thesection,we outlinehow
such�rst packet reliability is achieved.

SinceNACK basedrequestschemesdo not suf�ce for a single
packet delivery (or whenall packetsin a messagearelost) without
any support,we consideran ACK basedschemeasan alternative
just for the�rst packet5. However, suchanapproachwill still incur
theundesirableACK implosionproblemidenti�ed in Section2.

GARUDA addressesthereliabledeliveryof the�rst packetusing
a Wait-for-First-Packet (WFP)pulse,which is a small �nite series
of shortdurationpulses,wherethe seriesis repeatedperiodically.
Thepulsehasanamplitudethatis muchlargerthanthatof aregular
datatransmission,andaperiodthatis signi�cantly smallerthanthat
of a regulardatatransmission.Theuniquepropertyof thepulseis
thatany receiving node,irrespective of whetherit is currentlyidle
or receiving a regular datapacket, cansensethe pulsedueto the
pulse's speci�c amplitude/periodcharacteristics.

Whenasinkwantsto sendthe�rst packet, thesink transmitsthe
�nite seriesof WFP pulseon a periodicbasis. The sensornodes
within the transmissionrangeof the sink, upon receptionof the
pulses,also start pulsing with the sameperiodicity betweentwo
seriesof pulsesandthisprocessis repeateduntil all thenodesstart
pulsing in anticipationof the receptionof �rst datapacket. The

5Note that as long as one of the packets is delivered to every
nodewith suf�cient informationaboutthe message(e.g. length),
aNACK basedschemecanbesuccessfullyusedto provideguaran-
teedreliability.



sinkafterpulsingfor a�nite duration(soasto ensurethatthepulses
havepropagatedacrossmultiplehopsin thenetwork), transmitsthe
�rst packetasa regulardatapacket transmissionandstopssending
any further WFP pulses.Every sensoruponreceptionof the �rst
packetalsoperformsthesamesetof two actions.

Essentially, theWFPsignalservestwo purposes:(i) it allowsthe
sink to inform the sensorsaboutan impendingmessagethat has
reliability requirements,and (ii) it enablessensorsto requestfor
retransmissionswhenthey do not receive the �rst packet success-
fully. It mightappearthatresourceconstrainedsensorscanbeover-
loaded,in termsof energy consumption,andcost,with theaddition
of thepulsingmechanism.However, we arguethat theadditionof
theWFPsignalalleviatesseveralproblemsassociatedwith reliable
messagedelivery, andcanin factprovidebene�tsthatfaroutweigh
thecosts.

Brie�y , (i) sincetheWFPpulseis justusedto indicatethearrival
of an impendingnew transmission,it requiresa simplermodula-
tion schemethan the default datatransmissionsand, is more ro-
bustto fadingeffects;(ii) themessageadvertisementschemeusing
WFP pulsesis inherentlyrobust to collisions,asthe collisionsof
WFP pulsewith othersuchpulsesor datatransmissionsdoesnot
preventsensorshearingtheWFPpulsesfrom inferringtheimpend-
ing messagetransmission(they still will sensethattheWFPpulses
arebeingsent)[4]; (iv) unlike in the ACK basedscheme,where
theACK implosioncanadverselyimpactthedatatransmissionsas
they do not scalewell to increasingnumberof nodesin the net-
work, theWFPpulseservesasan implicit NACK and(becauseof
theirsmallwidth) interferesto averyminimalextentwith theregu-
lar datatransmissions;and(v) theenergy consumptionof theWFP
pulseis signi�cantly smallerthanthat of a regular datatransmis-
sion, thusrenderingany additionalenergy consumptionto be far
lessthantheactualenergy savingsbecauseof theotherbene�ts6.

4. GARUDA FRAMEW ORK
Thedetailsof theGARUDA framework is presentedin this sec-

tion assuminga simpleunderlying�ooding mechanism.However,
GARUDA canaswell be integratedwith the �ooding schemeit-
self. We assumethat every incoming�ooded packet is passedto
GARUDA if it is partof amessagethatrequiresreliability.

Thedifferentcomponentsof GARUDA areexplainedin thechrono-
logical order that they occurwhena reliablemessageis �ooded.
Hence,we �rst describethedetailsof GARUDA's pulsebasedsin-
glepacketdeliverymechanism,andthengoonto describethecore
constructionandlossrecovery procedures.Note that the reliable
singlepacket delivery is leveragedfor the instantaneouscore con-
struction.

4.1 Single/First Packet Delivery
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Figure3: Transmissiontime of Wait-for-First-Packet pulse

6We pro�le the energy savings throughthe useof WFP pulsesin
Section6.

4.1.1 WFPPulseTransmission
SinceaWFPPulsecanberegardedasashortperiodsignalwhich

doesnot includeany information, the transmissionperiodof the
WFPpulseis signi�cantly smallerwhencomparedto thetransmis-
sion time TD requiredfor a regular datapacket. Also, twice the
regulartransmissionpower is usedto transmitthepulsesto achieve
arelativeamplitudeof 3dBat thereceiver (with respectto adefault
reception).Thedetectionof aWFPpulseatareceiveris donebased
on a simpleenergy detectionstrategy thatmonitorschangesin the
amplitudeof the energy of the incomingsignal,andthe duration
of any suchchanges[4]. Note that the changesin energy canbe
detectedevenat receiverswhoselocal channelis busywith anon-
goingdatatransmission.Theonly nodesthatcannotheartheWFP
pulsesarethosethat arenot listening(eitherin transmitmode,or
in apower-down mode).

To increasethe robustnessof the pulsedetection,every set of
pulsetransmissionincludesp pulsestransmittedconsecutivelywithin
aperiodTP (TP << TD ). Figure3 showsthetransmissionscheme
for theWFPpulse.Hence,receiversinfer anincomingWFPsignal
only afterdetectingp pulses.

Thebasic(andtheonly required)mechanismfor WFPpulsingin
GARUDA doesnot useany carriersensing,andhenceis referred
to as forced WFP pulsing. This ensuresthat nodesthat needto
transmitthe WFP (eitherasan advertisementor a NACK for the
�rst packet)candosowithouthaving to suffer from any MAC layer
starvationproblems.However, suchtransmissionsclearly increase
the chancesfor collisionswith regular datapacket transmissions,
andhenceareperformedwith aperiodTs , whereTs >> TD .

However, theforcedpulsingin GARUDA is complimentedwith
acarrier-sensingbasedWFP, andadatapacketpiggybackingbased
advertisementschemethatreducetheimpactof theforcedWFP7.
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Figure4: Example for Single/First packet delivery

4.1.2 FirstPacketDeliveryin GARUDA
Thedeliveryprocedurefor thesingle/�rst packetconsistsof three

modes:(1) theadvertisementwhichnoti�es theensuingsingle/�rst
packet to all nodeswith the forcedWFP pulses;(2) the delivery
whichsendsthesingle/�rst packet throughsimpleforwarding;and
(3) therecovery which sendsNACKs usingWFPpulsesto request
for retransmissionof thesingle/�rst packet.

Figure 4 shows the basic procedureof the single or the �rst
packet delivery with a simpletopology. Whena sink wantsto ini-
tiate a reliablesingle/�rst packet delivery, it sendsa setof forced
WFP pulseswithout sensingthe wirelesschannel. When neigh-
boring sensorshearWFP pulses,they senda set of forcedWFP
7But notethattheguaranteeof reliable�rst packetdelivery is pro-
videdonly by theforcedWFP.



pulsesimmediately. After a deterministicperiodthat is setbased
on the diameterof the network, the sink transmitsthe single/�rst
datapacket subjectto themediumaccessscheme(e.g.CSMA).

If thenodeA receivesthesingle/�rst packet, it changesits oper-
ationfrom theadvertisementmodeto thedeliverymodeby halting
the WFP pulses,andby sendingthe single/�rst datapacket after
carrier-sensing. However, if the single/�rst packet is lost, nodes
will continueto transmittheWFPpulses,which in turn triggerre-
transmissions.Figure5 shows thecaseof retransmission.
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Figure5: Example for lossdetectionand recovery

Sincethe forcedWFPpulsessentevery Ts periodplay therole
of a NACK signal,nodeB will wait for a durationof at leastTs to
sendnext setof forcedWFPpulses.Therefore,thelatency for the
single/�rst packetdelivery is directlydependentuponTs .

To reducethelatency, GARUDA usesanotherkind of WFPpulse
which a nodesendsaftera regularcarriersensingoperation.Node
B sendsp numberof WFP pulsesafter carrier-sensing(W F Pcs )
opportunistically(unlessit hasreceivedthesingle/�rst packet)with
a period Tc which is smallerthan Ts . The period Tc shouldbe
proportionalto thehopdistanceof thenodeB fromthesinkbecause
a nodeshouldwait until theupstreamnodesbetweenthenodeand
thesinkreceivesthesingle/�rst packet. Tc is heuristicallysetto the
following valuein GARUDA:

Tc = i � � � TD ; (1)

wherei is the hop distancefrom a sink to a node,and � is the
maximumnodedegree.

Sinceanodesensesthestateof channelbeforetransmittingWFPcs

pulses,the WFPcs pulseshave a lesserprobability of colliding
with datapackets thanWFP pulses. Whena nodegetsto trans-
mit WFPcs pulses,it resetsthetimer correspondingto theTs time
periodfor forcedWFPpulses.

A further opportunisticoptimizationthat GARUDA usesis the
piggybackingof theNACK informationon theregulardatapacket
transmissions.The NACK is merelythe sequencenumberof the
lastmessageID thenodehasreceivedthusfar. Any neighborthat
is awareof a greatermessageID andhasthe corresponding�rst
packet then retransmits. We refer to this as an implicit NACK
mechanism.

4.2 InstantaneousCoreConstruction

4.2.1 TheCore
In this sectionwe presentthe detailsof the instantaneouscore

constructionassumingasimple100%network-widereliable�ood.
Werevisit thecaseof otherreliability semanticsin Section5.

Assuminganetwork organizationwith thesinkat thecenterof a
sensor�eld, the�rst packetdeliveryestablishesband-idsfor nodes
basedon the hop distancethat they perceive from the sink8. This
8Notethatthis view of thenetwork is purelyto ensuredescription
clarity, andhasnobearingon thecorrectnessof theapproach.

is shown in Figure6 stage1. We considerall nodeswith thesame
band-idasforming a “band” with a certainid. Thebandscanthus
beviewedasconcentriccirclesaroundthesink.

4.2.2 Procedure
Thecoreconstructionalgorithmworksasfollows:

Sink:

� When the sink sendsthe �rst packet, it stampsthe packet
with a “band-id” (bId) of 09. When a sensorreceives the
�rst packet successfully, it incrementsits bId by one, and
setsthe resultingvalueas its own band-id. The band-idis
representative of the approximatenumberof hopsfrom the
sink to thesensor10.

Nodesin 3i bands:

� Only sensorswith band-idsof theform 3i , wherei is aposi-
tive integer, areallowedto electthemselvesascorenodes.

� Whena sensorS0 with a band-idof the form 3i forwards
thepacket (aftera randomwaiting delayfrom thetime it re-
ceived the packet), it choosesitself asa corenodeif it had
notheard(or snooped)from any othercorenodein thesame
band. Oncea nodechoosesitself asa corenode,all packet
transmissions(includingthe�rst) carry informationindicat-
ing thesame.

� If any nodein the corebandthat hasnot selecteditself to
be a core receives a core solicitationmessageexplicitly, it
choosesitself asacorenodeat thatstage.

� EverycorenodeS3 in the3(i + 1) bandshouldalsoknow of
at leastonecorein the3i band.If it receivesthe�rst packet
througha corein the3i band,it candeterminethis informa-
tion implicitly asevery packet carriesthepreviously visited
corenode's identi�er, bId, andA-map. However, to tackle
a conditionwherethis doesnot happen,S3 maintainsinfor-
mationaboutthenode(S2) it receivedthe�rst packet from,
andtheS2 nodemaintainsinformationfrom thenode(S1) it
received the �rst packet from. After a durationequalto the
coreelectiontimer, S3 sendsanexplicit upstreamcoresolic-
itation messageto S2 , which in turn forwardsthemessageto
S1 . Notethatby thistime,S1 will alreadyhavechosenacore
node,andhenceit respondswith therelevantinformation.

Nodesin 3i + 1 bands:

� WhenasensorS1 with aband-idof theform 3i + 1 receives
the �rst packet, it checksto seeif thepacket arrived from a
corenodeor from a non-corenode. If the sourceS0 wasa
corenode,S1 setsits corenodeasS0 . Otherwise,it setsS0

asacandidatecorenode,andstartsacoreelectiontimer11. If
S1 hearsfrom a corenodeS0

0 beforethecoreelectiontimer
expires,it setsits corenodeto S0

0 . However, if thecoreelec-
tion timer expiresbeforehearingfrom any othercorenode,
it setsS0 asits corenode,andsendsaunicastmessageto S0

informing it of thedecision.
9To balancethe load of core and non-corenodes,the sink can
choosethe band-idamong0, 1, and2. Therefore3i bands(core
bands)canbechangeddynamically

10 Note that dueto the availability of multiple pathsfrom a sink to
sensors,it is possiblethat the computedband-idis eithergreater
thantheminimumnumberof hopsfrom thesink to thesensors.

11 Thetimer is setto avaluelargerthantheretransmissiontimer for
the�rst packetdelivery.
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Figure6: Instantaneouscore construction and two-stagelossrecovery in GARUDA

Nodesin 3i + 2 bands:

� WhenasensorS2 with aband-idof theform 3i + 2 receives
the�rst packet, it cannot(at thatpoint)know of any 3(i + 1)
sensor. Hence,it forwardsthe packet without choosingits
corenode,but startsits coreelectiontimer. If it hearsfrom
a corenodein the3(i + 1) bandbeforethetimer expires,it
choosesthe nodeasits corenode. Otherwise,it arbitrarily
picks any of the sensorsthat it heardfrom in the 3(i + 1)
bandas its corenodeand informs the nodeof its decision
througha unicastmessage.If it sohappensthatS2 doesnot
hearfrom any of the nodesin the 3(i + 1) band(possible,
but unlikely), it sendsan anycastcore solicitation message
with only thetargetband-idsetto 3(i + 1). Any nodein the
3(i + 1) bandthatreceivestheanycastmessageis allowedto
respondafter a randomwaiting delay. The delayis setto a
smallervaluefor corenodesto facilitatere-useof analready
electedcorenode.

� A boundaryconditionthatariseswhenasensorwith aband-
id of 3i + 2 is right at the edgeof the network, is handled
by making the bandact just asa candidatecoreband(3i ).
Sucha conditioncanbe detectedwhennodesin that band
do not receive any responsefor theanycastcoresolicitation
message.

Thus, at the end of the �rst packet delivery phase,eachnode
knows its bId, whetherit is a corenodeor not, and in the latter
caseits corenodeinformation. In addition,every corenodein the
3(i + 1) bandknowsof at leastonecorenodein the3i band.
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4.2.3 Optimalityof theCore
Sincethe corenodesapproximatea minimum dominatingset,

anobviousquestionis how is thecoreconstructionsetup in away

to minimizethenumberof corenodes.Ideally, for any givencore
node,thereshouldnotbeany othercorenodein its 2-hopneighbor-
hood. Theproposedframework attemptsto achieve this condition
using a two-prongedapproach:(i) only nodesin 3i bands(core
bands)areallowed to contendto becomea corenode;and(ii) of
the nodesthat belongto the corebands,only nodesthat have not
heardfrom any othercorenodefrom its bandareallowedto choose
themselvesascorenodes.Figure7 showsthenumberof corenodes
asthenodedensityis increasedfrom 100to 800.As wecansee,the
numberof corenodesdecreasesfrom 30%whenthenodedensity
is 100to about13%whenthenodedensityis 800.

4.3 Two PhaseLossRecovery

4.3.1 LossRecoveryfor CoreNodes

4.3.1.1 LossDetection.
Whena corenodereceivesanout-of-sequencepacket, thecore

nodeinfersa loss.A corenodesendsarequestto anupstreamcore
nodeonly if it is noti�ed throughanA-mapthatthemissingpacket
is availableat theupstreamcorenode.

4.3.1.2 LossRecovery.
Whenacorenodereceivesa unicastrequestfrom a downstream

corenode,it performsaunicastretransmissionfor therequest.Fig-
ure 6 stage2 shows the loss detectionand the loss recovery be-
tweencorenodesat 3i bandandcorenodesat 3(i + 1) band. If
any of the non-corenodeson the pathof the unicastrequesthas
the requestedpacket, it interceptsthe requestandretransmitsthe
requestedpacket.

The useof the A-mapis central to the core recovery process.
For the sake of brevity, we assumethat the A-mapis capableof
representingall packetsof a messageirrespective of the message
size.Thecorerecoveryprocessworksasfollows:

UpstreamCoreNodes:

� A corenode,whenit forwardsapacket,stampsonthepacket
the following metainformation: (Cid ;A-map; bId; vF lag),
which consistsof the corenode's identi�er, bit map,band-
id, andvalid �ag respectively. The valid �ag is usedby a
recipientcorenodeto determinewhetherthepathin themeta
informationis valid or not.

� When a core nodereceives a retransmissionrequest,it re-
spondswith unicastretransmissionsof theavailablepackets.

Intermediate Non-coreNodes:

� Any non-corenodeN Cid that forwardsa packet leavesthe
A-mapinformationuntouched,but addsits own identi�er as



follows: (Cid + N Cid ;A-map; bId). If the numberof the
identi�ers in the incominginformationis equalto three,the
non-corenodedoesnot addits identi�er andsetsthevF lag
to NULL.

DownstreamCoreNodes:

� Thus,whenacorenodereceivesthemetainformation,it not
only knows of what packets the sourcecore nodehas,but
alsothepathit canuseto requestfor a retransmission.If the
vF lag is NULL, thecorenodestill usestheA-mapinforma-
tion, but falls backon any earliercachedpathto therelevant
corenodefor issuingtherequest.

� EachcorenodemaintainstwoA-mapslocally: myB M which
representsthesuccessfullyreceivedpackets,andtotB M which
representsboththereceivedandtherequestedpackets.

� Whena corenodereceivesan incomingA-map(inB M ), it
checksto seeif the A-mapis from a valid source. If the
sourceis valid, it thenchecksto seeif the A-map conveys
availability of a packet that hasneitherbeenreceived nor
beenrequested.If at leastonesuchpacket is available,the
nodecreatesarequestA-map, updatesits totB M , andsends
therequest.It alsostartsanexpiry timer for therequest.

� For a successfulpacket reception,thecorenodeupdatesits
totB M andmyB M . Also, whena timer expiry occursfor
a request,totB M is updatedaccordingly.

� Whena corenodedoesnot hearan A-mapfrom any of its
upstreamcorenodesfor a speci�ed duration(core presence
timer12), it explicitly issuesa requestto thedefault upstream
corenodeto which theupstreamcorenoderespondswith its
currentA-map.

4.3.2 LossRecoveryfor non­CoreNodes
A non-corenodesnoopsall (re)transmissionsfrom its corenode.

Onceit observesanA-mapfrom its corenodewith all thebits set,
it entersthe non-corerecovery phaseby initiating retransmission
requeststo thecorenode.Alternatively, if it doesnot hearfrom its
corenodefor the periodcore presencetimer, it sendsan explicit
requestto the corenodeto which the corenoderespondswith its
currentA-map. Figure6 stage3 presentsthelossdetectionandre-
covery betweennon-corenodesanda corenode.Sinceall retrans-
missionsfrom thecorenodesaresnoopedby thenon-corenodes,
redundantretransmissionsfor thesamelossareremoved.

5. SUPPORTING OTHER RELIABILITY
SEMANTICS

In Section4, GARUDA wasdescribedin the context of single
andmultiple packet delivery, while assumingthesimplestform of
reliability semanticsalongthe otherdimensions(all nodes,100%
reliability). In this section,we revisit the GARUDA designand
show how it canaccommodatetheotherreliability semantics.Specif-
ically, we discussthreevariantsin termsof the reliability seman-
tics: (i) reliabledelivery to all nodeswithin asub-regionof thenet-
work; (ii) reliabledelivery to minimal numberof sensorsrequired
to cover entiresensingarea;and(iii) reliabledelivery to p% of the
nodesin thenetwork.

The fundamentaldifferencebetweenthe context in Section4,
andin the above variantsis that only a subsetof the nodesin the

12 Thetimer is setto avaluelargerthanthree-hoproundtrip time.

network requirereliabledelivery. Thevariantsdiffer in which sub-
setof nodesreceive themessagedelivery. We referto theproblem
of determiningthe subsetasthe candidacyproblem. Also, in all
of thesolutionsdiscussed,the�rst packet is alwaysdeliveredto all
nodesin thenetwork. All subsequentpacketsaredeliveredbased
on thecandidacy.

Generically, thesolutionsto thethreevariantsusethreecommon
elementsto tackletheotherreliability semantics:

� The �rst packet carriesinformation to identify the eligibil-
ity for candidatenodesthat shouldreceive the entire mes-
sagereliably. For example,in the caseof reliability within
a sub-region, the �rst packet may carry a coordinatebased
descriptionof thesub-region.

� Participationin thecoreconstructionis limited to only those
nodesthathave chosenthemselvesascandidates.Note that
the other aspectsof the core-constructionstill remain the
same(nodesonly in the 3i bandscanselectthemselvesas
corenodes,etc.). At the endof the core construction,each
independentcomponentof thecandidatesub-graphGS thus
hasits own core.

� Thelastelementin GARUDA is thatof forcedcandidacyto
enablethecore of thedifferentcomponentsto beconnected
backto thesink. Thusnon-candidatenodesin the3i bands
on the path from eachcomponentto the sink are forcedto
participateas candidatecore nodesto ensureconnectivity.
The forced candidacy is actually achievable in GARUDA
with veryminimalchangesto itsoriginaldesign(asdescribed
in Section4). Essentially, non-candidatenodesin corebands,
if they wouldhaveotherwisechosenthemselvesascorenodes
identify themselves as non-candidatecore nodeswhen the
�rst packet is forwarded.A downstreamcandidatecorenode
that hasnot heardfrom any othercandidateupstreamcore
nodeexplicitly requeststheupstreamnon-candidatecorenode
to becomeacandidate.Throughthisprocess,astructurethat
is anapproximationof independentMDSs(within eachcom-
ponentof GS ) connectedthroughanSPTis achieved.

In therestof thesection,we elaborateon how thecandidacy for
thethreevariantsareestablishedin GARUDA.

5.1 ReliableDelivery within a Sub­region
As we motivate in Section2, it is quite likely that the sink re-

quiresreliable delivery of a query or a messageonly to sensors
within a speci�c sub-region of the network area. We assumethat
thespeci�cationsof thesub-region areavailablein theform of co-
ordinates.Without lossof generality, we alsoassumethatthesub-
region is rectangularin shape(althoughthe GARUDA designby
itself doesnot have any suchlimitations). The sub-region canei-
therbecontiguousor non-contiguouswith theregion occupiedby
thesink.

The desiredsub-region coordinatesis piggybacked on the �rst
packet sentby the sink. Eachsensorin the network that receives
the�rst packet canthusdeterminelocally whetherit is a candidate
or not,basedon its own locationandthedesiredsub-region. Once
thecandidacy is determined,thebehavior of sensorsis exactly the
sameasdescribedin Section4, exceptif thesensorwereto beon
a coreband. Whereasin the default operation,a sensordoesnot
chooseitself asa corenodeonly if it hearsfrom anothercorenode
before it transmits,under this variant, a sensordoesnot choose
itself asa corenodeif it is not a candidateirrespective of theother
conditions.Notethatthisdoesnotmeanthatsuchasensorcanlater
beforcedto becomeacorenode,asweelaboratenext.
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Figure8: Performanceevaluation of GARUDA: singlepacket delivery

5.2 ReliableDelivery to Cover SensingField
This variantrequiresreliabledelivery while remainingawareof

theinherentredundancy in thesensornetwork deployment.Specif-
ically, underthis variant, reliabledelivery needsto be performed
only to aminimalsubsetof thesensorsin thenetwork suchthatthe
entiresensing�eld is covered.For purposesof this discussion,we
assumethatthesensingrangeS is alwayslessthanor equalto the
transmissionrangeR.

Unlike in thepreviousvariantwherethecandidacy of eachnode
is determinedlocally, in this variant coordinationbetweennodes
is requiredin orderto eliminatesensors,which arecoveringa re-
gion alreadycovered by other sensors,from the candidacy. In
GARUDA, the corenodesarebestequippedto performsuchco-
ordinationasthey areimmediatelyadjacentto all non-corenodes
thatdependon them,andunderidealconditionsareat leasta dis-
tanceof 2R away from thenearestcorenode(which givesa core
nodea virtual “ownership”of at leastthe sensingregion de�ned
by its transmissionrange).Thus,non-corenodesunderthisvariant
seekpermissionfrom their respective corenodesto becomecan-
didates.Eachcorenodekeepstrackof thecoverageof the region
de�ned by thesquare13 of side2(S + T) (with itself at thecenter).
It providespermissionto a seekingnon-corenodeonly whenthe
nodecancoveranareanotalreadycoveredinsidethesquare.Note
thatgivenourassumptionsaboutS andT , nonon-corenodewithin
a corenode's transmissionrangecanhave a sensingcoveragearea
thatevenliespartiallyoutsidetheabovede�ned square.

All core nodesimplicitly becomecandidates.This is reason-
ableeven without any coordinationwith othernearbycorenodes
as underideal conditions,the distancebetweena core nodeand
its nearbycorenodeswill be2R, which in turn meansthata core
nodecanchooseitself asa candidatewithout concernof overlap-
pingwith anearbycorenode's sensingregion.

5.3 ReliableDelivery to Probabilistic Subset
Thisvariantinvolvessupportfor reliablemessagedeliveryto say

p% of thenetwork sensors.Suchsemanticsmight beusefulwhen
the sink intendsto perform scopedsensing. In other words, the
sink canat the outsetdecideto senseonly 25% of the �eld, with
the intentof increasingthesensedregion only uponsometriggers
detectedduringthepreliminarysensing.

Justasin the caseof delivery within a sub-region, determining
candidacy in this variantis purelya local process.Whena sensor
receivesthe�rst packet,it choosesitself asacandidatewith aprob-
ability of p. If thesensoris on a coreband,anddecidesnot to be

13 As anapproximationof acircle for simplicity.

a candidate,it doesnot chooseitself asa corenodeirrespective of
theotherconditions.

6. PERFORMANCE EVALUATION
This sectionevaluatesthe performanceof the proposedframe-

work for 100% reliability to all sensors.For single packet reli-
abledelivery, we comparetheperformanceof theproposedframe-
work to thatof anACK-basedscheme,which usesACK feedback
for packet delivery along with a retransmissiontimeout. As we
had identi�ed in Section2, a NACK basedapproachwill not be
ableto recover singlepacket losses.For multiple packet delivery,
we compareGARUDA with bothin-sequencedelivery andout-of-
sequencedeliverymechanismsthatuseNACKs.

6.1 Simulation Envir onment
For all NS2basedexperiments:(a) the�rst 100nodesareplaced

in a grid fashionwithin a 650mx 650msquareareato ensurecon-
nectivity, while theremainingnodesarerandomlydeployedwithin
that area,andthe sink nodeis locatedat the centerof oneof the
edgesof the square,(b) transmissionrangeof eachnodeis 67m
[10], (c) channelcapacityis 1 Mbps,and(d) eachmessageconsists
of 100packetstransmittedat therateof 25packetspersecond(ex-
ceptfor thesinglepacket delivery part),andthesizeof packet is 1
KB. CSMA/CA is usedastheMAC protocol.We usebasic�ood-
ing as the routing protocol. All the simulationresultsareshown
afteraveragingthemetricsover 20 randomlygeneratedtopologies
andcalculating95%con�denceintervals.

As describedin Section2, lossescanoccurdueto wirelesschan-
nel errors,or collisionsamongtransmissions.To emulatethe two
typesof losses,we choosea �x edpacket lossrateof 5% for wire-
lesschannelerror, andvary the numberof nodesin the network
(andhencethenetwork density)which in turn increasesthedegree
of contentionin thenetwork.

6.2 Evaluation of SinglePacket Delivery

6.2.1 Latency
The latency involved in receiving a singlepacket reliably with

increasingnumberof sensorsis presentedin Figure8 (a) for both
GARUDA andtheACK basedscheme.Thelatency of theproposed
schemeis signi�cantly smallerbecauseof theWFPpulse,which is
essentiallyan implicit NACK, thusnot increasingthe load in the
network. We alsoseethatthelatency scaleswell with theincrease
in the numberof nodesbecauseof the samereason.However, in
theACK basedscheme,the latency is appreciablyhigherbecause
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Figure9: Performanceevaluation of GARUDA: multiple packet delivery

thereis explicit ACK feedbackto the senderthus increasingthe
traf�c andtherebythecollisionsin thenetwork.

6.2.2 Datasent
Figure 8(b) shows the numberof datasentby GARUDA and

the ACK basedscheme. It is interestingto note that in the pro-
posedframework, the numberof datasentincreasesmoreor less
linearly (with a slopeof 1 approximately)asthenumberof nodes
is increased.The reasonscanbe attributedto the implicit NACK
scheme,which alleviatescongestionrelatedlosses,andthe inher-
entredundancy andthebroadcastnatureof the�ooding processen-
suresthat thepacket is receivedsuccessfullywithout any needfor
retransmissioneven in thepresenceof losses.For theACK based
scheme,thenumberof datapacketssentis appreciablyhigherand
showsanon-linearincreasingtrendwith increasingnumberof nodes
in thenetwork. This is again becauseof the increasedload in the
network dueto thepresenceof ACK transmissionsthusincreasing
thelossesin thenetwork.

6.2.3 EnergyConsumption
The energy consumedper node in joules for eachschemeis

shown in Figure 8(c). The energy consumedper nodeis signif-
icantly smallerfor the proposedframework than the ACK based
schemeeven thoughit usesa WFP pulse. This is becauseof two
reasons.Firstly, the durationof WFP pulseis insigni�cant com-
paredto thatof datapacket transmissions.In fact, thedurationof
theseWFP pulsescanbeaslow as15-20� s in orderto recognize
them[4]. Secondly, WFPpulsesthemselvesdonotsuffer from any
implosionwhile they addresstheACK implosionproblem.In fact,
theenergy consumedshowsa linearincreasewith increasingnum-
berof nodes.However, theACK basedschemesuffersfrom NACK
implosionproblembecauseof whichenergy consumptionpernode
increaseswith increasingnodedensity.

6.3 Evaluation of Multiple Packet Delivery
To comparethe performanceof GARUDA for multiple packet

delivery, wehave implementedtwo simplereliabletransportproto-
colsthatallow in-sequenceandout-of-sequenceforwardingrespec-
tively, coupledwith NACK basederrordetectionandnon-designated
local recoveryservers.

6.3.1 Latency
Figure9(a) shows the latency for 100%delivery asfunction of

increasingnumberof nodesin thenetwork. Theproposedframe-
work hassigni�cantly lower latenciescomparedto the other two
schemeswhenthe nodedensityis increased.The reasonsfor re-

ducedlatenciesare two-fold: the advantagegainedby having a
local designatedserver asopposedto a non-designatedwhich re-
ducesthe amountof datasentandthe advantagegainedby using
out-ofsequenceforwardingbut withouttheNACK implosionprob-
lem, which increasesthespatialreusein thenetwork. Thelatency
of theout-of-sequencewith NACK schemeis signi�cantly higher
athighernodedensitiesandincreasesatamuchfasterratethanthe
othertwo schemesbecauseof theNACK implosionproblem. Al-
though,our core constructionschemeusesout-of-sequencedeliv-
ery, wepiggybacktheA-mapof thecorenodealongwith thetrans-
missionof eachpacket which allows theotherdependentnodesto
wait for thecoreto recover from all lossesprior to any retransmis-
sionrequeststhuseliminatingtheNACK implosionproblem.

6.3.2 Numberof DataSent
The numberof data sent for all three schemesare presented

in Figure 9 (b). Among the threeschemes,GARUDA performs
the bestfollowed by the in-sequencewith NACK andthe out-of-
sequencewith NACK schemes.The numberof packets sent in
GARUDA is about10%lowerthanthatof in-sequencewith NACK
schemefor nodedensityof 400,600and800and55%to80%lower
when comparedwith out-of-sequencewith NACK scheme. The
reasonfor signi�cantly betterperformanceof GARUDA is again
mainly dueto the improvementgainedby having a designatedre-
coveryserverasopposedto anon-designatedserverandtheA-map
structurepropagation.

6.3.3 EnergyConsumptionperNode
The averageenergy consumedper nodeis signi�cantly smaller

for GARUDA whencomparedto theothertwo cases(Figure9 (d)).
Theaverageenergy consumedfor all threecasesis directlypropor-
tional to thenumberof transmissions,whichis thesumof thenum-
ber of requestssentandthe numberof datasentper node. Since
the sum of the numberof requestsand datasent is the least for
GARUDA, theenergy consumedpernodeis alsosigni�cantly less.
In fact,resultsindicatethattheenergy consumedpernodeis about
30% lesscomparedto the in-sequencecaseand about80% less
comparedto theout-of-sequenceschemefor 800nodescenario.

6.4 Evaluation of Variants

6.4.1 ReliableDeliverywithin a Sub­region
Figures10(a)-(c)presentperformanceresultsfor the �rst vari-

antfor a200node,650mx650mnetwork with a transmissionrange
of 67m per node. Figure10(a)shows the partitioningof the net-
work grid into sub-regions. Figure 10(b) shows the latency in-
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Figure10: Performanceevaluation of GARUDA: reliabledelivery to all sensorsin a sub-region
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Figure 11: Performanceevaluation of GARUDA: reliable delivery to
minimal number of sensorsin a region

curredwith increasingnumberof regionsfor bothcontiguousand
non-contiguousregionsrespectively. While it is obvious that the
latency increaseswith increasingnumberof regions,aninteresting
observationis thatthey latency for thenon-contiguousregionssce-
nariois alwaysmore.Recallthatthis is dueto thelatency involved
in non-candidatesbeingforcedinto candidacy. Figure10(c)shows
thenumberof datapacketstransmittedfor thesamescenarios.For
thecontiguousregionsscenario,theachievednumberof candidates
is typically verycloseto theidealnumberof candidates.However,
for thenon-contiguousregions,theachievednumbersaretypically
higherdueto theforcedcandidacy of nodesto achieveconnectivity.

6.4.2 ReliableDeliveryto Minimal Setof Sensors
Figure11 shows thenumberof nodesselectedascandidatesfor

thesecondvariant.It canbeobservedthatthenumberof nodescho-
sendecreaseswith increasingratio S

R . Thedecreaseis notmuchfor
the smallervaluesof S

R becausefor the scenarioconsidered(400
nodesin a650mx650mgrid with atransmissionrangeof 67m),the
minimumvaluefor S

R requiredto cover theentireareais approxi-
mately0.5. As theratio of S

R increasesbeyond0.6,we seea more
pronounceddecreasein thenumberof candidatenodes.This is be-
causethe overlapareaamongnodesbecomemorepronouncedas
thesensingrangeapproachesthetransmissionrange.

6.4.3 ReliableDeliveryto ProbabilisticSubset
Figure12 presentssimulationresultsfor the third variant. The

scenarioconsideredis 200nodesin a650mx650mgrid, with nodes
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Figure 12: Performance evaluation of GARUDA: probabilistic reli-
abledelivery

having a transmissionrangeof 67m. The numberof candidate
nodeschosenwith increasingprobability is shown. It canbeseen
that at lower probabilities,the achieved numberof candidatesis
largerthanthatof theexpectednumberdueto theforcedcandidacy
of nodesto achieve connectivity. However, for largerprobabilities
(� 50%), theachievednumberof candidatenodescloselyapprox-
imatestheidealvalues.

7. RELATED WORKS
Toprovidereliability, researchershaveproposedseveralapproaches

at thedifferentprotocollayersincluding: (i) physical/link layerap-
proaches,suchasForward Error Correction(FEC) [1], (ii) MAC
layer approaches,suchas reliable MAC [13], and (iii) transport
layerapproaches,suchasreliablemulticast[7] andreliabletrans-
portprotocol[15, 12].

� [7] arereliablemulticastapproachesspeci�cally designedfor
wired or multi-hopwirelessenvironmentswhich assumean
address-centricroutinglayerandglobaluniquenodeidenti�-
cation.Sincewirelesssensornetworksrequireadata-centric
routing layerwithout global identi�cation, suchapproaches
cannotbeapplieddirectly to wirelesssensornetworks.

� FEChasbeenanappealingapproachto preventfeedbackim-
plosionthatcanhappenwhenperforminga largescalereli-
ablemulticast[1]. However, [8] evaluatestheutility of FEC
for reliablemulticastandcomparestheeffectivenessof FEC



with thatof a subcasting14 enabledmulticast.[8] arguesthat
FECprovideslittle bene�t for anef�cient reliablemulticast
protocol like [7] that usessubcasting.Sincewirelesssen-
sornetworks inherentlysupportlocal subcastingbecauseof
thesharednatureof thewirelesschannel,thegainof FECin
wirelesssensornetworkscanbearguedto beminimal. Cur-
rently theeffectof FECin wirelesssensornetworksis being
evaluated.

� Severalworkshavebeenproposedto performef�cient �ood-
ing in multi-hopwirelessnetworks[16]. [16] classi�essome
of theseapproachesas probability-based,area-based,and
neighbor-knowledgebasedschemes.While suchapproaches
improve the successfuldelivery rateof messages,they still
cannotguaranteeany strict reliability semanticsthatthepro-
posedframework supports.Suchapproachesin fact canbe
usedin tandemwith theproposedframework.

� PSFQ[15] is a transportlayerprotocolthataddressestheis-
sueof reliability in sensornetworks. The key idea in the
designof PSFQis to distribute thedatafrom a sourcenode
by transmittingdataat a relatively slow speed,but allowing
nodesthat experiencelossesto recover missingdatapack-
etsfrom immediateneighborsaggressively. However, PSFQ
doesnot provide any reliability for singlepacket messages
as it usesa pure NACK basedscheme. Also, it usesin-
sequenceforwardingfor messagedelivery to accomplishthe
pumpslowly operation.This resultsin the wastageof pre-
ciousbandwidthasshown in Section6.

� Approachessuchas[12, 9] thatfocusonupstreamreliability
asopposedto downstreamreliability areclearly orthogonal
to thefocusof thiswork.

8. CONCLUSIONS
In this paper, we have proposeda new framework for providing

sink-to-sensorsreliability in wirelesssensornetworks. We have
identi�ed several challengesto provide sink-to-sensorsreliability
andaddressedthechallengesby proposingkey elements:(1)Wait-
for-First-Packet (WFP)pulse,(2) core structureapproximatingthe
minimumdominatingset,(3) instantaneouslyconstructibleoptimal
core structure,(4) availability bitmap,and(5) two-stagerecovery
process.Note that, althoughwe have proposedan effective way
to realizetheWFPpulsein-band,it is equallypossibleto useout-
of-bandsignalingin scenarioswherea pilot radiois available.We
have alsoidenti�ed threenew typesof reliability semanticsunique
to downstreamsensorenvironmentand elaboratedhow our pro-
posedframework canprovide reliability to suchvariants.We have
shown throughns2-basedsimulationsthattheproposedframework
performssigni�cantly betterthanthebasicschemesproposedthus
far in termsof latency andenergy consumption.We have alsopro-
�led theA-mapoverheadin GARUDA andobservedit to bemin-
imal. We have alsostudiedhow themechanismsin GARUDA can
handlenodefailures. However, due to lack of space,we do not
presentthesestudies.Ourfuturedirectionsof work includeextend-
ing theproposedframework to environmentswith mobility andin
thepresenceof multiplesinks.

14 Subcastingis a functionality that involves multicastingof a re-
transmittedpacket by a lossrecovery server over theentiresubtree
rootedat theserver. Hence,all instancesof that lost packet within
thesubtreearerecoveredby thesinglesubcast.
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