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Module 7:  Process Synchronization

• Background

• The Critical-Section Problem

• Synchronization Hardware

• Semaphores

• Classical Problems of Synchronization

• Monitors

• Java Synchronization

• Synchronization in Solaris 2

• Synchronization in Windows NT



Applied Operating System Concepts Silberschatz, Galvin, and Gagne 1999
7.2

Background

• Concurrent access to shared data may result in data 
inconsistency.

• Maintaining data consistency requires mechanisms to ensure the 
orderly execution of cooperating processes.

• Shared-memory solution to bounded-butter problem (Chapter 4) 
has a race condition on the class data count
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Bounded Buffer 

public class BoundedBuffer {     

public void enter(Object item) {

// producer calls this method

}

public Object remove() {

// consumer calls this method

}

// potential race condition on count

private volatile int count;

}
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enter() Method

// producer calls this method

public void enter(Object item) {

while (count == BUFFER_SIZE) 

; // do nothing

// add an item to the buffer

++count;

buffer[in] = item;

in = (in + 1) % BUFFER_SIZE;

}
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remove() Method

// consumer calls this method

public Object remove() {

Object item; 

while (count == 0) 

; // do nothing

// remove an item from the buffer

--count;

item = buffer[out];

out = (out + 1) % BUFFER_SIZE;

return item;

}
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Solution to Critical-Section Problem

1. Mutual Exclusion.  If process Pi is executing in its critical 
section, then no other processes can be executing in their critical 
sections.

2. Progress.  If no process is executing in its critical section and 
there exist some processes that wish to enter their critical 
section, then the selection of the processes that will enter the
critical section next cannot be postponed indefinitely.

3. Bounded Waiting.  A bound must exist on the number of times 
that other processes are allowed to enter their critical sections 
after a process has made a request to enter its critical section
and before that request is granted.

Assume that each process executes at a nonzero speed 
No assumption concerning relative speed of the n
processes.
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Worker Thread

public class Worker extends Thread {

public Worker(String n, int i, MutualExclusion s) {

name = n;

id = i;

shared = s;

}

public void run() { /* see next slide */ }

private String name; 

private int id; 

private MutualExclusion shared;

}
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run() Method of Worker Thread

public void run() {

while (true) {

shared.enteringCriticalSection(id);       

// in critical section code

shared.leavingCriticalSection(id);

// out of critical section code

}

}
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MutualExclusion Abstract Class

public abstract class MutualExclusion {

public static void criticalSection() {

// simulate the critical section

}

public static void nonCriticalSection() {

// simulate the non-critical section

}

public abstract void enteringCriticalSection(int t);

public abstract void leavingCriticalSection(int t);

public static final int TURN_0 = 0;

public static final int TURN_1 = 1;

}
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Testing Each Algorithm

public class TestAlgorithm

{

public static void main(String args[]) {

MutualExclusion alg = new Algorithm_1();

Worker first = new Worker("Runner 0", 0, alg);

Worker second = new Worker("Runner 1", 1, alg);

first.start();

second.start();

}

}
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Algorithm 1

public class Algorithm_1 extends MutualExclusion {

public Algorithm_1() {

turn = TURN_0;

}

public void enteringCriticalSection(int t) {

while (turn != t)

Thread.yield(); 

}

public void leavingCriticalSection(int t) {

turn = 1 - t;

}

private volatile int turn;

}
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Algorithm 2

public class Algorithm_2 extends MutualExclusion {

public Algorithm_2() {

flag[0] = false;

flag[1] = false;

}

public void enteringCriticalSection(int t) {

// see next slide

}

public void leavingCriticalSection(int t) {

flag[t] = false;

}

private volatile boolean[] flag = new boolean[2];

}
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Algorithm 2 – enteringCriticalSection()

public void enteringCriticalSection(int t) {

int other = 1 - t;

flag[t] = true;

while (flag[other] == true)

Thread.yield();

}
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Algorithm 3

public class Algorithm_3 extends MutualExclusion {

public Algorithm_3() {

flag[0] = false;

flag[1] = false;

turn = TURN_0;

}

public void enteringCriticalSection(int t) {/* see next slides */ }

public void leavingCriticalSection(int t) {{/* see next slides */ } 

private volatile int turn; 

private volatile boolean[] flag = new boolean[2];

}
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Algorithm 3 – enteringCriticalSection()

public void enteringCriticalSection(int t) {

int other = 1 - t;

flag[t] = true;

turn = other;

while ( (flag[other] == true) && (turn == other) )

Thread.yield();

}
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Algo. 3 – leavingingCriticalSection()

public void leavingCriticalSection(int t) {

flag[t] = false;

}



Applied Operating System Concepts Silberschatz, Galvin, and Gagne 1999
7.17

Synchronization Hardware

public class HardwareData {

public HardwareData(boolean v) {

data = v;

}

public boolean get() {

return data;

}

public void set(boolean v) {

data = v;

}

private boolean data;

}
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Test-and-Set Instruction (in Java)

public class HardwareSolution

{

public static boolean testAndSet(HardwareData target) {

HardwareData temp = new HardwareData(target.get());

target.set(true);

return temp.get();

}

}
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Thread using Test-and-Set

HardwareData lock = new HardwareData(false);

while (true) {

while (HardwareSolution.testAndSet(lock))

Thread.yield(); // do nothing

// now in critical section code

lock.set(false);

// out of critical section

}
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Swap instruction

public static void swap(HardwareData a, HardwareData b) {

HardwareData temp = new HardwareData(a.get());

a.set(b.get());

b.set(temp.get());

}
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Thread using Swap

HardwareData lock = new HardwareData(false);

HardwareData key = new HardwareData(true);

while (true) {

key.set(true);

do {

HardwareSolution.swap(lock,key);

} while (key.get() == true);

// now in critical section code

lock.set(false);

// out of critical section

}
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Semaphore

• Synchronization tool that does not require busy waiting.

• Semaphore S – integer variable

• can only be accessed via two indivisible (atomic) operations

P (S):  while S≤ 0 do no-op;
S--;

V(S): S++;
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Semaphore as General Synchronization Tool

Semaphore S; // initialized to 1

P(S);

CriticalSection()

V(S);
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Semaphore Eliminating Busy-Waiting

P(S) {

value--;

if (value < 0) {

add this process to list

block

}

}

V(S) {

value++;

if (value <= 0) {

remove a process P from list

wakeup(P);

}

}
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Synchronization Using Semaphores

public class FirstSemaphore {

public static void main(String args[]) {

Semaphore sem = new Semaphore(1);

Worker[] bees = new Worker[5];

for (int i = 0; i < 5; i++)

bees[i] = new Worker(sem, "Worker " + (new Integer(i)).toString() );

for (int i = 0; i < 5; i++)

bees[i].start();

}

}
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Worker Thread

public class Worker extends Thread {

public Worker(Semaphore) { sem = s;}

public void run() {

while (true) {

sem.P();

// in critical section

sem.V();

// out of critical section

}

}

private Semaphore sem;

}
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Deadlock and Starvation

• Deadlock – two or more processes are waiting indefinitely for an 
event that can be caused by only one of the waiting processes.

• Let S and Q be two semaphores initialized to 1

P0 P1

P(S); P(Q);

P(Q); P(S);

� �

V(S); V(Q);

V(Q) V(S);

• Starvation – indefinite blocking.  A process may never be 
removed from the semaphore queue in which it is suspended.
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Two Types of Semaphores

• Counting semaphore – integer value can range over an 
unrestricted domain.

• Binary semaphore – integer value can range only between 0 
and 1; can be simpler to implement.

• Can implement a counting semaphore S as a binary 
semaphore.


